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Overview

About This Course

Introduction

Topics

This overview section describes the contents of the course and suggests ways to
use the material most effectively.

The following topics are discussed:
m  Course description

m  Prerequisites

s Resources

m  Course organization

m  Coursegoals

s Course nongoals

s Course conventions

Course Description

Rev. 0.11

OpenVMS System and Network Node Management Il continues the system
management training presented in OpenVMS System and Network Node
Management |. This course prepares the student to modify an established system
that is part of a clustered and/or networked environment.

This course provides students with the information and guided practice they need
to perform the tasks required of system managers in an operational OpenVMS
VAX, OpenVMS Alpha, or VM Scluster system environment. These tasks include
managing disks and queues, installing layered products, monitoring system
resources, and performing basic system customization tasks. Further, the course
enables the system manager to manage LAT services, such as terminal services
and remote print queues.

Overview — 1



OpenVMS System and Network Node Management Il

Prerequisites

Students taking this course should be able to:

s  Manage system users, which requires:
e Maintaining the user authorization file (UAF) and volume quotafiles
*  Creating user file directories (UFDs)
e Controlling user processes

m  Manage system resources, which requires:
*  Mounting and dismounting disk and tape volumes
»  Setting device characteristics
e  Starting and stopping print and batch queues
*  Performing full and incremental backups and restores of disk volumes

e Starting up and shutting down a system using the default startup
procedure

These requirements can be met by completing the OpenVMS System and Network
Node Management | course.
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Resources
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Students should have access to the following manuals to perform the
recommended learning activities of this course.

DECamds User's Guide

Digital OpenVMS System Messages: Companion Guide for Help Message
Users

Guide to the DEC Text Processing Utility

Guidelines for OpenVMS Cluster Configurations

OpenVMS Alpha Version 7.2 Upgrade and I nstallation Manual
OpenVMS Alpha Galaxy Guide

OpenVMS Guide to System Security

OpenVMS Cluster Systems

OpenVMSDCL Dictionary

OpenVMS License Management Utility Manual

OpenVM S Management Sation Overview and Release Notes
OpenVMS System Management Utilities Reference Manual

OpenVMS System Manager's Manual

OpenVMS User's Manual

OpenVMS VAX Version 7.2 Upgrade and I nstallation Manual
OpenVMS Version 7.2 New Features Manual

OpenVMS Version 7.2 Release Notes

Overview of OpenVMS Documentation

TCP/IP Networking on OpenVMS Systems

VAX MACRO and Instruction Set Reference Manual S Volume Shadowing for
OpenVMS
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Course Organization

This course is organized into a series of modules. Each module has its own
learning objectives and covers a single topic or group of closely related topics. A
module consists of:

m  Anintroduction describing the purpose of the module.

m  One or more objectives, which identify the skills taught in the module.
Objectives are designed to focus the student's study efforts on a selected
number of skills.

m  Themodule resourcelist, which lists individual reference documents that
support the information in the module.

s  The moduletext that consists of:
»  Descriptive text organized by topic

* lllustrationsthat clarify the relationships among various elements of an
OpenV MS system, or summarize steps of a particular process or
command

»  Examples containing sample listings from actual interactive sessions on
an OpenVMS system

m A module summary that reviews important concepts and commands taught
in the module.

Written and laboratory exer cises are also provided with this course. These
exercises help studentsto review and practice the skills learned during the lecture
session.

The glossary contains definitions for many terms used in this course.
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Overview

Course Goals

To modify an established system, a system and network node manager should be
ableto:

Describe major system resources and their function in an OpenVMS
environment.

List the components of a DECnet network.

Create and use queues, including forms definition and management.
Define and manage LAT services.

Manage disk and tape volumes.

Describe the functions of the system startup and login files.

Set system parameters using AUTOGEN and SY SMAN.

Install OpenVMS layered products and updates.

Monitor system resources.

Perform tasks that enhance system security.

Course Nongoals

This course does not cover the following topics:

Rev. 0.11

Installation of the OpenVMS operating system.
System performance management and tuning.
System troubleshooting.

Programming using system services, run-time libraries, or other OpenVMS
features.

Advanced OpenVMS concepts or system programming.
Details of layered product features and functions.
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Course Conventions

This table describes the conventions used in the listings and command tables of

this course.

UPPERCASE
$ TYPE OPERATOR. LOG

In commands, uppercase characters indicate
words that you type exactly as they appear. For
example, you would type the command on the
left as it appears.

L ower case
$ TYPE file-spec

Lowercase characters represent elements that
you must replace according to the description in
the text. For example, you must follow certain
rules when you replace “file-spec" in the
command on the left.

Horizontal ellipses
$ TYPE file-spec,...

Horizontal ellipses indicate that you can enter
additional parameters, values, or information.

For example, you can enter any number of file
specifications in this TYPE command.

Vertical ellipses
$ TYPE MYFI LE. DAT

Vertical series of periods or ellipses mean that
not all of the data that the system would display
in response to the particular command is
shown, or that not all of the data a user would
enter is shown.

Squar e brackets ([])
$ SHOW PROCESS [ pr ocess- nane]

Square brackets indicate that the enclosed item
is optional in the context of a syntax statement.
For example, the process name is optional in
the command shown. (Square brackets are not
optional, however, when specifying directories
in the syntax of a file specification.)

Overview — 6
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About This Module

Introduction

Therole of the operating system is to share resources among all processes running
on the system. Memory is an important resource and while it is common to think
of memory only in terms of how much data can be stored, the speed at which the
CPU accesses the data is important to the performance of the computer.

Other resources that must be shared include CPU time and mass storage.

Objectives

To demonstrate an understanding of OpenVMS system resources, you should be
ableto:

m  List the main features of virtual memory management in an OpenVMS
system.

m  List the characteristics of aworking set.

m  Define the following terms: paging, swapping.

m  Describe how an OpenVMS system schedules resources.
m  ldentify common network configurations.
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Virtual Memory Management Concepts

Overview

The OpenVMS operating system is a multiuser, virtual memory management
system. The operating system is responsible for scheduling the use of system
resources such as memory and CPU time.

Topics
In this section the following topics are discussed:
m  Virtual and physical memory
m  Virtual address space layout
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Virtual and Physical Memory
A virtual memory management system allows the execution of programs or
images that may not reside completely in physical memory. A large program can
run on a computer with small memory capacity.
Each process has a share of physical memory. At any one time, only a part of the

program isin physical memory. The part of the program not in memory is stored
on disk.

The operating system is responsible for sharing memory among programs.
Memory management is invisible to the programmer.
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Virtual Address Space
For the virtual address space under OpenVMS:

Rev. 0.11

Each byte of memory is individually addressable.

Thefirst byte is located at virtual address 0.

Virtual memory is divided in the following ways:

OnaVAX system, virtual memory is divided into pages of 512 bytes.

On an Alpha system, a 512-byte quantity is called a pagelet, while a page
size will be one of four values: 8 kilobytes (KB) (8192 bytes), 16 KB, 32 KB,
or 64 KB.

A particular Alpha system will implement only one of the four pages sizes,
the initial set of Alpha computers use an 8 KB page. Internally, for the
purposes of memory allocation, deletion, and protection, OpenVMS Alpha
rounds up (if necessary) the value supplied in pagelets to anumber of CPU-

specific pages.
Virtual pages are numbered starting at VPN O (virtual page number).



OpenVMS System and Network Node Management Il

Physical Address Space

The amount of physical memory varies from one implementation of the
architecture to another.

m  Physical memory is divided in the following ways:
* OnaVAX system, physical memory is divided into 512 byte pages.

e Onan Alphasystem, physical memory is divided into pages whose size
can be 8 KB, 16 KB, 32 KB, or 64 KB.

m  Physical pages are numbered starting at PFN 0 (page frame number).

m A program can have more virtual pages than the system has physical pages.
m  Each process has a portion of its virtual pages in physical memory.

s Virtual pagesthat are not in physical memory are stored on disk.
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Virtual Address Space Layout
The virtual address space is divided into:
m  System Space
»  Systemservicesand RMS
e OpenVMSVMS code and data
*  Paged and nonpaged pool
m  Process space for each process
* PO space—image, run-time libraries, debugger
. El space—process-specific control information, command language
interpreter
Layout of Virtual Address Space
The following figure shows how virtual address space is mapped:

I 3
L Sapombo
PO for Each Procass
P — _J
Sytom Sl

I 22T - OE
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Virtual Address Space Mapped to Physical Memory

Each process has a page table that maps virtual pages to physical pages. The
physical pages are in physical memory or on disk. The page frame number isthe
address of the physical page in memory. The following figure shows how virtual
address space is mapped to physical memory:

PADCESS A PRAOCESRE A
VIATUAL HERQAY FAGE TABLE
FHYSICAL
WIRTUAL FAGE WUMBER o - MEMORY
WIRTUAL PAGE MUMBER 1 r — PAGE FRAME NUMBER o
WIRTUAL PAGE NUMBER 7 PAGE FAAME MUMBER ¢
;Anl, I-'Fl.i.ﬁ;lE. HUMB E.n_a
FAGE FAAME HUMBER 3
=#4 FAGE FRAME MUMBER 4
FAGE FRAME HUMBER &
—# FAGE FRAME HWUMBER 8
- FAGE FRAME NUMBER T
FPRAOCESS B PRADCOESS B
WVIRTUAL WE KGRy PAGE TABLE PAGE FRAME MUMBER &
WIRTUAL PAGE WUMBER O = PAGE FRAME NUMBER @

WIRTUAL PAGE HUMBER 1

WIARTUAL PAGE NUMBER 2

WIATUAL PAGE MUMBER 3

FTE_Xcwem_mEi
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Working Sets

Overview
Memory resources from a process point of view are defined by the working set
assigned to that process.
Topics
In this section the following topics are discussed:
m  Working set concepts
m  Working set parameters
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Working Set Concepts

At any one time, some of the pages of a process' virtual address space are located
on disk and some in physical memory.

m  Each process has a limit on the number of physical pages of memory that can
be used to map their virtual address space.

m  Theset of physical pages currently being used by a process is called the
working set.

m  Virtual pages not in the working set are either:
e Ondisk
* Inphysical memory on the free page list or the modified page list

Working Set Limit

As the program executes, the number of virtual pages occupying physical pagesin
the working set grows and approaches the working set limit.

When a process requests another page beyond this limit, one page currently in the
working set must be released to accommodate the new page.

Under certain conditions the working set is allowed to grow.

Parameters Controlling Working Set
Three values are associated with the size of aworking set:
m  WSDEFAULT istheinitial limit to the size of a process working set.

m  WSQUOTA isthe size to which the working set is allowed to grow if the
process is page faulting heavily.

m  WSEXTENT isthe maximum to which the working set is allowed to grow if
the process is page faulting heavily and there is sufficient free memory on the
system.
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Working Set Parameters

An interactive process obtains working set values from the user authorization file
(UAF). The system manager sets these parameters when the account is created.

Example: Working Set Parameters for Interactive Processes

Use the Authorize utility to display and change working set parameters for users as

Rev. 0.11

in the following example:

$ SET DEFAULT SYSBSYSTEM
$ RN AUTHR ZE
UAR> SHONVUSERL

Wser nane: USERL Onner: SAVMPLE USER
Account: WB uc [300, 3] ([WE USR] )
al: DAL Tabl es: DALTABLES

Defaul t: USERL: [ USERL]
LG LAAN

H ags:

Primary days: Mn Tue Véd Thu Fri

Secondary days: Sat Sun

Nb access restrictions

Expi ration: (none) Padmini num 15 Login Fails:
Pudl i feti ne: 90 00: 00 Pndchange: 18- ACT-1999 16: 21

Last Login: 16-NO/-1999 13:08 (interactive), 1- NO- 1999 18:24 (non-

i nteractive)

Maxj obs: 0O FHllm 40 Bytlm 32768
Maxacct j abs: 0 Srfillm 0 Poytim 0
Maxdet ach: 0 am 18 JTquot a: 1024
Prclm 10 Ddm 180 Vi&def : 256
Prio: 4 ASTIm 240 V&quo: 512
Quepri o: 0O TEMmM 200 Wgextent: 2048
cPU (none) Englm 200 Pofl quo: 40000

Aut hori zed Privil eges:
NETMBX SETPRV  TMPMBX

Defaul t Privil eges:
NETMBX SETPRV  TMPMBX
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Example Notes: Working Set Parameters for Interactive Processes

Notes on the Working Set Parameters for Interactive Processes example include:

[0 WSDEFAULT, working set default
0 WSQUOTA, working set quota
0 WSEXTENT, working set extent

Working Set Parameters for Batch Processors

Working set values for batch processes are taken from:
m  Thequeueitself (if established by the system manager)
s The SUBMIT command using various qualifiers

m  Theaccount profile values of the process that submitted the job
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Example: Displaying Queue Parameters
Use the SHOW QUEUE command to display batch queue characteristics.

$ SHONVQELH BATCH FULL
Bat ch queue BARNUIM BATCH idle, on BARNM:
/ AUTCETART ON=(BARNUM ;) /BASE PRAR TY=3 /NCENABLE GENERC /JB LIMT=4
/ OMERA SYSTHV / PROTECTIONS(S M QD GR WS
/ VEDEFALLT=10000 / WBEXTENT=30000 / WBQUOTA=20000

Generi ¢ batch queue DOCSBATCH
/ GENER C=( BARNUM BATCH DOGS BATCH  / OAKER=[ SYSTEM
/ PROTECTIONS(S MQ DGR WYS)

Bat'ch queue STUDENT$BATCH st opped, on BARNUM :
/BASE PRARTY=4 /JB LIMT=4 / OMERS SYSTEV
/PROIECTIONS(SMQD GR WY
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Working Set Parameters for Other Processes
Working set values for other processes can be controlled by:

m  Passing the values as arguments if the processes were created using the
$CREPRC system service

m  Passing the values on the DCL RUN/DETACH command

Default Working Set Values

If working set values are not supplied when a process is created, the associated
system parameter values will be used.

The following table lists parameters that establish working set values.

To establish this value... Set this parameter:
The minimum WSDEFAULT for any process. PQL_MWSDEFAULT
The default value for WSDEFAULT. PQL_DWSDEFAULT
The minimum WSQUOQOTA for any process. PQL_MWSQUOTA
The default value for WSQUOTA. The value of PQL_DWSQUOTA
WSQUOTA cannot exceed the value of WSMAX.

The minimum WSEXTENT for any process. PQL_MWSEXTENT
The default value for WSEXTENT. PQL_DWSEXTENT
The maximum working set size for any process. The WSMAX

highest value WSMAX can have is 65,535 pages.
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Paging and Swapping

Overview

Two methods used by the OpenVMS system to manage memory resources are
paging and swapping. Both methods use one or more disk devices as an extension
of physical memory.

Topics
In this section the following topics are discussed:
s Paging
= Swapping

Rev. 0.11 1-15



OpenVMS System and Network Node Management Il

Paging
Paging is the action of bringing pages into the working set of a process.
A page fault occurs when a process refers to a page that is not in its working set.

Page Faults
When a page fault occurs:
m  Thevalid bit in the page table entry is clear.
m  The hardware generates atranslation-not-valid exception.

m  The systemrunsthe page fault handler (pager) to move the needed page into
the working set.
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Image Startup

Rev. 0.11

For a process to execute an instruction that is part of an image, that instruction
must be in memory. The following sequence of events occurs with image startup.

1.

A systemroutine is invoked to create the page table to map the virtual
addresses to the physical addresses.

The initial page table entries indicate that the pages of the image are stored
on disk.

Control istransferred to the image.

When the CPU attempts to access the first instruction, the address translation
hardware finds that the page of the image is not in memory.

A page fault occurs.
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Page Table

When a program references a virtual page, the hardware translates the virtual page
to aphysical page.

The page table is the data Sructure used to map virtual pages to physical pages.
s Thereisapage table for each process.

m  The pagetable contains an entry for each page in virtual memory.

Page Table Entry
The page table entry locates the contents of the virtual page in:
s  Physical memory and currently in use by the process
m  Physical memory and on the free or modified page list
m  Afileondisk
If the page is currently in use by the process, the page table entry contains a
m  Flagthat indicates the pageis in the process working set (valid bit)
m  Pointer to the page in physical memory

m  Flagthat indicates whether the page has been changed since it was read into
physical memory from the disk (modify bit)

= Protection code
If the page is not in physical memory, the page table entry contains a pointer to the
location of the page on disk.
Global Pages
Pages that are shared among multiple processes are called global pages.
m  Thereisone physical copy of aglobal page.
m  Each process has a page table entry for the global page.

s  Theglobal page is counted toward the working set size of each process that
maps it.
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Page Fault Types

Hard Faults

Rev. 0.11

There are two types of page faults.

A hard fault requires disk 1/0O to obtain the virtual page from the:
e Original disk
Pagefile

A soft fault is satisfied without disk 1/0. The virtual page isin memory but
outside the working set, located on the:

*  Freepagelist
*  Modified page list

When a hard page fault occurs, the operating system has to:

Locatethe virtual page in the image file on disk.
Allocate a physical page of memory and store the contents from disk.

Update the page table entry for the virtual page to reflect the new location of
the page.

Add the page to the appropriate working set.
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Removing a Page from the Working Set

When a process whose working set has reached the limit tries to access an
additional page, a page must be removed from the working set to make room for
the new page.

A page in the working set is selected for replacement.

If this page has not been modified, it is placed on the bottom of the free page
list.

If this page has been modified, it is placed on the bottom of the modified
page list.

The new page is retrieved and now added to the working set.

Free Page List

Thefree pagelist isalist of pagesthat are available to the process for allocation.

When a process generates a hard page fault, the page at the head of the free
page list is appropriated for that process.

Thelist is maintained in the order in which the pages arrive.

Over time, a page that is not referenced again will work its way to the head of
the free page list.

A page on the free page list that is referenced again is returned to the working
set of the appropriate process (soft page fault).

When a page is removed from the free page list, the page table for the process
losing the page is changed to reflect that the page is no longer in physical
memory.
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Modified Page List

The modified page list isalist of pages that have been modified since being read
from disk.

m  Thislist ismaintained in the order in which the pages arrive.
»  When the modified page list reaches a certain size:

»  The modified pages are written to a special system file called a page
file.

* A process pointer is updated to reflect the new location of the virtual
page.

*  The pages are placed on the free page list.

m  Pageson the modified page list can be returned to the working set if they are
referenced again.
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Page Fault Read Clustering

Pages can be read into memory from disk in groups called page fault clusters.
Maximum page fault cluster sizes are set by:

m  System parameter PFCDEFAULT
m  Linker option CLUSTER, which overrides PFCDEFAULT

During the execution of programs, PFCDEFAULT controls the number of image
pages read from disk per I/O operation when a page fault occurs. Theread 1/0
operations can take place from an image file or from the page file. The actual size
of the cluster can be less than PFCDEFAULT, depending on the size of image
sections and the pattern of page references.

PFCDEFAULT can be overridden on an image-by-image basis with the
CLUSTER option of the OpenVMS Linker.
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Swapping

Swapping refers to writing a process working set out to areserved disk file known
asthe swap file. This allows the remaining processes to use more memory.

The goal of swapping isto free up memory being used by idle processes and to
make it available for the active processes.

SY S$SY STEM:SWAPFILE.SY Sis the file used for swapping. The system page
file can also be used for swapping.
SWAPPER Process

The SWAPPER process is an integral part of the OpenVMS operating system. The
functions of the SWAPPER include:

m  Inswapping the SHELL, if necessary, to serve as atemplate for process
creation

m  Maintaining the size of the modified page list
m  Maintaining the number of free pages available for processes
m  Swapping process working setsin and out of memory

Rev. 0.11 1-23



OpenVMS System and Network Node Management Il

Scheduling Resources

Overview

Topics

In any computer, the CPU is a limited resource. In most cases, the CPU can

execute only one instruction at atime. A major function of the OpenVMS

operating system is scheduling the CPU for the large number of processes that
must use it.

In this section the following topics are discussed:

Interrupts

Interrupt priority levels
Scheduler

Scheduling priority

Process states

Dynamic priority adjustment
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Interrupts

Methods of Scheduling

The CPU in any computer is a limited resource. Even though it may execute
millions of instructions per second, it can only operate on one instruction at atime.

In acomplex system such as OpenVMS, there may be hundreds of processes that
need to use the CPU at a given moment.

There are two major methods of scheduling the use of the CPU:
s Polling

= Interrupting

The OpenVMS operating system does NOT use polling.

Interrupting

Rev. 0.11

In an interrupt-driven system, a process that requires the CPU notifies the CPU
immediately. If the CPU is available for use, it schedules the interrupting process.

By assigning a measure of importance to each interrupting process, the CPU can
do work for processes that have a higher priority first, then move on to those
processes that are less critical.

The OpenVMS operating system is interrupt driven.
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Interrupt Priority Levels

Types of Priority
The OpenVMS operating system defines two types of priority:
m  Software priority (scheduling priority)
m  Interrupt priority level (IPL)

Interrupt Priority Level

An OpenVMS system responds to interrupts by external events. Interrupt priority
level (IPL) isameasure of the relative importance of such events.

The CPU spends most of its time executing processes at |PL 0.

A process sometimes runs at an elevated |PL while executing a system-service
routine. The CPU also enters an elevated IPL in response to an interrupt.
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IPL and Software Priority

The interrupt priority levels (IPL) are related to the software priority. The
following figure shows the relationship between IPL and software priorities:
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Scheduler

The goal of the scheduler isto ensure that the CPU is always used by the highest-
priority processthat is ready to compute.

The scheduler:

m  Selects programs to run on the CPU

m  Manages process state transitions

m  Manipulates the priority of time-sharing processes

Time Slice

The scheduler shares the CPU resource by dividing processor time into time slices
called quantum. A processiis selected to compute and given onetime slice to
execute.

A process uses the CPU until:

m It goesinto await state.

m  Itsquantum expires.

m Itispreempted by a software or hardware interrupt.
m Itispreempted by a higher-priority process.

m Itisdeleted, either voluntarily or involuntarily.

Process Selection Criteria
The scheduler selects processes to use the CPU based on:
m  State
m  Priority
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Invoking the Scheduler

System events that may invoke the scheduler include:

Quantum end

Request to schedule new process
Process termination

[/O completion

$ SET PROCESSPRIORITY =n
Wake a process

Timer request becomes due
Process creation

Scheduling on a Multiprocessor System

On a multiprocessor system, the same system events invoke the scheduler ason a
single-processor system.

Rev. 0.11

A process may run on any processor.

The highest-priority process is always guaranteed to execute on one of the
Processors.

The next highest-priority processes are not necessarily guaranteed to execute
at quantum end, unless they are real-time processes.
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Processor Affinity Capability

Use of the Qualifiers

Using these new qualifiers allows you to keep track of processes running on
defined CPUs. It isa manipulation of datathat should be administered by a
knowledgeable system manager.

Thisinformation is provided in theinstructor guide only.

Qualifiers for SET PROCESS Command

There are two qualifiers used with the SET PROCESS command to help you keep
track of running processes. These are valid only for the Alpha operating systems:

= SET PROCESS/[NO]CAPABILITIES[/SET=(n)][/CLEAR=(n)]
[/PERMANENT]

= SET PROCESS/[NOJAFFINITY[/SET=(n)][/CLEAR=(n)]
[/PERMANENT]

/ICAPABILITIES Qualifier

The/CAPABILITIES qudifier allows bits in the user capability mask to be set or
cleared individually, in groups, or al at once.

The /NOCAPABILITIES qualifier clears all the user capability bits currently set.
Thisis based on the setting of the/PERMANENT qualifier. This qualifier alone
indicates the target of the operations that are specified with the following
secondary qualifiers:

s /SET=(n,n,n)
Sets user capabilities defined by position values n, where n has arange of 1
to 16.

m /CLEAR=(n,n,n)
Clears user capabilities defined by position values n, where n has arange of 1
to 16.

m /PERMANENT
Forces operations to be performed on the permanent set as well as the
current. Default behavior affects only the running image copy of the
capabilities.

The secondary qualifiers can be used together. The set of user capability bits

defined in the /SET and /CLEAR parameters should not overlap.

As with the other SET PROCESS command qualifiers, the bit operations occur on
the current process if no /IDENTIFICATION qualifier or explicit process name
parameter is specified.
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/AFFINITY Qualifier

This qualifier allows bits in the affinity mask to be set or cleared individually, in
groups, or all at once. The/NOAFFINITY qualifier clearsall affinity bits currently
set. Thisis based on the setting of the/PERMANENT qualifier.

Secondary Qualifiers for /AFFINITY

Specifying the /AFFINITY qualifier by itself has no direct effect other than to
indicate the target of the operations specified by the following secondary
parameters:

s /SET=(n,n,n)
Sets CPU affinities defined by position values n, where n has arange of 1 to
32 and isrestricted to the set of currently active CPUSs.

m /CLEAR=(n,n,n)
Clears CPU affinities defined by position values n, where n has arange of 1
to 32 and isrestricted to the set of currently active CPUs.

m /PERMANENT
Forces operations to be performed on the permanent set as well as the
current. This makes the changes permanent for the life of the process or
thread. Default affects only the running image copy of the affinities.

Aswith the other SET PROCESS command qualifiers, the bit operations occur on
the current process if no /IDENTIFICATION qualifier or explicit process name
parameter is specified.

The/IDENTIFICATION qualifier allows this command to affect individual kernel
thread PIDs. Because each KTB can run separately, these commands treat them as
discrete entities in terms of capabilities. Likewise, specifying a process name, or
no process identifier at al, will only affect the initial KTB of a multi- threaded
process. Specifying a process does not imply that all threads associated with the
process are affected.
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Qualifier for START/CPU

The/DEFAULT_CAPABILITIES command qualifier, for Alpha systems only,
makes the downtime for CPU shutdowns and restarts as transparent to the user
interface as possible.

The CPU user capability bitswill be initialized from
SCH$GL_DEFAULT_CPU_CAP at the first boot of the CPU into the system
configuration.

The/DEFAULT_CAPABILITIES qudifier imitates the behavior of the initial
bootstrap of the CPU. Use this qualifier to return the CPU to a known and
consistent state.

Display for SHOW CPU Command

For Alpha systems, the display portion of the SHOW CPU command has changed
to distinguish CPU affinity from:

s System capabilities
m  User capabilities
m  Process affinity

Because the code currently recognizes the longwords in which these entities
reside, the changes are relatively cosmetic.

The new code presents the system and user capabilities for every CPU and every
thread that has values different from the default process value.

The text indicates the appropriate user bit position when one of these bitsis
displayed. Before, it was described as unknown.

1-32 Rev. 0.11



Understanding System Resources

Scheduling Priority

An OpenVMS process has two scheduling priorities:

Base priority
Current priority

Base Priority

The base priority is assigned when the process is created.

An interactive login process obtains base priority from afield in the user
authorization file.

A batch process takes base priority from the batch queue that createsit.

Base priority ranges from 0 to n.

0 to 15 for time sharing or normal processes
16 to n for real-time processes:

OnaVAX system, the value of nis 31.

On an Alpha system, the value of n is 63.

Current Priority

The current priority is used to determine the order of selection for CPU processing.

Rev. 0.11

The current priority is calculated from the base priority.
When a process begins running, current and base priorities are equal.

Current priority is adjusted automatically by the system for time-sharing
processes.

Current priority is not adjusted for real-time processes.
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Process States
On OpenVMS systems, a process is always in one of three states.
s Current — using the CPU
s Computable —ready to run, and waiting to gain access to the CPU
s Waiting — can be either voluntary or forced

Voluntary Wait States

A voluntary wait state is requested by a process, typically by means of a system
service.

s  Occur frequently, depending on application design
m  Canbe of long duration

Voluntary wait states include:

m LEF— wait for local event flag

m  CEF— wait for common event flag

m  HIB (hibernating) — wait to be wakened

m  SUSP (suspended) — wait to be resumed

Involuntary Wait State

An involuntary wait state is not explicitly requested by a process. Involuntary wait
states include:

m  COM — wait for the CPU

m  FPG — wait for free page

m  PFW — wait for page fault read to complete

m  COLPG (collided page) — wait for page fault read on shared page
m  MWAIT — wait for mutex or miscellaneous resource

Involuntary wait states that occur frequently or have along duration can indicate a
system bottleneck.
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Process Behavior
Processes are characterized by their behavior.

s A compute-bound process spends most of itstime in the CUR and COM
states.

m  Anl/O-bound process spends most of itstime in the LEF or CEF sate
waiting for I/O completion.

Figure: Process State Transition

The following figure shows process state transition:

GELETE =4 GHEATE
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Dynamic Priority Adjustment

Priority Boosting

The OpenVMS priority boosting scheme is designed to improve response time for
processes that are not compute bound.

When a system event occurs, process priority is boosted.

m  Current priority is calculated by adding the boost to the base.

s If current priority is higher than base + boog, current priority is not changed.
m  Priority is never boosted beyond 15.

m A processthat cannot receive the entire boost does not receive any part of the
boost.

m  Current priority is usually not boosted higher than the base priority plus 6.
m  Boosts are not applied to real-time processes (base priority greater than 15).

System Events and Associated Priority Boosts

Different eventsresult in different boosts in priority.

This event... Results in this priority boost:
Process creation

Terminal input completion

Terminal output completion
Resource becomes available
Process is awakened

Process is resumed

Process is deleted

Process timer request ready

Direct I/O completes

Nonterminal buffered I/O completes
Update section write completes

Set process priority

NINININWIWIWIWIW RhiODIO
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Priority Decrementing

Each time a time-sharing process is scheduled, the scheduler decrements current
priority by 1 if it is higher than the base.

Results of Priority Adjustment

The result of priority adjustment isthat over time:

s Compute-bound processes operate a or near their base priority.

m 1/O-bound and interactive processes tend to have average current priorities
somewhat higher than their base priorities.

Example: Displaying Process States and Priorities

Use the SHOW SY STEM command to display the process states and current
priorities of the processes on the system.

On VAX systems running versions of OpenVMS before Version 7.2, physical
memory is displayed instead of pages.

$ SHONVSYSTEM

QuenWS 7.2 on node SUNDAE

A d Process Nane
20200081 SWPPER
20200405 MARSH
20200086 QONFI GURE
20200088 | PCACP
20200089 ERRFMT
2020008A CACHE SERVER
2020008B CLUSTER SERVER
2020008C CPM

2020008D ALD T_SEHRVER
2020008E J(B OONTRCL
2020008F QUHLE MANAGER
20200090 SHADOWN SERVER
20200091 SM SFRVER
20200092 SYMBI ONT_1
20200093 SYMBI ONT_2
20200094 SYMBI ONT_3
20200095 SYMBI ONT_4
20200096 SYMBI ONT_5
20200097 NETACP
20200098 BEWVL
20200099 REMACP
2020009A LATACP
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Network Configurations

Overview

Topics

A network allows two or more computers to share resources. These resources
could be such things as:

Mass storage
Memory
CPU cycles

There are several general network configurations possible using Compag hardware
and software.

In this section the following topics are discussed:

Network configurations
Network hardware
DECnet routing
DECnet node names
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DECnet Network

DECnet is the collective name for the family of communications products
(software and hardware) that allow Compaq operating systems to participate in a
network.

A DECnet network consists of two or more computing systems linked for the
purpose of exchanging information and sharing resources.

DECnet Network Characteristics
Characteristics of a DECnet network include:

Rev. 0.11

OpenV MS systems use DECnet VAX software to participate in DECnet
networks.

All systems connected to a DECnet network are peers.

Any system in the network can communicate with any other systemin the
network.

Each system in the network is called anode.

Nodes are connected by lines, over which circuits operate.

DECnet networks can vary in size from 2 nodes to over 64,000 nodes.
Large networks can be divided into multiple ar eas:

e Therecan beup to 63 areas.

»  Eachareacan contain up to 1023 nodes.

»  Each areaoperates as a subnetwork.
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DECnet Network Configurations

DECnet networks support avariety of different network configurations, including:

Local area networks (LANS) using either:

*  Fiber Digtributed Data Interface (FDDI) for high-speed communications
(100 Mhit/s)

* |EEE 802.3/Ethernet for low-cog, flexible configurations (10 Mbit/s)

Wide area networks (WANS) utilizing point-to-point, synchronous and
asynchronous connections, as well as multipoint connections

Communication through packet switching networks
Communication with IBM SNA networks

DECnet Node Names

Naming conventions for DECnet node names correspond to the two types of
DECnet functionality:

DECnet for OpenVMS node names

These names are used in the default version of DECnet shipped with the
OpenV MS operating system. Refer to the DECnet for OpenVMS Networ king
Manual for more information.

DECnet/OSI full names

Full names are hierarchically structured DECnet node names that can be
stored in a DECdns naming service. Full names can be a maximum of 255
bytes long.
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Full Names Syntax

Full names have the following general syntax:
namespace: .directory ... .directory.node-name
where:

m  namespace identifies the global naming service

m directory ... .directory defines the hierarchical directory path within the
naming service

m  node-name isthe specific object defining the DECnet node

The node full name must begin with the namespace, followed by a colon (:). The
directory path must begin with adot (.).

Example: Full Names Syntax

Rev. 0.11

In the following example of a full name, OMNI is the name of a namespace in a
global naming service; .US.Massachusetts.Boston is the directory path to the
object, RUBY, which represents the node.

OW : . US. Massachusetts. Bost on. RUBY
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Rules for Assigning Full Names
Consider the following when assigning hode names:
m  Node full names must be unique within your network.

m  OpenVMS VAX systems support any type of node name except one
containing an odd number of double quotes.

m  Youmust place quotes (
conditions:

) around a node name under any of the following

*  The node name contains a space, tab, comma, left parenthesis, right
parenthesis, single quote (*), double quote (), slash (/), exclamation
point (1), plus sign (+), or a sign (@).

*  The node name contains the character sequence of two colons (::).
*  Thenode name starts or ends with a colon (:) character.

m If aDECnet node name contains double quotes, you must duplicate each
double quote. Also, you must be sure to pair double quotes within a full
name. For example, the node name foo: "bar" must appear as "foo:""bar

Although the OpenV MS operating system enforces few rules on the syntax of
node names, the DECnet for OpenVMS software running on your system limits
the actual set of valid node names you can use.

For more information on full names, refer to your DECnet/OS| documentation.
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Network Hardware

A DECnet network can comprise many different types of hardware.

Point-to-Point Connections

A point-to-point connection uses WAN technology to link two nodes. WAN
technology utilizes:

* A synchronous or asynchronous communication interface.

*  Synchronous communication is preferred when large amounts of data
must be transmitted on a continual basis.

Asynchronous communication is advantageous when a temporary or low-cost
connection is needed.

A modem to modulate the signal from digital to analog for transmission over
the communication line, and to demodulate the signal from analog to digital
at the receiving end.

A communication cable, usually atelephone line.

Figure: Point-to-Point Connection

The following figure shows a point-to-point connection:
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FDDI LAN Standard

m  FDDI (Fiber Distributed Data Interface) isthe first LAN standard optimized
for fiber optics.

m  Operatesa 100 Mbit/s

m  Canoperate as adedicated channel or serve as a high-speed backbone
connecting multiple 802.3/Ethernet subnetworks

m  Canoperate simultaneously as an OpenVMS Cluster interconnect
= Supports a maximum of:
* 500 network gtations (concentratorsor bridges)
*  Ring circumference of 100 km (62 miles)
»  Distance between stations of 2 km (1.2 miles) using multimode fiber-
optic cable or 40 km (25 miles) using single-mode fiber-optic cable
Figure: FDDI Network
The FDDI ring isin the center of the following figure:
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802.3/Ethernet LAN Standard

Compag supports the | EEE 802.3/Ethernet standard, the most widely implemented
standard for local area networking.

Rev. 0.11

Operates at 10 Mbit/s.

The longest distance between any two stations on an Ethernet LAN is 2800
meters (9187 feet).

If asegment is longer than 500 meters (1641 feet), there must be arepeater
to refresh and regenerate the signal.

*  Repeaters contain no intelligence. They retransmit every bit of
information they receive, regardless of the location of the source and
destination nodes. They provide no filtering.

»  Local repeaters can span up to 100 meters (328 feet).

*  Remote repeaters connect two repeaters with fiber-optic cable to span
up to 1000 meters (3281 feet).

*  No more than two repeaters are permitted between any two gations. A
remote repeater is considered one repeater.

An extended Ethernet LAN supports up to 8,000 stations.

An 802.3/Ethernet configuration can support several other networking
protocols simultaneously with DECnet protocols. In particular, it can serve as
an OpenVMS Cluster interconnect.

Ethernet can run over baseband coaxial cable, broadband coaxial cable,
ThinWire, and twisted pair.

The Ethernet protocol is the same regardless of the physical medium it runs
over; however, the configuration rules are different for standard Ethernet and
ThinWire.
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Figure: Ethernet LAN

This figure shows two non Compaq workstations attached to the same Ethernet
LAN that is running DECnet software. These two can use the same LAN to

communicate using TCP/IP. There are also several terminal servers attached to the
Ethernet; these operate using the LAT protocol.
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Figure Notes: Ethernet LAN

Rev. 0.11

Several protocols can run over Ethernet ssimultaneously. This figure shows at
least four different protocols, all communicating over the same Ethernet
LAN.

. DECnet

e TCP/IPrunning between non Compaqg workstations running the UNIX
operating system

e LAT running between terminal servers and hosts

LAST (local area services transport) running between disk server and
hosts, and between hosts running PATHWORKS software and their PC
clients

Ethernet can run on baseband, broadband, or ThinWire cable. This figure
shows baseband and ThinWire.

PCs running DOS can run DECnet-DOS to participate in a DECnet network.

Note that both nodes in the CI (star coupler) cluster also have Ethernet
connections. It is not agood ideato rely on the CI to run DECnet. The CI
should be used as a backup circuit only.

The disk server is a network node.
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Servers

A server isan entity that is responsible for processing and fulfilling requests. The
issuer of these requests is called the requester.

OnalLAN, aserver is usually a special-purpose node that provides a service to the

other nodes on the LAN.

This kind of server...

Performs these functions:

Terminal server

Provides a service to both the user and the host node.
Eliminates the need for terminals to be hardwired to hosts.
Allows any terminal connected to a terminal server to establish a
connection with any host on the LAN.

Allows users to establish multiple simultaneous connections to
the same or different hosts.

Print server

Provides a printing service to the network.

Allows a high-speed, high-quality printer to be shared by several
nodes, thus distributing the expense.

Disk server

Provides disk services to the network.

Allows a disk drive to be shared by several nodes, thus
distributing the expense.

Router server

Provides a routing service to nodes on the LAN.

Permits nodes on the LAN to communicate with other DECnet
nodes that are not on the LAN.

Can improve the efficiency of routing on the LAN.
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Extended LANs

Rev. 0.11

Extended LANSs are created by using several different types of bridges. A bridge
isadevice used for connecting two segments of a LAN.

Bridges can be used to:
Join two or more LANs to create an extended LAN.
Connect one type of LAN to another (802.3/Ethernet to FDDI).

Join LANs in remote locations to provide LAN capabilities where an
ordinary LAN cannot reach.

In an 802.3/Ethernet LAN, aremote repeater can extend the network by
only 1000 meters (3281 feet).

With fiber-optic and microwave bridges, an extended LAN can span
distances of up to 22,000 meters (72,182 feet) and include up to 8,000
nodes.

There are bridges available that use satellite technology to span even
greater distances. The throughput for a satellite bridge is limited due to
propagation delays.

I mprove performance on heavily used LANS.

Repeaters forward all data packets, including those where the
destination node is on the same segment as the source node.

Bridges filter data and forward only those packets where the destination
node is on a different segment than the source node.
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Figure: Extended LAN

The following figure shows an extended LAN configuration:
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Multivendor Networks

DECnet software is flexible enough to participate in multivendor networks. To do
SO requires a gateway, as well as special software on the OpenVMS system, to
communicate with the other networks. A gateway isa module, or set of modules,
that transforms the conventions of one network into the conventions of another.

m  Thefunction of agateway isto translate protocols between dissimilar
systems.

m  The DECnet SNA gateway allows DECnet systems on the LAN to
communicate with IBM SNA networks.

s  The DEC X25router and DEC X25gateway products allow DECnet systems
onthe LAN to participate in packet-switched data networks that use the X.25
protocol.

Figure: DECnet Software in a Multivendor Environment
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The following figure shows DECnet software in a multivendor environment:
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DECnet Routing

Routing
If two nodes that are not directly connected need to communicate, the DECnet
software routes information between them.
How Routing Works
To route information between nodes, the DECnet software:
m  Selectsthe best (least-cost) path between the source and destination nodes.

m  Provides adaptive routing. If the preferred path is unavailable, the software
selects an alternate path.

If two paths have the same cost:

m  When equal-cost path-splitting is enabled, packets alternate between equal
paths.

»  When the maximum number of path splits is one, packets are sent along the
shorter path.

The DECnet software performs this function automatically, provided the network
manager sets up routing nodes at the correct locations.
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Routing Terminology

Rev. 0.11

The following terms are used in routing:

Line— A physical channel between nodes.
Adjacent nodes — Nodes that have a line connecting them.

Circuit — The logical channel between adjacent nodes, multiple circuits can
share aline (such as over Cl).

Hop — The logical distance to an adjacent node.
Circuit cost — A positive integer associated with using a circuit.
Path — A possible route from source node to destination node.

Path length — The total number of hops between source and destination
nodes.

Path cost — The sum of circuit costs between source and destination nodes.

Path splitting — The ability of DECnet softwareto divide the load over
multiple paths, if multiple paths exist between a pair of nodes.
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Node Types

There are two types of nodes in a DECnet network:

End node

»  Hasexactly one active circuit

e Can communicate only through its adjacent node

Full-function (routing) node

*  Can have more than one active circuit

*  Receives and forwards information addressed to other network nodes

»  Exchanges information about network availability with other routing
nodes

Area Routing

A DECnet network can comprise over 64,000 nodes. To make the network more
manageable, it can be divided into areas.

An area can contain up to 1023 nodes.

A DECnet network can contain up to 63 areas.

In a network with multiple areas, there are two types of routing nodes:
* Level 1routersthat can route datawithin an area

*  Level 2 routersthat route data between areas

When there are two or more area routers in an area, they should form a closed
loop.
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Figure: DECnet Node Types

The following figure shows end nodes and routing nodes in a DECnet network.
Any node with two or more lines attached to it is a routing node.
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Routing on an Ethernet LAN
Routing on an Ethernet LAN works in the following manner:
m  All nodes on an Ethernet LAN are adjacent.
»  Routing nodes on an Ethernet LAN:

. Allow Ethernet nodes to communicate with nodes that are not on the
LAN

*  Keep track of the availability of other nodes
s Thedesignated router intervenes in transmissions between end nodes.

m  Router servers and other dedicated routing nodes can further enhance the
performance of an Ethernet LAN by:

*  Reducing or eliminating routing traffic on the LAN

*  Allowing individual nodesto spend less CPU time on routing
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Summary

Concepts

Virtual Memory Management Concepts

m A virtual memory management system allows the execution of images that
may not be entirely in physical memory.

m  Virtual addresses are mapped to physical pages by means of a page table.
m  Thevirtual address space is divided into system space and process space.

Working Sets
m A working set isthe set of physical pages currently being used by a process.
m  Important working set parameters include:
e  WSDEFAULT
«  WSQUOTA
e WSEXTENT

Paging and Swapping

= Paging occurs when a program needs access to alocation not currently in
physical memory.

m  Swapping occurs when an entire image is moved to disk to free up physical
memory.

m  The SWAPPER process isan integral part of the OpenVMS operating
system.
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Scheduling Resources

The OpenVMS operating system is interrupt driven.

Interrupt priority level (IPL) isa measure of the relative importance of events
that interrupt the system.

The scheduler ensures that the CPU is always used by the highest-priority
process that is ready to compute.

The priority of a process is used to determine the order of selection for CPU
processing.

A process can be in one of three states:
. Current

Computable

*  Waiting

The OpenVMS operating system uses dynamic priority adjustment to
improve response time for processes that are not compute bound.

Network Configurations

Rev. 0.11

DECnet networks support avariety of configurations.
Network configurations can include a great variety of hardware components.

If two nodes that are not directly connected need to communicate, DECnet
software routes information between them.
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About This Module

Introduction

The OpenVMS operating system provides comprehensive facilities to dynamically
manage print and batch requests submitted to the system.

This module discusses how to create, manage, and control queues and devices
used to handle batch and print requests.

Objectives

To manage batch and print requests on an OpenVMS system, you should be able
to:

m  Manage queues and spooled devices on an OpenVMS system.
s Control batch and print jobs.
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Managing Queues and Spooled Devices

Overview

Topics

Rev. 0.11

When a user submits a batch or print job by using the DCL SUBMIT or PRINT
commands, the job is sent to a queue for processing. When the user selects the
print option in some applications, the output is sent directly to an output device for
processing. The OpenVMS operating system has methods to help manage both
kinds of requests.

When submitting jobs to be scheduled through queues, information about the
user's queue request; such as type of job, file names, queue names, and special
options, is sent to the queue manager. The queue manager then retrieves
information from the queue database to identify the most suitable queue for the
job. The job isthen placed in the appropriate queue to await processing.

When submitting data through applications, the application will allocate the
selected device for the entire time the application is running, unless the system
manager has spooled the device to allow other users access.

The system manager is responsible for creating and defining queues to handle the
different types of job requests that users on a system will make.

In this section the following topics are discussed:
m  OpenVMS Management Station

m  Creating execution queues

m  Creating generic queues

m  Deleting queues

= Naming queues

m  Managing queue characteristics

m  Creating batch queues

m  Creating print queues

m  Creating additional queue managers

s Creating queues under additional queue managers
m  Setting up logical ports

m  Setting up spooled devices
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OpenVMS Management Station

OpenVMS Management Station is a Microsoft Windows and Windows NT based
management tool for system managers and others who perform management tasks
on OpenVMS systems. OpenV MS Management Station provides a comprehensive
user interface to OpenVMS account, printer, and storage management.

OpenVMS Management Station allows you to organize the systems you need to
manage in ways that are meaningful to you and your environment, and allows you
to manage user accounts, printers, and storage on those systems.

OpenVMS Management Station consists of two components. Y ou install the client
software on a PC to perform all management operations. Y ou install the server
component on all of the OpenVMS systems you want to manage. Y ou do not
interact directly with the server component.

Printer Management

OpenVMS Management Station makes it easy for you to manage a wide range of
printers and print queues across multiple OpenVMS Cluster systems and

OpenV MS nodes. In addition, the printer monitoring feature allows you to quickly
detect and correct printer problems.

Y ou do not need to maintain complicated command files to control your printer
environment. You can create, delete, and manage a printer and its related queues,
as well as perform print job management for those printers, from a Windows
interface.

Some of the tasks you can perform include:

= Monitor one or more printers

s Examine and modify printer attributes

m  Delete printers and their associated queues

m  Create printers and their associated queues

s Examine and modify queue attributes

m  Examine and modify job attributes, requeue jobs, delete jobs
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Printer Management Operations

OpenVMS Management Station supports the following printer management

operations:

For this task

Choose

Create a printer and its queues

Create from the Action menu or right-click options

Monitor printers

Monitor from the Action menu or right-click options

Modify printer, queue, and job attributes

Properties from the Action menu or right-click options

Delete a printer and its queues

Delete from the Action menu or right-click options

Rename a printer

Rename from the Action menu or right-click options

Stop, start, or restart a printer or queue

Stop, Start, or Restart from the Action menu or right-click
options
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Creating Execution Queues

Execution Queues
Execution queues accept batch and print jobs for processing.

m  Batch execution queues contain one or more detached processes that run
command procedures.

s Output execution queues accept print jobs for processing by an independent
process called an output symbiont. This output symbiont process transfers
data from a disk to an output device, such as a printer.

Creating an Output Execution Queue

To create an output (device) execution queue, use the DCL INITIALIZE
command.

Format:
INITIALIZE/QUEUE/DEVICE [/qualifiers] queue-name

Example: Creating an Output Execution Queue

The following is an example of using the INITIALIZE command to create an
output execution queue:

$ IN Tl ALl ZH QUEUELY STARTL / DEMl CE=PR NTER LPAO:

$ IN T ALl ZH QEEUE STARTL / CEM CESTERM NAL TTAS:

$ IN T ALl ZH QUELE START/ DEVI CE=PR NTERD / ON=LPAD:  [ISYS$PR NT
Example Notes: Creating an Output Execution Queue

Notes on the Creating an Output Execution Queue example include:

0 /START startsthe queue.

/IDEVICE=PRINTER creates a symbiont process for this printer queue.
/IDEVICE=TERMINAL creates a symbiont process for thisterminal queue.
/ON=LPAQ: associates the created queues with printer LPAO:.

SY SHPRINT is the default system printer queue.

O 0O 0o O
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Creating Generic Queues

Generic Queues

Generic queues hold jobs until they can be transferred to an execution queue for
processing.

s Generic batch queues can be used to distribute the workload across several
nodes in an OpenVMS Cluster system.

m  Generic execution queues direct output to one of three types of output device:
printer, terminal, or server. When you define a generic execution queue, you
must associate it with one of these types of device.

Before you can create a generic queue, you need to create an execution queue for
processing the job.

Creating a Generic Batch Queue
A batch queue can execute more than one job at atime.

m  Onsingle node systems, you may have to create more than one batch queue
and assign them all to a batch execution queue.

m  OnanOpenVMS Cluster system, you can use batch execution queues to
distribute batch processing across several nodes in the cluster.

To create a generic batch queue, include the /GENERIC qualifier to the
INITIALIZE/QUEUE command.

Format:
INITIALIZE/QUEUE/BATCH/GENERIC=(queuel,...) queue

m  To set up aclusterwide batch execution queue, create a clusterwide queue
name it SY SSBATCH.

m  Thedefault is not to create a generic queue.
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Sample Commands for Creating Generic Batch Queues

The following command creates and starts a generic queue, SY S$BATCH, which
will feed any batch execution queues that have generic feeding enabled.

$ I NI TI ALI ZE/ QUEUE/ BATCH START/ GENERI C SYS$BATCH

The following command creates and starts a generic queue, SY S$BATCH, which
will feed the execution queues WIND$BATCH and ICE$BATCH.

$ | NI TI ALI ZE/ QUEUE/ BATCH START -
_$ / GENERI C=(W ND$BATCH, | CESBATCH) SYS$BATCH

Creating Generic Print Queues

Generic print queues are created in the same way that generic batch queues are
created. Use the /GENERIC qualifier to the INITIALIZE/QUEUE command.

The following command creates and starts a generic queue, SY SSPRINT, which
will feed any print execution queues that have generic printing enabled.

$ I NI TI ALI ZE/ QUEUE/ START/ GENERI C SYS$PRI NT

The following command creates and starts a generic queue, SY S3PRINT, which
will feed the execution queues LPAO and LPBO.

$ I NI TI ALI ZE/ QUEUE/ START/ GENERI C=( LPAO, LPB0) SYS$PRI NT
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Deleting Queues

Deleting Queues

Rev. 0.11

Deleting a queue removes it from the running system, and removes the queue
definition from the queue database. Y ou should make certain that any job running
on the queue is stopped before deleting the queue.

Use the DELETE/QUEUE command to delete a queue.
Format:
DELETE/QUEUE queue
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Example: Deleting a Queue

The following example shows how to delete a queue:
$ SHOW QUELE BI G

Batch queue BI G busy, on BAILEY::

Entry Jobnane User nane St at us

O 321 LOOPS DUNHAM Executi ng

0 $ STOP/ QUEUE/ NEXT BI G
$ SHOW QUEUE BI G/ ALL

0 Batch queue BIG busy, stop pending, on BAILEY::

Entry Jobnane User nanme St at us

321 LOOPS DUNHAM Executi ng

0 $ STOP/ QUEUE/ RESET BI G
$ SHOW QUEUE BI G/ ALL

0 Batch queue BIG stopped, on BAILEY::
$ DELETE/ QUEUE BI G
$ SHOW QUEUE BI G
% BC- E- NOSUCHQUE, no such queue
$

Example Notes: Deleting a Queue
Notes on the Deleting a Queue example include:
0 The gqueue BIG has a job executing.

0 STOP/QUEUE/NEXT waits for the current job to end, then stops the queue;
thisis apolite way to delete a queue.

0 Thequeueisinthe stop pending Sate.

O Inthiscase, thejob isinan endless loop; the /RESET qualifier abruptly
terminates the job.

0 Thequeueisinthe stopped state and can be safely deleted.
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Naming Queues

Queue Names

Naming

Naming

Rev. 0.11

The default name for any print execution queue is the name of the physical device
associated with it. To make use of generic and execution queues, you may have to
name queues in such away that the name indicates the usage or limitations of the
queue.

a Queue Using the Default Value
To name a queue using the default physical device name, use the following format:

INITIALIZE/QUEUE/START device-name;

In the following command, LPAQO: is the physical device name.
$ I NI TI ALI ZE/ QUEUE/ START LPAO:

a Print Execution Queue

To create an execution queue and assign a name to it that describes the queue's
function, use the following format:

INITIALIZE/QUEUE/START/ON=device-name: queue-name

In the following example, LPCO: is a physical device being associated with the
gueue named MEMO.

$ I NI TI ALI ZE/ QUEUE/ START/ ON=LPCO: MEMO
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Managing Queue Characteristics

Queue Characteristics

The system manager can define characteristics and assign them to queues.

Users can include the /CHARACTERISTIC quadifier withaPRINT or SUBMIT
command. All the characteristics the user specifies must also be specified for the
gueue. If there isa mismatch, the job remains pending (not executing) until the
characteristics match. Users do not need to specify all characteristics of a queue,
just a subset.

To manage queue characteristics, the system manager can:

Define characteristics

Assign characteristics to queues

Display characteristics assigned on a system
Display characteristics assigned to a queue
Delete characteristics

Rev. 0.11
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Defining Characteristics

By default, no queue characteristics are defined. To define a characteristic, use the
DEFINE command.

Format:
DEFINE/CHARACTERISTIC char-name char-number
m  Thechar-name is the name of the characteristic.

m  Thechar-number isthe number associated with that characteristic.

Example: Defining Queue Characteristics

The following command defines the characteristic EAST with an associated
number of 1:

$ DEFI NE/ CHARACTERI STI C EAST 1

Once this definition is created, the characteristic EAST can be associated with, for
instance, all printers on the east side of a building. Users desiring to have output

directed to printers in that area would specify the characteristic EAST in their print
command.

Example: Displaying Characteristics Defined on a System

Rev. 0.11

To display the characteristics defined on a system, use the SHOW
QUEUE/CHARACTERISTIC command.

$ SHOW QUEUE/ CHARACTERI STI C

Char acteri stic nane Nunber
EAST 1
VEST 2
NORTH 3
SOUTH 4
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Assigning Characteristics to a Queue

By default, no characteristics are assigned to a queue. To assign one or more
characteristics to aqueue, include the/CHARACTERISTICS qualifier with the
INITIALIZE/QUEUE, START/QUEUE, or SET QUEUE command.

Format:
SET QUEUE/CHARACTERISTICS=char[,...] queue-name

Example Assigning Characteristics to a Queue

The following example uses SET QUEUE/CHARACTERISTICS to assign
characteristics to a queue:

$ SET QUEUE/ CHARACTER! STI CS=EAST LNO3_1

Users specifying EAST in a print command would have output directed to LNO3_1
or any other printer with the EAST characteritic.

Example: Displaying Characteristics Assigned to a Queue

To determine the characteristics defined for a queue, use the SHOW QUEUE
command.

$ SHOVQUELE RULL LND3_1

Printer queue LND3 1, idl e, on HERA :TTA3, nounted form DEFALLT
<Printer queue on node HERA for an LND3 printer>
/BASE PR AR TY=4 O/ CHARA(1)
| DEFALLT=( FLAG=ONE, FCRVELND3$PCRTRAl T
(st ock=DEFALLT)) /LI BRARY=LND3LI BRARY Lower case
/ OMERA SYSTHV  / PROCESSCR=LATSYM / PROTECTI ONS(S E QD GR WW
| SEPARATE=( RESET=( ANSl $RESET) )

Example Notes: Displaying Characteristics Assigned to a Queue
Notes on the Displaying Characteristics Assigned to a Queue example include:
[0 The characteristic displayed is number 1.

When the EAST characteristic was defined, the system manager assigned it a
number of 1. You can determine what numbers represent what characteristics
by using the SHOW QUEUE/CHARACTERISTIC command.
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Canceling Characteristics Assigned to a Queue

To cancel characteristics assigned to a queue, you can either remove all
characteristics from the queue using the SET QUEUE /NOCHARACTERISTICS
command, or redefine the queue characteristics using the INITIALIZE/QUEUE,
START/QUEUE, or SET QUEUE command.

Format:

SET QUEUE/NOCHARACTERISTICS queue-name
START/QUEUE/NOCHARACTERISTICS queue-name
INITIALIZE/QUEUE/NOCHARACTERISTICS queue-name
SET QUEUE/CHARACTERISTIC=char queue-name

Whenever you reset queue characteristics, you automatically cancel any
characteristics set by aprevious INITIALIZE or SET command.

Deleting Characteristics

Rev. 0.11

To delete a characteristic definition, use the DELETE command.
$ DELETE/ CHARACTERI STI C EAST

Y ou must specify the characteristic name, not the number, inthe DELETE
command.

Y ou must remove all references to the characteristic before you can delete the
characteristic. If the system displays the following message, it means that a queue
or job isreferring to the deleted characteristic:

YDOELETE- E- NOTDELETED, error del eti ng EAST
- JBC- E- REFERENCED, exi sting references prevent deletion
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Creating Batch Queues

Batch Processing

Batch processing allows a user to request that acommand procedure execute
noninteractively. A job running in this way runs in the background without any
user intervention. The JOB_CONTROL process creates a detached process to run

the requested job, and performs system maintenance functions for the batch
process.

Creating a Batch Queue

To create a batch queue, use the INITIALIZE command.
Format:

INITIALIZE/QUEUE/BATCH][/qualifiers] queue-name
The account used to enter this command must have OPER privilege.
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Example: Creating a Batch Queue

The following example shows how to create a Batch Queue:
$ OINITIALI ZEO / QUEUED / BATCHO/ START [SYS$BATCH

Example Notes: Creating a Batch Queue
Notes on the Creating a Batch Queue example include:
0 ThelINITIALIZE command is used to initialize disks, tapes, and queues.
0 /QUEUE informsthe INITIALIZE command to initialize a queue.
0 /BATCH informsthe INITIALIZE command that the type of queue isSBATCH.
0 The/START qualifier causes the queue to start.
0 The default queue for the DCL SUBMIT command is SY SSBATCH.
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Creating Print Queues

Print Queues

Printing files is a function that most systems perform. Output devices cannot be
shared simultaneously among users; the selected device has to complete one job
before it starts another. Y ou manage the synchronization of multiple print requests
by using print queues.

To create a print queue, the system manager must:
m  Set device characteristics for printers.

s Create output execution queues.

m  Create generic queues.

Setting Device Characteristics for Printers

Use the SET PRINTER command to set device characteristics for printers.
Format:
SET PRINTER/device-characteristic printer-name:]

Example: Setting up Device Characteristics

The following example uses SET PRINTER to set up device characteristics:

$ SET PR NTERO/ PAGE=6001/ W DIH=80L/ LONERCASELl/ TRUNCATE [ILPAO:
$ SET PR NTERD/ LAL10/ UPPERCASEL]/ WRAP [ILPBO:

Example Notes: Setting Up Device Characteristics

Notes on the Setting up Device Characteristics include:

/PAGE egablishes the length of the output page as 60 lines.

/WIDTH egtablishes the width of the output page as 80 characters.

/LOWERCASE enables lowercase printing.

ITRUNCATE causes the printer to truncate data if a line exceeds the width specified with the
The printer name is LPAO:..

/LA11 establishesit asan LA11 printer.

/UPPERCASE disables lowercase printing.

/WRAP causes the printer to perform a carriage return or line feed whenever the line width (as

O 0Oo0oo0oooogooo

The printer name is LPBO:..
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Creating an Output Execution Queue

To create an output (device) execution queue, use the DCL INITIALIZE
command.

Format:
INITIALIZE/QUEUE/DEVICE [/qualifiers] queue-name

Creating Generic Print Queues
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Generic print queues are created in the same way that generic batch queues are
created. Use the /GENERIC qualifier to the INITIALIZE/QUEUE command.

The following command creates and starts a generic queue, SY S3PRINT, which
will feed any print execution queues that have generic printing enabled.

$ I NI TI ALI ZE/ QUEUE/ START/ GENERI C SYS$PRI NT

The following command creates and starts a generic queue, SY S3PRINT, which
will feed the execution queues LPAO and LPBO.

$ I NI TI ALI ZE/ QUEUE/ START/ GENERI C=( LPAO, LPB0) SYS$PRI NT
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Creating Additional Queue Managers

Additional Queue Managers

Y ou can create additional queue managers to help distribute the workload. This
distribution might be necessary due to CPU or memory shortages in an OpenVMS
Cluster environment. Y ou can distribute the queues among queue managers based
on:

m  Batch versus print queues
m  Nodesonthe OpenVMS Cluster system
m  Other conditions unique to your site

If you use additional queue managers, you are responsible for assigning the queues
to the correct queue manager. If not specified, the default queue manager is
selected.

Creating Additional Queue Managers

Y ou must add the new queue manager information to the queue database. Do this
with the /ADD qualifier on the START/QUEUE/MANAGER command.

Format:

START/QUEUE/MANAGER/ADD/NAME_OF _
M ANAGER=name/ON=(nodel,node2,...)

This adds the name to the database and starts the new queue manager. It is
important to specify the nodes that are to be used for the additional queue
manager.

Rev. 0.11
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Example: Creating Additional Queue Managers
The following example shows how to create an additional queue manager:

0 $ SHOW QUEUE/ MVANAGER/ FULL
Master file: SYS$SYSROOT: [ SYSEXE] QVANSVASTER. DAT,;

Queue manager SYS$QUEUE NMANAGER, runni ng, on BARNUM :
/ ON=( BARNUM)

Dat abase | ocati on: SYS$COMVON: [ SYSEXE]

0 START/ QUEUE/ MANAGER/ ADD/ NAVE_OF MANAGER=OTHER MGR -
_$ / ON=(LI ONS, Tl GERS, *)

0 SHOW QUEUE/ MNANAGER/ FULL
Master file: SYS$SYSROOT: [ SYSEXE] QVANSVASTER. DAT,;

Queue manager SYS$QUEUE NMANAGER, runni ng, on BARNUM :
/ ON=( BARNUM)

Dat abase | ocati on: SYS$COMMON: [ SYSEXE]

0 Queue manager OTHER MGR, running, on LICONS::
[/ ON=(LIONS, TI GERS, *)
Dat abase | ocati on: SYS$COMVON: [ SYSEXE]

Example Notes: Creating Additional Queue Managers
Notes on the Creating Additional Queue Managers include:
0 Begin with the default queue manager, SY SSQUEUE_MANAGER.
0 Start the additional queue manager.
0 Now there are two queue managers.
O Information on the new queue manager, OTHER_MGR.
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Creating Queues Under Multiple Queue Managers

Queues Under Multiple Queue Managers

The queue manager is assigned when you create the queue. Do this with the
INITIALIZE/QUEUE command.

Format:
INITIALIZE/QUEUE/NAME_OF_MANAGER=name queue-name

When creating queues under multiple queue managers, if you do not name the
gueue manager in the command, the system uses the default queue manager
SY SSQUEUE_MANAGER.

Rev. 0.11
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Example: Creating Queues Under Multiple Queue Managers

The following example shows how to create queues under multiple queue
managers.

0 $ IN T ALl ZH QUELE/ BATCH START/ NAME OF_ MANAGER=OTHER MER BATCHL
0 $ INTI ALl ZH QUELE/ BATCH START/ NAME OF_MANAGER=OTHER MER BATGHR
0 $ INTI ALl ZE QUELE/ BATCH START/ NAME_CF_MANAGER=OTHER MR -
$ / GENER C=( BATCHL, BATGH2) NEVBATCH
0 $ INTIALI ZH QUELE GINER O START -
$ / NAVE_OF_VANAGER=OTHER MR NEWPR NT
$

Example Notes: Creating Queues Under Multiple Queue Managers
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Notes on the Creating Queues Under Multiple Queue Managers include:

[0 Create abatch execution queue using OTHER_MGR.

0 Create another batch execution queue using OTHER_MGR.

[0 Create ageneric batch queue that feeds the two execution queues BATCH1 and BATCH2.
(0 Createaprint queue using OTHER_MGR.
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Setting Up Logical Ports

Logical Ports
If your system is part of a network, and you will be accessing queues on other
nodes, you must establish logical portsonthe LAT.

Setting Up Logical Ports for LAT Printers
To set up aprinter attached to a LAT port:
m Createalogical LAT port on each OpenVMS service node.
m  Mapthelogical port with a physical port or service on the terminal server.
The file SYSSMANAGER:LAT$SY STARTUP.COM contains atemplate for this
procedure.

Example: Setting Device Characteristics for a Logical Port

The SET TERMINAL command sets device characteristics for an output device
attached to aterminal port.

0 $ SET TERM NAL LTA3332: /DEVI CE=LA210 /W DTH=255 / PAGE=66

_$ / NOBROADCAST/ PERVANENT

0 $ SET TERM NAL LTA3331: /SPEED=9600/ PAGE=100/ W DTH=200 -
_$ / DEVI CE=LNO3 / NOBROADCAST / NOECHO / HARDCCRY -
_$ / NOTYPE_AHEAD / PERVANENT

Example Notes: Setting Device Characteristics for a Logical Port
Notes on Setting Device Characteristics for a Logical Port include:
[0 Set characteristics for the LA210 printer attached to LAT port LTA3332.
[0 Set upthe LNO3 printer attached to LAT port LTA3331.
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Setting Up Spooled Devices

Spooling

Certain application programs print output by writing data directly to an output
device rather than submitting it to a queue.

Spooling allows application programs to write output to an intermediate storage
device so that the printer targeted by the application remains available to other
users while the program is executing.

Creating a Spooled Output Device

Rev. 0.11

To spool adevice, use the SET DEVICE command. This command requires OPER
privilege.

Format:

SET DEVICE/SPOOL ED[=(queue-nam€]:],int-disk[:])] device

m  Thequeue-name is optional. If you do not specify it, the default is a queue
with the same name as the device.

m If you do not specify the intermediate disk (int-disk), the default is the system
disk. The intermediate disk must have sufficient space, and if quotas are
enabled on it, users must all have a quota entry. If specified, this disk must be
mounted before setting it spooled.

m  Thedevice specifies the physical device to be spooled. This parameter is

required.
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Example: Setting Up Spooled Output devices

The following example shows how to set up spooled output devices using SET
DEVICE:

0 $ SET DEVI CE/ SPOOLED=( SYS$PRI NT, SYS$SYSDEVI CE_ LPAO:
0 $ SET DEVI CE/ SPOOLED=( MKTGSLNO3_1, SYS$DEVI CE) LTA3331:
0 $ SET DEVI CE/ SPOOLED=( LA210$PRI NT, SYS$SYSDEVI CE) LTA3332:

Example Notes: Setting Up Spooled Output Devices

Notes the Setting Up Spooled Output Devices example include:

0 Spool the output device LPAO:, associating it with the storage device
SY S$SY SDEVICE and the queue SY SSPRINT.

0 Spool the LNO3 device on LAT port LTA3331:, associating it with the storage
device SY S$SY SDEVICE and the queue MKTG$LNO3_1.

0 Spool the LA210 device on LAT port LTA3332:, associating it with the storage
device SY S$SY SDEVICE and the queue LA210$PRINT.

Changing Device Characteristics on a Spooled Device

To change characteristics on a spooled device, you must first unspool the device.

Perform the following tasks if a device characteristic needs to be changed on a
spooled device:

Stop the associated queue using STOP/QUEUE/NEXT.
Unspool the device using SET DEVICE/NOSPOOL.
Make changes using the SET commands.

Set the device spooled using SET DEVICE/SPOOL.
Start the queue using START/QUEUE.

o~ 0N
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Controlling Batch and Print Jobs

Overview
To control system resources efficiently, the system manager needs to control how
batch and print jobs execute.
Topics
In this section the following topics are discussed:
s Controlling batch queue execution
m  Using device control libraries
m  Saving and restoring the queue database
s Using command proceduresto automate queue creation
s  Using forms
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Controlling Batch Queue Execution

For performance reasons, and to enable interactive users to efficiently use system
resources on a busy system, the system manager may have to control how batch
queues execute.

To do this, the system manager can:

m  Control the number of concurrent jobs executing in batch.
m  Establish a scheduling priority for system jobs.

m  Define batch working set limits.

Limiting the Number of Jobs

Usethe/JOB_LIMIT qualifier to the INITIALIZE command to specify a limit for
concurrently executing jobs.

The following command sets the job limit to 2.
$ I NI TI ALI ZE/ QUEUE/ BATCH START/ JOB_LI M T=2 SYS$BATCH

m If there are more than two jobs in the queue, other jobs will be PENDING,
waiting for ajob to complete.

m  Asjobscomplete, PENDING jobswill be moved into the queue for
processing.

Establishing the Scheduling Priority for Batch Jobs

Normally, interactive processes should be favored to use the system, and batch
jobs should run in the background. To ensure that this happens, the system
manager can initialize a batch queue with a base scheduling priority lower than
that of interactive processes (4).

Usethe/BASE_PRIORITY qualifier to the INITIALIZE command to establish the
base scheduling priority.

The following command establishes a base scheduling priority of 2 for all jobs
executed by this queue.

$ I NI TI ALl ZE/ QUEUE/ BATCH START/ BASE_PRI ORI TY=2 SYS$BATCH
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Controlling Batch Process Working Sets

Rev. 0.11

Each process on a system consumes some amount of physical memory known as
itsworking set.

Use the /WSEXTENT quadlifier to limit the amount of physical memory for batch
jobs.

The following command establishes a maximum working set value of 10,000
pages of physical memory.
$ | NI TI ALI ZE/ QUEUE/ BATCH START/ WBEXTENT=10000 SYS$BATCH

If not specified, each batch process takes on the user's default working set values.
This could result in some users using more memory than others.
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Using Device Control Libraries

Device Control Libraries

A device control library isatext library that contains user-written modules.
These modules direct printersto perform certain functions before, during, and/or
after the printing of arequested job.

Y ou can use device control library modules to insert device-dependent escape
sequences that set up a programmable printer for selected print options. These
options include point size, character set, and bold or italic print. You can also use
these modules to insert text at specific points in the processing of a print job on

any printer.

Types of Device Control Modules

There are three types of device control modules.

This module type...

Is placed:

SETUP At the beginning of a file
PAGE_SETUP At the beginning of each page
RESET At the end of each job

Steps for Using Device Control Libraries
To use adevice control library module, perform the following steps:

Step Task
1 Create the device control library.
2 Determine the contents of the module.
3 Create the module file.
4 Insert the module into the library.
5 Assign the device control library to a queue.

Creating a Device Control Library

To create adevice control library, use the LIBRARY/CREATE command.

Format:

LIBRARY/CREATE/TEXT SYS$LIBRARY:library-name.TLB
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Determining the Contents of a Device Control Library

The system manager must select either the text to be inserted in the printed file or
the escape sequences needed for the desired printer setup.

To determine the proper escape sequences for a printer option, refer to the
operation guide for the specific printer.
Creating a Device Control Module

Create and edit amodule file as you would any other text file. Enter the
appropriate escape sequences, carriage control characters, or text.

Ensure that the text editor you use does not insert a carriage return or line feed at
the end of your file. Thiswill affect your printer output.

The suggested file type for a device control module is TXT.

Inserting a Module into a Device Control Library

Usethe LIBRARY/INSERT command to insert a module into a device control
library.

Format:
LIBRARY/INSERT/TEXT library-spec module-spec

Assigning a Library to a Queue

To assign adevice control library to an output queue, specify the /LIBRARY
qualifier with the INITIALIZE/QUEUE or START/QUEUE command.

Format:

INITIALIZE/QUEUE/START/LIBRARY =library-spec queue
START/QUEUE/START/LIBRARY =library-spec queue

m  Thevalue of library-spec specifies the device control library.
m  The queue isthe name of the output queue.
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Listing the Modules in a Library

Use the LIBRARY/LIST command format to display a listing of all modules
contained within a specified library.

Format:

LIBRARY/LIST SYS$LIBRARY:library-name.TLB

User Access to Device Control Modules

Users can access device control modules in two ways.

PRINT/SETUP=module

This command requests that a specific module be used by the
PRINT command. If the module is misspelled or incorrect in
some way, DCL does not detect an error. Validity is not checked
until the job attempts to print. The job will not print and the user
is not notified unless the /INOTIFY qualifier is used in the print
request.

PRINT/FORM=form_name
(or)
PRINT/FORM=form_number

This command can be used if the system manager has
associated a module with a particular form. This method is
recommended, as it prevents users from losing print jobs.

PRINT/FORM isthe preferred method.

Creating Forms for Setup and Page Setup Modules

To associate device control modules with a form, use the /SETUP=module or
/PAGE_SETUP=module qualifiers with the DEFINE/FORM command.

Use this qualifier...

To perform this function:

[SETUP

Sends information to the printer when the form is mounted,
before each file of ajob is printed.

/[PAGE_SETUP

Sends information to the printer before each page of ajob.
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Assigning a Reset Module to a Queue

Rev. 0.11

If you need to use multiple modules with printers, you should reset the printer to a
default setting after each print job so that users with standard print requests can use
the printer without using a/FORM qualifier.

To assign a module to an output execution queue to reset the printer to aknown
state at the end of each job, use the /SEPARATE=RESET=module qualifier with
the INITIALIZE/QUEUE, START/QUEUE, or SET QUEUE command.

Format:
INITIALIZE/QUEUE/SEPARATE=RESET=list queue
Wherelist isalist of one or more modules to be used upon reset.

The reset sequence contained in the module(s) resetsthe printer at the end of each
job. It aso resets the printer when the queue is started to ensure that the first job
prints correctly.

Because the /[SEPARATE qualifier specifies mandatory queue options, the RESET
module you specify is sent to the queue at the end of every job. The user cannot
override this option.
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Example: Using Device Control Libraries

The following example creates a device control library and associates a queue with
this library.

00 $ LI BRARY/ GREATH TEXT SYS$HLI BRARY: MYDEVCTL. TLB
$ B0 T MIDULEL. TXT

lenter printer escape sequences or text for nodul el
0% BDT MDUE2. TXT

lenter printer escape sequences or text for nodul e2

00 $ LI BRARY/ | NSERT SYSHLI BRARY: MYDEVCTL. TLB/ TEXT MIDULEL
$ LI BRARY/ | NSERT SYS$LI BRARY: MYDEVCTL. TLE TEXT MIDULE2

O $ INTIALI ZH QBEE START/ ONSTTAO: / LI BRARY=WDEVCTL PDQ QUE
$ SET QUEBH SEPARATE=RESET=MIDULE2 PDQ QUE

0 $ SHOVQEXE RULL PDQ QE

Ternminal queue PDQ QE, idl e on TOD : TTA9, nounted form DEFALLT
/ BASE PR (R TY=4 / DEFAULT=( FEED, FORVEDEFALLT) / LI BRARY=MYDEVCTL
[ OMERA SYSTEM / PROTECTI ONS(S MQD GR WS
| SEPARATE=( RESET=( MIDULE2) )

0 $ DEF N FORM SETUP=-MIDULEL/ STOK=DEFALLT FARML 1
0 $ PR NI/ FOREFCRML REPCRT. TXT, MBMD TXT/ QUELE=PDQ QUE

Job REPCRT (Queue PDQ QE, entry 619) started on PDQ QE

Example Notes: Using Device Control Libraries
Notes on the Using Device Control Libraries example include:
Create anew library.
Cresate the modules.
Insert the modules into the library.
Initialize the queue, specifying the library to use and the module to use for reset.
Display the queue.
Create aform specifying a setup module.

O Ooo0ooOoogoogdo

Print afile using the newly created modules in the library.
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Saving and Restoring the Queue Database

Saving the Queue Database

Once all the queues have been created and the forms and characteristics defined,
the system manager should save the queue database so that it can be restored when
needed. Thiswill prevent having to duplicate the work necessary to establish all
queues on a system.

Steps for Saving the Queue Database
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Once all the forms, characteristics, and queues have been created, the system
manager should make a copy of the databases.

The following procedure saves a copy of the queue database while the queuing
system is functioning.

Step Task Comments and Commands
1 Convert the master file. Use the Convert utility to extract a copy of the master
file. Backup-master-file is the name of the file that will
contain the copy of the master file.
CONVERT/SHARE QMANS$MASTER.DAT backup-master-file
2 Convert the queue file. Use the Convert utility to extract a copy of the queue
file. File is the name of the file that will contain a copy
of the queue file.
CONVERT/SHARE SYS$QUEUE_MANAGER.QMANS$QUEUES file
3 Save the files. Use the Backup utility to save the files to either

removable media or another disk location.

BACKUP/LOG input-specifier output-specifier
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Example: Saving the Queue Database

The following example saves a copy of the queue database. If the system
contained multiple queue managers, the following conversion steps would be
repeated for each queue database.

$ SET DEFAULT SYSSCOMMIN [ SYSEXH|
0 $ CONVERT/ SHARE QVANBVASTER DAT NMASTERFI LE 9SEP. KEER,
0 $ COWERT/ SHARE SYSBQUELE MANAGER QVANBQUELES (FI LE 9SEP. KEEP,
O $ INTIALIZE MAO: IB
$ MONT/ FCRE GN MUAO:
OB/ONT- | - MONTED, (@B nounted on _ LI LI THEMUAD:
0 $ BACKUP LGG MASTERA LE 9SEP. KEEP, (FI LE 9SEP. KEEP -
_$ MUAO: (DB 9SEP. SAV/ LABH =B
YBACKUP- S P ED, copi ed SYSSOOMMIN [ SYSEXE] MASTERH LE 9SEP. KEEP,
YBACKUP- S P ED, copi ed SYSSOOMMIN [ SYSEXE] H LE 9SEP. KEEP,
0 $ D SMOUNT MJAO:

Example Notes: Saving the Queue Database

Notes on the Saving the Queue Database example include:

0 Usethe Convert utility to extract a copy of the master file.
Use the Convert utility to extract a copy of the queue file.
Initialize the tape.

Use the Backup utility to save a copy of the files on the tape.

O 0O 0o O

Dismount the tape.
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Restoring the Queue Database
If the queue database has been saved, it can be restored when necessary.

m  All queues, forms, characteristics, and queue manager information will be
restored.

» Information about jobs in the queues will not be restored.

Steps for Restoring the Queue Database

To restore previously saved queue database files, perform the following steps. If
the system contained multiple queue managers, the following restoration steps
would be repeated for each queue database.

Step Task

1 Ensure that the appropriate queue manager is not running.

If the queue manager is running, stop it by entering the DCL command
STOP/QUEUE/MANAGER/CLUSTER[/NAME_OF_MANAGER].

2 Delete all three queue database files for the specific queue manager.
You must delete all three files, even if only one or two of them has
been lost.

3 Restore the queue database files for the specific queue manager.

Use the Backup utility to restore the appropriate master file and queue
file from the save set that you created.
If the master file or queue file is stored in a location other than the
default, ensure that you restore them to the correct location, or specify
the new location when starting the queue manager.
Always restore both the master file and the queue file of the database,
even if only one of those files was lost.

4 Start the necessary queue manager.
Use the START/QUEUE/MANAGER[/NAME_OF_MANAGER]
command as you would normally.

Do not enter the /INEW_VERSION qualifier. A new (empty) journal file
is automatically created.
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Example: Restoring the Queue Database

The following example restores the queue database files. If the system contained
multiple queue managers, the following restoration steps would be repeated for
each queue database.

0 STCP QBH MWNAGER ALUSTER
$ SET DEFAULT SYSSCOMMON [ SYSEXE]

0 DELETE

SYSSQUELE MANAGER QVANBIOLRNAL; , SYSSQUELE MANAGER QUVANBQLELES, , -
_$ QUVANBMASTER DAT;
$ MONT/ FCRE GN MUAO:
9B/ONT- | - MONTED, (@B nounted on _ LI LI THEMUAD:

0 BACKUP/ LGG MUAO: (DB 9SEP. SAV SH ECT=[ SYSEXE] MASTERFI LE 9SEP. KEEP, -
_$ QUANBMASTER DAT;
YBACKUP- S CREATED, creat ed SYSSQOMMIN [ SYSEXE] QUANSIVASTER DAT; 1
$ SET MAGTAPEH REWND MUAO:

0 BACKUP/ LGG MJAO: DB 9SEP. SAV SH ECT=[ SYSEXE] (H LE 9SFP. KEEP, -
_$ SYSSQUELE MANAGER QVANBQUELES
YBAKUP- S CREATED, creat ed

SYSECOMMIN [ SYSEXE] SYSSQUELE MANAGER QVANBQLELES, 1
$ O SMONT MUAO:

O START/ QUEUE MANAGER

Example Notes: Restoring the Queue Database

Notes on the Restoring the Queue Database example include:
0 Stop the queue manager.

Delete the queue database files.

Restore the master file.

Restore the queuefile.

O O o d

Start the queue manager.
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Using Command Procedures to Automate Queue Creation

Automating Queue Creation

Many of the tasks associated with defining and starting queues can be stored in
command procedures that can be run each time the system is started. This prevents
the system manager from having to redo all the work necessary to sart batch and
print queues whenever the system must be restarted.

Device Characteristics

Once you have set up the device characteristics for the printers on your systems,
you can put the commands used into acommand procedure that can be run each
time the system boots.

Use the SET HOST/LOG command to create an interactive log of commands. Y ou
can use this log file to create the command procedure.

Spooling Devices

Once you have set up spooled devices for selected printers on your systems, you
can put the commands used into a command procedure that can be run each time
the system boots.

Use the SET HOST/LOG command to create an interactive log of commands that
can be used to create the command procedure.

Automatic Startup at System Initialization
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The autostart feature of queues simplifies the startup procedures during system
initialization. Perform one of the following:

m  Placethe following commands in the site-specific startup procedure
SY SSMANAGER:SY STARTUP_VMS.COM.

(or)

m  Place the commands in a separate command procedure and invoke it from
SY SSMANAGER:SY STARTUP_VMS.COM.

The following commands should be used, in order, every time the system is
initialized.

Step Task
1 Execute commands to set device characteristics.
2 Execute commands to spool devices.
3 Execute commands to start the nonautostart queues.
4 Enter the ENABLE AUTOSTART/QUEUE command to start all

autostart queues.
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Generic Queue Startup

Generic queues are not automatically stopped when the system shuts down. Thus,
they do not need to be started at system boot time. No commands are necessary in
the site-specific startup command file for generic queues.
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Using Forms

Forms

Every output execution queue has an associated form. Each form has an associated
paper stock. The stock of the requested form must match the stock of the printer,
otherwise, the job will not be scheduled until they match.

Forms are used in the following ways:
s Control page width, length, and margin size.
m  Control line overflow by truncating or wrapping lines.

m  Specify device control library modulesto set up the device at the start of each
page, each file, or both.

s  Pauseoutput a the end of each page so that a new sheet of paper can be
inserted. (Use this for printers that require sheet feed paper.)

m  Specify that a certain paper stock must be physically loaded in the printer.

Managing Forms
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To manage forms, a system manager must be able to:
m  Defineforms

m  Display forms information

m  Deleteforms

If your printing needs are limited, you do not need to use special forms. Compaq
supplies a systemwide default form (named DEFAULT) for all queues on an
OpenV MS operating system.
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Defining a Form
To create aform, use the DEFINE/FORM command.

Format:

DEFINE/FORM form-name form-number [/qualifiers|

Specifying a Form

Y ou can specify any of the following qualifiers with the DEFINE/FORM

command.

To specify this characteristic...

Use this qualifier:

The physical width of the paper in characters.

/WIDTH=n

The physical length of a form page in lines.

/LENGTH=n

Whether characters exceeding the line length specified by
/WIDTH and /MARGIN should be discarded.

/INOJTRUNCATE

Whether characters exceeding the line length specified by
/WIDTH and /MARGIN should be wrapped to the next line.

/[NO]WRAP

The number of blank spaces for one or more of the four
margin options: BOTTOM, LEFT, RIGHT, and TOP.

IMARGIN=(option=n[,...])

One or more device control modules that set up a device at
the start of each page.

/INOJPAGE_SETUP=(module],...] )

One or more device control modules that set up the device
at the start of each file.

ISETUP=(module][,...])

Whether print jobs pause at the end of every physical page
so that a new sheet of paper can be inserted.

/[NOJSHEET FEED

The type of paper stock to be associated with the form.

/STOCK=string

The string used to provide information about the form.

/DESCRIPTION=string
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Example: Defining a Form

The following example defines a form, a stock, formatting options, and a text
string.

$ DB NED / FORMIMEMD 300 / STOK=CEFALLT -
_$ O/ MARA N=( TAP=2, BOTTOM=2, LEFT=6) / W DTH=80/ LENGTH=66/ TRUNCATE -
_$00 / CESCR PTI ON="LND3 i ndent ed neno f or nat "

Example Notes: Defining a Form

Notes on the Defining a Form example include:

[0 Define the form MEMO as the number 3.

[0 Definethe stock to use as DEFAULT (the systemwide default).
0 Define formatting options for the form.
O

Define the text that will be displayed regarding this queue with the SHOW
QUEUE/FORM/FULL command.

Providing Formatting Options Only

If you are creating forms only to provide different formatting options (and not to
specify paper stock), specify the same stock type for each of the forms. That way,
jobs requesting any of these forms will print on the same queue without requiring
you to enter any additional commands to modify the queue.

Unless you specify the /STOCK qualifier, the form's stock is the same as the name
of the form.

Example: Displaying Form Information
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To display forms defined on a system, use the SHOW QUEUE/FORM/FULL
command.

$ SHON QUELE FGRM FULL

For m nane Nunber Descri ption

DEFALLT 0 System defi ned def aul t
/ LENGTH=66 / MARA N=( BOTTOMEG)  / STOK=DEFALLT / TRUNCATE / WDIH=132

MEMD (st ock=DEFALLT) 3 LND3 i ndent ed neno f or nat
/ LENGTH=66 / MARA N=( TAP=2, BOTTOM=2, LE-T=6) / STACK=DE-ALLT / TRUNCATE
/ WDTH=80

If you know the name of the form that you want to display, you can specify the
form name as a parameter to the command.
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Assigning a Default Form for a Queue

If auser does not specify the/[FORM qualifier when submitting ajob with the
PRINT command, the job uses the default form for the execution queue on which
the job is printed.

To assign a default form for an output execution queue, specify the/DEFAULT
qualifier with the INITIALIZE/QUEUE, START/QUEUE, or SET QUEUE
command.

Format:
INITIALIZE/QUEUE/DEFAUL T=FORM =name-or-number

Example:
$ INTI ALl ZH QEHE START/ DEFALLT=FCRVEMEMD ON=BAY: : TTA3: MY _PR NT

Example: Displaying a Default Form for a Queue
To find the default form for a queue, use the DCL SHOW QUEUE command.
$ SHOVQEE MY _PR NI/ FULL
Printer queue WY PRINT, idle, on BAY::TTA3:, Onounted form MEMD
O (st ock=DEFALLT)
/ BASE PRI CR TY=4 ODEFALLT=( FEED, FCRVEMEMND ( st ock=DEFALLT) ) / OAXER=[ SYSTEM
| PROTECTIONS(SMQD GR WY
Example Notes: Displaying a Default Form for a Queue
Notes on the Displaying Form for a queue example include:
0 The mounted formis MEMO.
[0 The stock for the mounted form is DEFAULT.
O If no formisrequested on a PRINT command, it takes on the/DEFAULT value.

If the stock of the form requested does not match the stock of the mounted form,
the job will not be scheduled.
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Mounted Forms

A queue's mounted form is the form of the current job or, if no job is processing,
the form of the last job printed in a queue.

Aslong asthe stock of ajob's form matches the stock of the queue's mounted
form, the job is processed using the options in the job's form. The mounted form
changes automatically to the form of the job being processed in the queue.

Changing the Mounted Form

If ajob is pending because the forms do not match, operator intervention is
required.

Perform the following steps as needed:

m If therequested form requires a different kind of paper, physically load the
new paper.

s Change the mounted form with the SET QUEUE command.
SET QUEUE/MOUNTED_FORM =form queue-name
This change will stay in effect until the next job is requested. If the form isthe
same, the job will print.
Deleting a Form
To delete aform, use the DELETE/FORM command.
Format:
DELETE/FORM form-name

Y ou must specify the form name with the DELETE/FORM command (not the
form number).

Example:
$ DELETE/ FORM MEMO

If the system displays the following messages, a queue or job exists with a
reference to the form:

YOELETE- E- NOTDELETED, error del eti ng MEMO
- JBC- E- REFERENCED, exi sting references prevent deletion

Y ou must remove all references to the form before you can delete the form.
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Summary

Concepts

Managing Queues and Spooled Devices

Execution queues accept batch and print jobs for processing.

Generic queues hold jobs until they can be transferred to an execution queue
for processing.

Deleting a queue will remove it from the running system, and will remove the
entry for that queue from the queue database.

The default name for any queue is the name of the physical device associated
with it.

To make use of generic and execution queues, you may have to name queues
in such away that the name indicates the usage or limitations of the queue.

The system manager can define characteristics and assign them to queues.

Batch processing allows a user to request that acommand procedure execute
noninteractively.

To create a print queue, the system manager must:
»  Set device characteristics for printers.

»  Create output execution queues.

*  Create generic queues.

Additional queue managers help distribute the work load on an OpenVMS
Cluster.

When initializing the queue, the system manager needs to specify the name of
the queue manager. If not specified, the default queue manager,
SY SSQUEUE_MANAGER is used.

If the systemis part of a network, and queues will be accessed on other
nodes, the system manager will need to establish logical portson the LAT.

Spooling allows application programs to write output to an intermediate
storage device so that the printer targeted by the application remains available
to other users while the program is executing.
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Controlling Batch and Print Jobs

Rev. 0.11

Control batch queue execution by setting job limits and scheduling priorities.

Use device control libraries to set certain printer functions for all selected
jobs.

The queue database should be saved so that all queue information is available
from a backup device if the queue database should become damaged in any
way.

Use command procedures to automate queue creation in the event of a system
failure.

Use forms to accommodate user needs for special printing.
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Commands

Managing Queues and Spooled Devices

INITIALIZE/QUEUE
Creates a queue and specifies its characteristics.

INITIALIZE/QUEUE/GENERIC
Creates a generic queue and specifies its characteristics.

DELETE/QUEUE
Deletes a queue.

INITIALIZE/QUEUE/START/ON=device-name: queue-name
Creates a queue on adevice and assigns it a name.

START/QUEUE
Starts a queue and specifies one or more characteristics for processing jobs on the
queue.

DEFINE/CHARACTERISTIC
Creates a characteristic and assigns a name and number.

SHOW QUEUE/CHARACTERISTIC
Displays queue characteristics.

SET QUEUE
Specifies one or more characteristics for a queue.

DELETE/CHARACTERISTIC
Deletes a characteristic.

INITIALIZE/QUEUE/BATCH
Creates a batch queue and specifies its characteristics.

SET PRINTER
Sets printer characteristics.

START/QUEUE/M ANAGER/ADD/NAME_OF _
MANAGER=new_name/ON=(nodel,node2,...)
Starts an additional queue manager.

INITIALIZE/QUEUE/NAME_OF_MANAGER=name queue-name
Creates a queue using the specified queue manager.

SET TERMINAL
Sets device characteristics for an output device attached to aterminal port.

SET DEVICE/SPOOLED
Sets up a spooled device.
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Controlling Batch and Print Jobs

Rev. 0.11

INITIALIZE/QUEUE/BATCH/qualifier(s)

Qualifiers can be used to:
m  Control the number of concurrent jobs executing in batch.

m  Establish a scheduling priority for system jobs.
m  Define batch working set limits.
DEFINE/FORM /qualifier(s)

Specifies one or more device control library modules that set up a device or a
form.

CONVERT/SHARE QM AN$MASTER.DAT backup-master-file
Extracts a copy of the master queue file.

CONVERT/SHARE SYS$QUEUE_MANAGER.QMANSQUEUESfile
Extracts a copy of the queuefile.

BACKUP/LOG input-specifier output-specifier

Saves the files to either removable media or another disk location.

INITIALIZE/QUEUE/qualifier(s)
START/QUEUE/qualifier(s)

Initializes or starts a queue, specifying various characteristics.
PRINT/FORM =for m-name

Requests that a print job be processed using the specified form.
DEFINE/FORM

Creates aform and assigns it a name and number.
DELETE/FORM

Deletes a form.
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About This Module

Introduction

A LAT (local areatransport) network is a collection of nodes connected by
Ethernet or fiber distributed data interconnect (FDDI) for the purpose of sharing
resources. These resources may include terminals, printers, and other devices.

This module presents the concepts necessary for managing LAT services.

Objectives
To manage LAT services, you should be able to:
m  Describe basic LAT concepts.
m Listtheusesof LATCP.
m CreatealLAT serviceadlias.

= Create aremote print queue.
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LAT Network Concepts

Overview

Topics

Rev. 0.11

A LAT network is a collection of nodes connected by Ethernet or FDDI for the
purpose of sharing resources.

A terminal server is acomponent on alocal area network (LAN) that connects
devices such asterminals, printers, modems and computers to the network. It
allows these devices to be located anywhere in the LAN.

In this section the following topics are discussed:
s LAT network
m  Terminal servers



OpenVMS System and Network Node Management Il

Local Area Transport

LAT Network

The primary purpose of a LAT network is to provide access to computing
resources.

A LAT network consists of:
m  Service nodes— Computers onthe LAN that offer servicesto users.

s Terminal server nodes — Communications servers that connect terminals and
other devicesto the LAN.

LAT Protocol

A protocol isaseries of communications rules. A protocol isimplemented with
hardware and software.

The LAT network protocol is used by terminal serversto communicate on aLLAN.
LAT software and hardware implement the protocol on an OpenVMS system.
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Figure: LAT Network

The following figure shows an example of a LAT network configuration:

Testricasl Terrasd

e ! !v
LAT Node e

WS LAT Mo Tomrinal Printar Torminal Frnlor
FR) - - W1 4 B 0 - NS
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Service Nodes

A service is aname associated with an application or a port on a node. Every
OpenVMS node on a LAT network offers its resources as a service. Each service
is distinguished by a name assigned by the system manager.

m  Most nodes offer general processing services (interactive login).

m A node can also be set up to offer a special application processing service or
alimited service (Alphaonly).

For example, an OpenV MS service node might offer three services:
s General processing

n  Dataentry application

s Stock quote application

Session
A session is aconnection to a service.
A session is established when a user logs in to a system by using a terminal server.

Service Advertisements

An OpenVMS service node advertises its services over the network at regular
intervals so that terminal servers know what network resources are available. The
service announcement provides:

m  Physical node name

= Service names

m  Description of services

Terminal servers listen to LAN advertisements and record information.

When a user terminal requests service, the terminal server node requests
connection to the appropriate OpenVMS service node.
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Types of Service Requests

There are two types of service request.

Rev. 0.11

Local access— A user-initiated request for a connection from the user on a
server port to aLAT service.

Example: Request from a user to connect to aVAX or Alpha service node.

Remote access — A host-initiated request for a connection fromaLAT
service node to aterminal server.

Example: Request fromaVAX or Alpha service nodeto print ajob on a
printer attached to aterminal server.
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Terminal Servers

What Is a Terminal Server?

A terminal server isaLAN communications device that can establish and
manage virtual circuit connections between serial devicesand LAT hosts.

Most Digital terminal servers are nodes without disks. When the terminal server is
started up following a shutdown or power loss, the software image is downline
loaded from another node on the network known as the load host.

All Digital terminal servers support terminals and printers. Devices attach to the
server at terminal server ports.

Terminal Server Operating Modes

Terminal servers operate in two modes.

n In local mode, an interactive user enters server commands to communicate
directly with the server.

n In service mode, an interactive user communicates with a service. The server
does not interpret data entered by the user. Data is passed to the service node.

Rev. 0.11



Managing LAT Services

Permanent Terminal Server Database

Values set in the permanent terminal server database remain constant through
initializations, power losses and port logins.

Privileged users can modify server and service characteristics in the
permanent database using the DEFINE command in local mode. These
changes do not take effect until the server isreinitialized.

Nonprivileged users can modify some port characteristics using the DEFINE
command in local mode. Changes to port characteristics become operational
when the user logs out of the port and then logs back in or when the server is
reinitialized.

Operational or Volatile Terminal Server Database

After initialization, the operational or volatile terminal server database is a copy of
the permanent database.

Rev. 0.11

Privileged users can modify server and service characteristics with the SET
command. Changes take effect immediately and remain in effect until the
server isinitialized.

Nonprivileged users can modify some port characteristics in the operational

database. Changes take effect immediately and remain in effect until the
server isinitialized or the port is logged oui.
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Displaying Server Characteristics

A general user can enter commands in local mode at the terminal server prompt to
display the information in the database.

Local > SHOW PORT CHARACTERI STI CS

Local > SHOW SERVER CHARACTERI STI CS

Local > SHOW SERVI CE CHARACTERI STI CS
Testing a Terminal Server Port

To verify that aterminal server port isworking, log in to the server and test the
port using the terminal server TEST PORT command.

Format:

TEST PORT COUNT n

Where the value of n indicates the number of test passes to be performed.
Example:

Local > TEST PORT COUNT 3

The terminal server sends out arotating character pattern to the port, whichiis
displayed on the terminal.

If the pattern is not consistent, there is something wrong with one or more of the
following:

m Server

m  Port

= Termind

s Cabling out to the terminal
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Example: Testing a Terminal Server Port

In the following example, the test indicates that the port is working correctly
because the test pattern is consistent.

Ent er user nane> SYSTEM

Local > TEST PORT GONT 3

" HEU& () *+, -

.10123456789: ; <l i t er al >( <) =>?@BME-H JKLMNIPQRSTUMXYZ[ ~ " abcd
"HEVR () *+, -

.10123456789: ; <l i teral >( <) =>?@BMEH JKLMNPGRSTUWMXYZ A " abcde

Local >

Rev. 0.11 3-11



OpenVMS System and Network Node Management Il

Using the LAT Control Program

Overview
The LAT Control Program (LATCP) is used to configure and control the LAT
software fromaLAT service node.
Topics
In this section the following topics are discussed:
s LAT Control Program
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LAT Control Program

LATCP
The LAT Control Program (LATCP) is used to configure and control the LAT
software fromaLAT service node.

Functions of LATCP
The LAT Control Program allows the system manager to:
m  Start and stop the LAT port driver (LTDRIVER on OpenVMS systems).
m  Specify operational characteristics for your service node and its services.
m  Display the status for your LAT service node.
s Show and zero LAT counters.

Running LATCP
To run LATCP, enter the following DCL command:
RUN SYS$SYSTEM:LATCP

Example:

$ RUN SYS$SYSTEM LATCP
LATCP>

To exit from LATCP, enter the EXIT command or press Ctrl/Z.

Sample LATCP Commands

To perform this function... Use this LATCP command:

Start the LAT port driver on the local node. SET NODE/STATE=ON
Stop the LAT port driver on the local node. SET NODE/STATE=OFF

Display the specified LAT information. SHOW (entity)
Modify the specified LAT information. SET (entity)
Turn on network multicasts. SET NODE
/ANNOUNCEMENTS

Turn off network multicasts. SET NODE
/NOANNOUNCEMENTS
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Setting Up a LAT Cluster Alias

Overview
In aclustered environment, it is possible to create a service name, called an alias,
that equatesto one of several cluster nodes. Users onthe LAT can connect to the
cluster dias. The actual node that they are connected to is determined by the LAT.
Topics
In this section the following topics are discussed:
m  LAT cluster alias
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LAT Cluster Alias

In aclustered environment, it is possible to create a service name, called an alias,
that equatesto one of several cluster nodes. Users onthe LAT can connect to the
cluster dias. The actual node that they are connected to is determined by aLAT
algorithm, which selects the least loaded node. In this way, some load balancing is
achieved.

Notethat aLAT cluster dias is not the same as a DECnet cluster alias. Only
terminals connected to the LAT can accessthe LAT cluster alias.

Creating a LAT Cluster Alias at System Startup

To create aLAT cluster alias, edit the site-specific startup file
SY SSCOMMON:SY STARTUP_VMS.COM and modify the line that invokes
SYS$STARTUP.LAT$STARTUP.COM.

1. Passthe service name as parameter P1.

2. PassaP2 value of /CONNECT=BOTH to enable incoming and outgoing
connections.

Example:
$ @BYS$STARTUP: LAT$STARTUP " CLUSTER' "/ CONNECT=BOTH"

Creating a LAT Cluster Alias from DCL
To create aservice alias on individual nodes from the DCL prompt:
1. Loginto the appropriate node.
2. Set default to SY S$SYSTEM.

3. Invoke LATCP and create the service on each node that should be part of the
service.

Example: Creating a LAT Cluster Alias from DCL

The following example shows how to create a LAT cluster alias using DCL.:

$ SET DEFAULT SYS$SYSTEM

$ RUN LATCP

LATCP> CREATE SERVI CE CLUSTER
LATCP> EXIT
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Setting Up a Remote Print Queue

Overview

The system manager can create aremote print queue to allow users to access
printersthat are connected to the local area network through aterminal server.

Topics

In this section the following topics are discussed:

Initial actions

Step 1: Set up the terminal server

Step 2: Set up the printer port on the server
Step 3: Set up the application port

Step 4: Set up the print queue
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Initial Actions

Initial Actions
Before setting up a remote print queue:
m  Veify the printer settings.
m  Display the printer port characteristics.

Verifying Printer Settings

Obtain atest sheet from the printer and verify the device setting for:

m  Character size
n  Parity

= Flow control
s Baudrate

Example: Displaying Port Characteristics

Use the terminal server in local mode to display the characteristics of the port to

which the printer is to be connected.
Local > SHONVPCRT CHARACTER STI CS

Port 2:
Character g ze: 8 I nput Speed: 4800
How Gntrol : XN Qut put Speed: 4800
Parity: None Mbdem Gontrol : O sabl ed
Access: Renot e Local Swtch: None
Backwar ds Sa t ch: None Nane: LND3 4
Br eak: D sabl ed Session Limt: 1
Forwards S tch: None Type: Hard

Preferred Service: None

Authorized Goups: O
(Qurrent) Goups: 0

Enabl ed Characteri sti cs:

DSR ogout, Inactivity Logout, Input How Gontrol,

Verification
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Step 1: Set Up the Terminal Server

Steps for Setting Up the Terminal Server

To set up the terminal server:

1.

2.
3.
4

Install and initialize the terminal server.

Select aterminal server name.
Set the terminal server name.

Verify the terminal server name.

Install and Initialize the Terminal Server
Follow the specific instructions for installing and initializing the terminal server.

Select a Terminal Server Name

Select a name for the terminal server. This name:

Must be unique on the Ethernet
Can be up to six characterslong

Must be written to both the permanent and volatile server database

Set the Terminal Server Name

Usethe terminal server SET SERVER command to set the server name.

Format:
SET SERVER NAME server-name

For example, to set the server name to ZK0O123:

Local > SET SERVER NAME ZKO123

Verify the Terminal Server Name
Use the terminal server SHOW SERVER command to verify the server name.
Format:
SHOW SERVER
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Example: Verifying the Terminal Server Name

Rev. 0.11

The following example uses the SHOW SERVER command to verify the terminal
server name.

Local > SHONSEHRVER

DEGserver 500 V2.1.5 LAT \5. 2 RMV2.0.1 Wtine: 46
16:44: 31

Addr ess: 08- 00- 2B- 08- C5- 46 Nane: ZKQAI23 Nunber: O
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Step2: Set Up the Printer Port on the Server

Steps for Setting Up the Printer Port

To set up the printer port:

1.

Give the port an appropriate name.
For example, to assign the name PORT _2 to port number 2:

Local > SET| DEFI NE PORT 2 NAME PORT_2

The expression SET|DEFINE indicates that on some servers the command is
SET and on othersit is DEFINE.

Modify the following port characteristics:

ACCESS REMOTE
AUTOBAUD DISABLE

Local > SET| DEFI NE PORT 2 ACCESS REMOTE AUTCBAUD DI SABLE

Set the port to match the device speed, parity size, and flow control.
Local > SET| DEFI NE PORT n SPEED baud-rate

Disable all enabled characteristics except for INPUT FLOW CONTROL and
OUTPUT FLOW CONTROL.

Use the SHOW PORT command to verify the settings.
Local > SHOW PCRT 2

Test the port to verify that you receive a correct test pattern.
Local > TEST PORT 2 COUNT 20 W DTH 80

Verify the contents of the name fields on both the SHOW SERVER and
SHOW PORT displays.
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Example: Setting Up a Printer Port
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The following example sets up server port 2 for a 4800 baud printer.

Local > SET PORT 2 NAME PORT_2

Local > SET PORT 2 ACCESS REMOTE

Local > SET PORT 2 AUTOBAUD DI SABLED

Local > SET PORT 2 SPEED 4800

Local > SET PORT 2 PREFERRED NONE DEDI CATED NONE
Local > SAVE PORT 2

Local > LOGOUT PORT 2

Use the SAVE PORT command only if the server has nonvolatile storage for
parameters.
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Step 3: Set Up the Application Port

Steps for Setting Up the Application Port

An application port must be created and mapped on each node that will use the
remote printer. This must be done every time that node is initialized.

Select an application port name.

Create the application port.

Map the application port to the terminal server port.
Verify the port mapping.

o~ 0N

Make the port setup permanent.

Select an Application Port Name
Application ports are called LTAN, where nis anumber from 1 to 9999.
Each application port name must be unique.
m  Design anumbering system to keep the port names unique.
m  Before assigning a port name, check to see if it exigts.

Create the Application Port
Run LATCP and create the application port on each node in the OpenVMS Cluster
that will access the printer.
LATCP> CREATE PORT LTAn/ APPLI CATI ON
The/APPLICATION qualifier specifies that alogical port on an OpenVMS node
isto be an application port. It can be used to connect to aremote printer on a

terminal server. Choices are /APPLICATION and /DEDICATED. The default is
/APPLICATION.
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Map the Application Port

To associate (map) the application port with the terminal server port, run LATCP
on each node that will access the printer. Execute the SET PORT command.

Format:
SET PORT LTAN/APPLICATION/NODE=server/PORT=port
s Thevalue of n specifies the port number.

m  The server specifies the name of aterminal server to be logically associated
with the specified application port.

m  The port specifies the name of the remote port on aterminal server that
supports aremote device.

The SET PORT command associates a logical port on the local OpenV MS node
with aremote port on aterminal server that supports adevice. Alternatively, it
associates a logical port on the local OpenVMS node with a specific service. The
service can be offered by aterminal server or associated with one or more
dedicated ports on aremote LAT service node.
Verify the Port Mapping
Verify the mapping of the application port to the terminal server port.
In local mode on the terminal server, use the TEST PORT command.
Format:
TEST PORT port-number COUNT count-number
s Lineprintersuse a COUNT of 10.
m  Laser printersuse a COUNT of 70.
On the node that isto access the printer, use the DCL COPY command.
Format:
COPY/LOG filename LTAnN:

Y ou can use the COPY command to test the printer because the printer has not
been set spooled. After the device is set spooled, this command will not work.
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Make the Application Port Setup Permanent

To make the application port setup permanent, add the commands to create and
map the application port to the LAT startup command procedure.

m  Thiscommand procedure, SY SSMANAGER:LAT$SY STARTUPR.COM, is
called from SYSTARTUP _VMS.COM.

m  Thecall to invoke the LAT startup command procedure should take place
after the DECnet software is up and running.

Example: Creating and Mapping an Application Port

The following example creates an application port named L TAB8000 and maps the
application port to the port PORT_2 on terminal server ZK0O123.

LATCP> CREATE PORT LTA8000: /APPLI CATI ON
LATCP> SET PORT LTA8000: / APPLI CATI ON/ NCDE=ZKO123/ PORT=PORT_2
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Step 4: Set Up the Print Queue

Steps for Setting Up the Print Queue

Rev. 0.11

Initialize the remote print queue using the same procedures as for regular print
gueues, with some important differences.

Set up the printer characteristics.
Set protection on the device to alow only the system to access the printer.
Set the device spooled.

Define forms.
(Optional step, execute only once on Version 5.5 and later systems.)

Initialize the queue.
(Execute this step only once on Version 5.5 and later systems.)

Start the queue.
Test the queue.
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Set Up the Printer Characteristics

Usethe DCL SET TERMINAL command to establish remote printer
characteristics. Include this command in a startup command procedure to set the
printer characteristics on each node that will use the queue.

Format:
SET TERMINAL/qualifier(s) application-port-name
Example:

$ SET TERM NAL/ PERMANENT/ DEVI CE=LNO3/ NOBROADCAST/ PAGE=60 LTA8000:

To specify this characteristic... Use this qualifier:
Terminal type /DEVICE=terminal-type
Maximum number of characters per line /WIDTH=n

(This value must be an integer in the range of 1 to 511, and
should be set to the maximum number of characters for all print
forms.)

Number of print lines between form feeds /PAGE=n

(This value can be from 0 to 255. The default is 0, which treats a
form feed as aline feed.)

Whether reception of broadcast messages is enabled INOBROADCAST

(With a print queue, messages should not be printed in the
middle of the output file.)

Speed of the device /SPEED = baud-rate
Whether characteristics will survive terminal sessions /PERMANENT
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Set the Device Protection

The application port should only be accessed by the system and not by owner,
group, or world.

Usethe DCL SET PROTECTION/DEVICE command to set the device protection.
Format:

SET PROTECTION=(S:RWLP,0,G,W)/DEVICE LTAR:

To allow this access... Assign this protection category:
Issue read requests to the device R

Issue write requests to the device w

Issue logical I/0 requests to the device L

Issue physical I/O requests to the device P

No access Null

Set the Device Spooled

Rev. 0.11

Set the remote print queue device spooled to prevent applications from sending
output directly to the printer.

Usethe DCL SET DEVICE command to set the device spooled.
Format:

SET DEVICE LTAN:/SPOOLED
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Initialize and Start the Queue

Usethe DCL INITIALIZE command to initialize and start the queue.
Format:
INITIALIZE/QUEUE/START/qualifier(s) queue-name

INITIALIZE qualifiers appropriate for print queues can be used. There are some
qualifiersthat are specific to remote print queues.

To specify this characteristic... Use this qualifier:

Use the print symbiont designed specifically for use with the /PROCESSOR=LATSYM
LAT protocol.

Retain jobs that completed unsuccessfully.

(Override any job retention option requested by a user for ajob  /RETAIN=ERROR
entered in the queue.)

Associate the queue with the application port, which was /ON=[node::]LTAN[]
mapped previously to a particular server and server port.
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Example: Initializing and Starting a Queue

The following command initializes and starts a remote print queue named LASER
on application port LTAS8000.

$ | NI TI ALI ZE/ QUEUE/ START/ PROCESSOR=LATSYM RETAI N=ERRCR -
_$ / DEFAULT=( NOBURST, NOTRAI LER) / ON=LTA8000: LASER
Test the Printer

Usethe DCL PRINT command to test the printer setup by printing a file on the
printer.

Format:
PRINT/QUEUE=remote-queue-name file-specification

Example:
$ PRI NT/ QUEUE=LASER MYFI LE. TXT
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Summary

Concepts

LAT Network Concepts

m  TheLAT (local areatransport) protocol is used to provide terminals access to
computing resourcesin a LAN.

m  Terminal servers are devices that connect several terminalsin aLAN.

Using the LAT Control Program
m  TheLAT Control Program (LATCP) isused to manageaLAT.

Setting Up a LAT Cluster Alias

m A LAT cluster dliasallows LAT users to connect to asingle service name
that serves several machinesin acluster.
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Setting Up a Remote Print Queue

Rev. 0.11

Before setting up a remote print queue:

*  Verify the printer settings.

»  Display the printer port characteristics.
To set up theterminal server:

* Ingtall and initialize the terminal server.
*  Select aterminal server name.

*  Settheterminal server name.

Verify the terminal server name.

In local mode on the terminal server, use the commands appropriate to the
specific server to set up the printer port.

An application port must be created and mapped on each node that will use
the remote printer. This must be done every time that node is initialized.

Initialize the remote print queue using the same procedures as for regular
print queues, with some important differences.

e Set upthe printer characteristics.

»  Set protection on the device to alow only the system to access the
printer.

*  Set the device spooled.
*  Defineforms.

* Initialize the queue.

o  Start the queue.

Test the queue.
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Commands

LAT Network Concepts
SHOW (entity)
Terminal server command to display information in the terminal server database.
TEST PORT
Terminal server command to verify that aterminal server port is working.

Using the LAT Control Program
SET (entity)
LATCP command to modify LAT information.
SHOW (entity)
LATCP command to display LAT information.

Setting Up a LAT Cluster Alias
CREATE SERVICE
LATCP command to create a service alias on an individual node.

Setting Up a Remote Print Queue
SET SERVER NAME
Terminal server command to establish a server name.
SHOW SERVER NAME
Terminal server command to verify a server name.

SET PORT
DEFINE PORT

Terminal server command to establish port characteristics.
TEST PORT

Terminal server command to verify the mapping of an application port to a
terminal server port.

CREATE PORT

LATCP command to create an application port.

SET PORT

LATCP command to map an application port to aterminal server port.
SET TERMINAL

DCL command to establish remote printer characteristics.
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SET PROTECTION
DCL command to establish protection for print queue device.
SET DEVICE/SPOOLED

DCL command to set remote print queue device to be spooled.

INITIALIZE/QUEUE/START
DCL command to initialize and start aremote print queue.
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About This Module

Introduction

Disk and tape volume management is a common task that system managers
perform on adaily basis. This module presents the basic concepts of volume
management.

Objectives
To manage disks and tapes on an OpenVMS system, you should be able to:

m  Describe how devices are named in an OpenVMS system.

m  Describe how OpenVMS Cluster systems support the SCS| as a storage
interconnect.

m  Describe the structure of the system disk directories.
s Obtain information about volumes.

m  Prepare volumes for use.

»  Handle common volume problems.
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Review of OpenVMS Device Concepts

Overview

Topics

Rev. 0.11

To perform operations with volumes on an OpenVMS system, the system manager
must be able to name the device that contains the volume. Devices in an

OpenV MS system are named according to a standard format. This section reviews
the naming conventions for devices.

In this section the following topics are discussed:
m  OpenVMS device names
m  Devicesinan OpenVMS Cluster system
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OpenVMS Device Names

Device Names

Every device has a unique name in the format: ddcu

Dd

A two-letter device code.

c

A one-letter code that specifies the hardware controller for the device.

(Controllers provide the interface between the bus and the device, or

between two buses.)

The device unit number.

Parts of a Device Name

In a device name, the device code specifies the device type. The following table
lists some common two-letter device codes.

This code... Refers to this device:

CSs Console storage device

DU RAB80 or RA81 disk drive

MU TK70 tape drive

LT Terminal connected by means of a terminal server
For example:

CSAL1 = Console Storage, Controller A, Device Unit 1
LTA251 = LAT, Controller A, Device Unit 251

Hardware Controller Number

The hardware controller number:

| dentifies the device controller
Is represented by a letter from A to Z
|s assigned by the system

Unit Number

The unit number:

Indicates the position of the device on the controller
Can be changed by:

Setting a button or switch on the device

Installing a unit plug on the device
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Devices in an OpenVMS Cluster System

The MSCP (mass storage control protocol) server allows clusterwide sharing of
devices that are connected locally to a VAX processor or to an intelligent, MSCP
compliant controller.

When a device is MSCP served, any OpenVMS node in the cluster can mount and
access that device asif it were alocal device.

MSCP Server

MSCP served disks include:

m  Diskslocal to Cl members

m  Diskson boot servers anywhere in the cluster

m  Diskson disk servers anywhere in the cluster, including satellites

m  HSC disks in mixed-interconnect clusters (when the MSCP server is running
on one of the ClI nodes)

m  Integrated storage element (1SE) disks connected to a DSSI (Digital standard
storage) interconnect in a mixed-interconnect cluster

The MSCP server decodes and services MSCP 1/0 requests sent by the disk class
driver on remote cluster nodes.

Tape MSCP Server

Rev. 0.11

When atape device is MSCP served, any OpenVMS node in the cluster can mount
and access that tape device as if it were alocal device.

Like alocal tape drive, an MSCP served tape drive can be used by only one
process at atime.
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Device Name Formats

Two formats are used in naming devices in a clustered environment:

node$device
$allocation-class$device

Node$device Format

Node$device is used for devices that are directly connected to only one node.

Zero isthe default value for the ALLOCLASS SY SGEN parameter, forcing
this format.

Use node$device to refer to devices on other nodes when specifying:
A terminal on another node to OPCOM

A printer on another node to the job controller

Allocation Class

Allocation class is a parameter set on anode that serves disks (an HSC or ISE
controller or aVAX node running the MSCP server).

Zero isthe default.

Setting the ALLOCLASS parameter to non-zero (1-255) enablesthe
$allocation-class$device format for device names.

Used for dual-pathed (including dual-ported and dual-hosted) devices, to
provide a single name for the device.

For any disk or tape device, all nodes that serve it to the cluster must have the
same allocation class.

Duplicate Device Names

No two devices in a cluster can have the same name.

For example, if two nodes have allocation class 1, you cannot connect a drive
named DUADO to each node because there would then be two devices named
$1$DUAO. To avoid this problem, change the unit number of one of the drives.
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Naming Devices on a Local Node

Rev. 0.11

When a device ison alocal node:
m  Youcan useitstraditional name (for example, TXAZ2).

= You can prefix its name with the node name (for example,
BARNUMS$TXA?2).

s Eachdisk must have a unique volume label.

This term... Has this meaning:

Dual-ported The disk has two cables coming out of the back. This means
that the software/hardware can achieve better performance
because of the interleaved data. This also allows two nodes to
have direct access to the disk.

Dual-pathed The disk has cables going to two different computers, so if one
path fails, the data is still accessible by the other path. (You
have to log in from the remaining node.)

Dual-hosted (or multiple In a mixed-interconnect cluster, the disk is served to the satellite
hosted) nodes by more than one Cl node.
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Figure: Sample OpenVMS Cluster System

This figure shows a sample cluster with allocation classes assigned to nodes. It
also shows the device name of each disk and tape drive.
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SCSI Clusters

Overview

Topics
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One of the benefits of OpenVMS Cluster systems is that multiple computers can
simultaneously access storage devices connected to an OpenVMS Cluster Sorage
interconnect. Together, these systems provide high performance and highly
available access to storage.

In this section the following topics are discussed:
m  Interconnect Concepts

s Add-On SCSI Adapters

m Internal SCSI Adapters
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Interconnect Concepts

Accessing SCSI Storage

With OpenVMS AlphaVersion 6.2 or later, you can connect multiple Alpha hosts
to asingle SCSI bus to share direct access to SCSI storage devices. Before, this
type of connection was supported by using an embedded SCSI adapter, an optional
external SCS| adapter, or a special-purpose RAID (redundant array of independent
disks) controller. Only one host could be connected to a SCSI bus.

Multiple-Host SCSI Access

Multiple host access allows you to build highly available servers using shared
access to SCSI storage. Y ou can build a three-node OpenVMS Cluster system
using a shared SCSI bus as the storage interconnect. You can also include the
shared SCSI buses within alarger OpenVMS Cluster configuration. Using a
guorum disk on the SCSI bus improves the availability of two- or three-node
configurations.
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The SCSI Standard

Rules governing the interactions between initiators and SCS| targets are defined by
the SCSI sandard. This standard also alows the host to communicate with the
SCSI devices without having to manage the device-specific characteristics.

Devices

Rev. 0.11

Y ou can support up to eight devices on a SCSI bus. These include:
s Hog adapters

m  Peripheral controllers

m  Discrete peripheral devices (disks, tape drives)

Y ou assign device I Ds (unique numbers between 0 and 7) by entering console
commands or by setting jumpers or switches.

Y ou can increase the number of devices by using a second level of device
addressing using logical unit numbers (LUN). Each device ID can use up to eight
LUNSs (0-7) to address a single SCSI device as a multiple unit. The maximum
number of LUNSs per device ID is eight.
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Performance

Narrow mode is the default mode of operation for all SCSI devices. It transfers 8
bits of data from one device to another. To enhance performance:

m  Increase the amount of datatransferred in parallel on the interconnect.
m  Use synchronous datatransfer.
The SCSI standard defines these modes for synchronous data transfer:

= Slow mode
Interconnect achieves up to 5 million transfers per second (also known as
standard mode).

m  Fast mode
Interconnect achieves up to 10 million transfers per second.

Distance

The signaling method used in the configuration determines the maximum length of
the SCSI interconnect.

There are two types of electrical signaling used in SCSI interconnects:
m  Single-ended signaling
. Most common
*  Least expensive
*  Operatesin either standard or fast mode
¢+  Standard transfers allow interconnects up to 6 metersin length.
¢ Fast transfers allow interconnects up to 3 meters in length.
m  Differential signaling
*  Higher signal integrity
e SCSl bus can span distances up to 25 meters

*  Allows both standard and fast transfers regardless of the length of the
SCSI bus

A DWZZA converter isasingle-ended to differential converter. You can use this
to connect single-ended and differential SCSI interconnect segments.

Differential segments:
m  Overcome distance limitations of the single-ended interconnect
m  Allow communication between single-ended and differential devices

Rev. 0.11
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Cabling and Termination
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Each single-ended and differential SCSI interconnect must have two terminators,
one at each end. Specified maximum interconnect lengths are measured from
terminator to terminator. Interconnect terminators are powered from the SCSI
interconnect line call TERMPWR.

Devices attach to the interconnect by short cables (or etch) called stubs. Stubs
must be short to maintain the signal integrity of the interconnect. The maximum
stub lengths allowed are determined by the type of signaling used by the
interconnect.

Single-ended interconnects allow a maximum stub length of .1 meters. Differential
allow a maximum of .2 meters. The minimum distance between stubs on a single-
ended interconnect is .3 meters.

When using the host system's internal SCSI adapter, you must configure the
system at the end of the single-ended SCSI segment because the internal SCSI
cable length exceeds the allowable SCSI stub length.
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SCSI OpenVMS Cluster Hardware Configurations

Y ou can connect up to three hosts on a shared SCSI interconnect. Each host in turn
can be connected to one, two, or three shared SCSI interconnects.

Nonshared, configurable SCSI buses are limited only by the number of slots that
are available on the host bus.

Y ou can build systems using:
s Add-on SCS adapters
m  Internal SCSI adapters
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Add-On SCSI Adapters

Using KZPAA Adapters

Y ou can use KZPAA adapters in shared SCSI bus configurations. The internal
adapter is used to connect devices that cannot be shared, such as SCSI tape,
floppies, or CD—ROM drives.

Building a Basic System

A basic configuration typically allows the use of tapes, floppies, CD-ROMs, and
disks with nonshared files on internal buses.

If you need to remove a system and till keep your OpenVMS Cluster system
operational, you can build your system using DWZAA converters. If you need
continuous access to dataif a SCSI interconnect fails, do both of these:

s Add aredundant SCSI interconnect.
n Shadow the data.

Removing a Server

Y ou can build a system that allows a server to be removed usingaDWZAA
converter (aSCSI bus isolator). You would want to remove a system for repair or
for maintenance. Being able to do this gives you a higher level of availability.

DWZAA converters provide additional SCSI bus length capabilities. Using these
converters, you can use a single-ended device to connect to a busthat uses
differential signaling. Y ou can be use converters with the internal SCSI adapter or
the optional KZPAA adapters.

DWZAA converters are available as:

s  Standalone components

m  Desktop components

m  StorageWorks compatible building blocks
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HSZ40 Controllers

Y ou can build a system that allows additional features and performance by using
an HSZ40 controller. The HSZ40 is a high-performance differential SCSI
controller that can be connected to a differential SCSI bus. It supports up to 42
SCSI devices.

Y ou can configure the HSZ40 on a shared SCSI bus that includes DWZZA single-
ended to differential converters.

Disk devices configured on the HSZ40 controllers can be combined into RAID
sets to further enhance performance and provide high availability.

Additional Enclosures

Using a configuration where DWZZA converters are placed between systems with
single-ended signaling and a differential-cabled SCSI bus allows you to add more
enclosures or have greater separation.

Y ou can connect up to three hosts on a multiple-host SCSI bus in OpenVMS
Version 7.0.
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Internal SCSI Adapters

Benefits

Y ou can build a multiple-host SCSI OpenVMS Cluster configuration with two
systems using internal adaptersthat are joined by a single SCSI cable.

This configuration provides the benefits of multiple-host SCSI systems that use
external adapters, as well as being an inexpensive configuration.

Y ou can expand this type of configuration to provide:
m  Improved performance

= Availability
s Scaling
Limitations

Only using internal SCSI clusters in a multiple-host system has these limitations:

m  Internal cables exceeding 3 meters disallows the uses of fast mode data
transfer.

m  Removing either of the AlphaServer systems while the remaining cluster
stays active leaves the bus nonterminated.

m  Quorum is lost when one of the enclosures goes down if these are the only
members of the cluster.

m  Tapeor CD—ROM drives cannot be used.

Y ou can eliminate some of these limitations by using DWZZA controllers,
additional SCSI adapters, and additional storage enclosures.
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SCSI Environment Parameters

Parameters

Description

bootdef_dev
device_name

Specifies the default boot device to the system.

boot_osflags,
root_number,
bootflag

Contains information that is used by the operating system to
determine optional aspects of a system bootstrap (for example,
conversational bootstrap).

pk*0_disconnect

Allows the target to disconnect from the SCSI bus while the
target acts on a command. When this parameter is set to 1, the
target is allowed to disconnect from the SCSI bus while
processing a command. When the parameter is set to 0, the
target retains control of the SCSI bus while acting on a
command.

pk*0_fast Enables SCSI adapters to perform in fast SCSI mode. When
this parameter is set to 1, the default speed is set to fast mode;
when the parameter is 0, the default speed is standard mode.

pk*0_host _id Sets the SCSI device ID of host adapters to a value between 0
and 7.

scsi_poll Enables console polling on all SCSI interconnects when the

system is halted.

control_scsi_term

Enables and disables the terminator on the integral SCSI
interconnect at the system bulkhead (for some systems).
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Review of System Directories

Overview

The OpenVMS operating system stores its image files, data files, and other filesin
system directories that can be referenced using systemwide logical names.

Because all OpenVMS systems use these names, it is important for the system
manager to be familiar with them.

Topics
In this section the following topics are discussed:
m  OpenVMS system directories
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OpenVMS System Directories

System Directories

Each system directory has its own logical name, specifying:

m  Thesystemdevice

m  The specific system directory

To usethe directory nameto refer to afile in a system directory:
m  Usethelogical name SY S$SY SROOT as the device name.
m  SYS$SYSROOQOT isdefined as a concealed root directory.

Concealed root directories allow flexible handling of multiple versions of
OpenV MS software on the same system.

Concealed Root Directories

The system root directories have the following format, where n is a hexadecimal
number from O through FFFF.

= [SYSN]

A typical nonclustered OpenVMS system will only have one system root
directory, [SY SO].

Ensure that you do not mix the use of root directory names and top-level directory
names.

Incorrect: SYS$SYSROOT: [ SYS0. SYSEXE] LI NK. EXE

Correct: SYS$SYSROOT: [ SYSEXE] LI NK. EXE
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Figure: System Directory Tree
The following figure shows a system directory tree:
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OpenVMS System Directories and Their Contents

The following table describes the system directories located under the concealed
root directory SY S$SY SROOT.

This directory...

Has this logical name...

And contains:

[SYSEXE]

SYS$SYSTEM

Executable images, user
authorization file, site-
independent startup and
shutdown command
procedures, system parameter
files, print form definitions,
paging file, swap file, crash
dump file

[SYSLIB]

SYSSLIBRARY
SYS$SHARE

Macro libraries, object
libraries, shareable image
libraries, shareable images

[SYSHLP]
[SYSHLP.EXAMPLES]

SYS$HELP
SYSSEXAMPLES

Help libraries

Sample source programs
such as device drivers and
system services

[SYSHLP.VMSDOC] SYS$VMSDOC_TEXT Printable files for certain
OpenVMS documentation
manuals

[SYSMSG] SYSSMESSAGE Error message files

[SYSMGR] SYSSMANAGER Site-specific startup and
shutdown command
procedures, operator's log,
accounting file

[SYSMAINT] SYS$MAINTENANCE Hardware diagnostics (not
distributed with an OpenVMS
system)

[SYSTEST] SYSSTEST UETP command procedures,
images, data

[SYSERR] SYS$ERRORLOG Error log file

[SYSUPD] SYS$SUPDATE Command procedures used
for system installation,
upgrade, and update

[SYSCBI] SYSSINSTRUCTION Computer-based instruction
software

[SYS$LDR] SYSSLOADABLE_IMAGES Loadable executive images
and device drivers

[SYS$STARTUP] SYS$STARTUP Startup command procedures
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Other System Logical Names

Rev. 0.11

The following table describes other commonly used system logical names.

This logical name...

Refers to:

SYS$SYSDEVICE The system device.
$ SHOW LOG SYS$SYSDEVI CE
" SYS$SYSDEVI CE" = "$1$DUAO: " (LNMBSYSTEM TABLE)
SYS$SYSROOT The rooted logical name for your node. Points to both node-

specific and shared files on the system disk.

$ SHOW LOGI CAL SYS$SYSROOT
" SYS$SYSROOT" = "$1$DUAO: [ SYS2.]"
( LNMBSYSTEM TABLE)
= " SYS$COMMVON: "

SYSS$SPECIFIC

The node-specific portion of the system disk.

$ SHOW LOG CAL SYS$SPECI FI C
" SYS$SPECI FI C' = "$1$DUAO: [ SYS2.]" (LNMBSYSTEM TABLE)

SYS$COMMON

That portion of the system disk shared by all nodes

$ SHOW LOG CAL SYS$COMMON
" SYS$COMVON' = " $1$DUAO: [ SYS2. SYSCOMVON. ]*
( LNMBSYSTEM TABLE)




OpenVMS System and Network Node Management Il

Obtaining Information About Volumes

Overview

Some characteristics of disks and tapes can be changed by the system manager. To
manage disk and tape volumes, the system manager needs to understand the
characteristics and the commands used to change them.

Topics
In this section the following topics are discussed:
m  Volume types and characteristics
m  Displaying device characteristics
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Volume Types and Characteristics

Public Volumes

Public volumes are volumes (disks or tapes) to which all users on the system have
access. File and directory protection features restrict access to files and directories
located on the public volume. Public volumes may contain operating system files
or user files, or both.

Public volumes are not owned by any user or group exclusively. Instead, the
system account owns them,

The system manager is responsible for maintaining public volumes.

Private Volumes
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A volume owned by a single user or group of usersiscalled aprivate volume. A
private volume has an owner user identification code (UIC).

On occasion, a user may need to perform work on a device to which no one else
has access. By creating a private volume and mounting it on a device assigned
exclusively to the user process, the user can work without interference from other
users.

A user can move files from one system to another without the use of a network by
copying the files to a private tape volume.

Private tape volumes can also be used to preserve files that need to be protected
from unauthorized access.
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Volume Label

A volume label is an alphanumeric name encoded on a volume.
s Tape volume labels can contain a maximum of six characters.
m  Disk volume labels can contain a maximum of 12 characters.

The label remains in effect until it is explicitly changed. Removing the volume
from the drive does not affect the label.

The system checks the volume label before allowing certain operations to occur. If
the volume label in the command does not match the volume label on the disk or
tape, the user is notified and must override the volume label to continue. Volume
ownership or special privileges may be required to override a volume label.

Other Information Encoded on a Volume

Each volume has an owner specified in standard UIC format encoded on the
volume. Public volumes have the UIC [1,1].

The user name isa string of 1 through 12 alphanumeric characters recorded on the
volume. The default name is the user name of the process that created the volume.

Physical Volume Labels

Removable volumes (disks and tapes) should have a paper label affixed to the
outside of the volume casing. The physical label should not be confused with the
labels encoded on the volume, although in most cases, they contain the same
information. The physical label allows the volume to be identified without using
the computer.

Removable volumes to be stored in large media libraries are usually given a
physical reel number that is written on the physical label.
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Displaying Device Characteristics

Use the SHOW DEVICE command to display information about devices on a
system.

SHOW DEVICE Command

To display this information... Use this command:
All devices on the system SHOW DEVICE

List of only disk devices SHOW DEVICE D
Complete status of a device (useful for determining the SHOW DEVICE/FULL
configuration of disks in a cluster)

Files that are currently open on this node SHOW DEVICE/FILES

Example: SHOW DEVICE Command

The following example displays information about all devices having a device
code that begins with D.

$ SHOVDEM CE D

Devi ce Devi ce Eror Vol ume Free Trans Mt
Nane S at us Gount Label B ocks Gount Ot
DAE$POKAS00: Mbunt ed 0 WNDO/B 0 1 13
DS20: Mount ed 0 CPENWS 60 174093 374 13
$1$DUA0: (BARNLN)  ShadowSet Menber O (nenber of DBAD:)

$1$DUAL:  (BARNLV  Mobunt ed 0 WER 132489 3 13
$1$DUA2: (BARNLV  Mount ed 0 WER 281922 16 13
$1$DUA3: (BARNLV  (nline 0
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Example: Locally Connected Disks

In the following example, assume that $1$DUA2 is local to node BARNUM and
that the command is entered on BARNUM.

$ SHONDEV (G FULL $1$DUA2

D sk $1$0UA2: (BARNLN), device type RA82, 0 is online, nounted, 00 file-oriented
devi ce, shareable, served to cluster via MBCP Server, error logging is

enabl ed.

BEror count od
Qaner process
Qaner process | D 00000000
Ref er ence count 18
Total bl ocks 12166650
Total cylinders 1423
Al ocation cl ass 1
Vol une | abel " USER"
duster size 3
Free bl ocks 28192200
Extend quantity 5
Mbunt st at us System
Bxtent cache size 64
Fle |IDcache size 64
Quot a cache si ze 0
Vol une owner UC [SysT]M VOl

Prot

Qperati ons conpl et ed 128302
Owner UC [SYSTEM O
Cev Prot SRV, QRNM, GR W]
Default buffer size 512
Sectors per track 57
Tracks per cylinder 15
Rel ati ve vol une nunber 0
Transacti on count 16
Maxi umfiles al | oned 152083
Mbunt count 13
Cache nane " DBAD: XQPCACHE!
Maxi mum bl ocks in extent cache 28192
B ocks currently in extent cache 8118
Maxi mumbuf fers in FCP cache 285
S RWD Q RWD G RWD, WRWD

Vol ume status: subject to nount verification, wite-through cachi ng enabl ed.
Volune is also nounted on RNAING FLYING BAILEY, LIONS TIGERS BEARS
QHW, CGOITON CANDY, ALOMS, FUN Do

Example Notes: Locally Connected Disks

This example answers questions, including the following:

What type of disk isit?

How many blocks are free?

O 0Ooo0ooogoo o

Isit mounted on the local system?
Isit mounted on any other system in the cluster?
How big isit (in 512-byte blocks)?

What is the owner UIC and volume protection?
Has it generated any hardware errors since the system was started up?
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Example: Remote Disks

In the following example, assume that $1$DUA2 is local to node BARNUM and
we enter the SHOW DEVICE command from BAILEY .

$ SHONDEV (G FULL $1$DUA2

D sk $1$0UA2: (BARNLN), device type RA82, is online, nounted, file-oriented
device, shareable, available to cluster, error logging is enabl ed.

Eror count 0 (perati ons conpl et ed 126
Qwner process " Owner UC [ SYSTEM
Qaner process | D 00000000 Dev Prot SRV, QRWV,GRW
Ref erence count 1 Default buffer size 512
Total bl ocks 1216665 Sectors per track 57
Total cylinders 1423 Tracks per cylinder 15
Host nane "BARNUM O Host type, avail VAX 4000- 300, yesO
Al ocation class 1

Vol une | abel " USER" Rel ati ve vol une nunber 0
Quster size 3 Transacti on count 1
Free bl ocks 297615 Maxi rumfiles al |l oned 152083
Extend quantity 5 Mbunt count 13
Mbunt st at us System  Cache nane " DBAD: XQPCACHE"
Extent cache size 64 Maxi numbl ocks in extent cache 29761
Fle I D cache size 64 B ocks currently in extent cache 435
Quot a cache si ze 0 Maxi numbuffers in FCP cache 212
Vol une owner UC [ SYSTEM Vol Prot S RMD, Q RD, G RWD, WRNXD

Vol ume status: subject to nount verification, wite-through cachi ng enabl ed.

Volune is also mounted on BARNUV RNANG FLYING LIONS, TIAERS, BEARS,
GHw, QOITAN CANDY, A.OMS, FUN DO&s

Example Notes: Remote Disks
Additional information you might want to know about aremote disk:
[0 Which cluster node is the disk connected to?
0 What type of node is it connected to?

Rev. 0.11 4-29



OpenVMS System and Network Node Management Il

Example: 1ISO 9660 CD-ROM Disks

In the following example we enter the SHOW DEVICE command to a CD—ROM
disk that isin 1SO 9660 formet.

D sk DOGSPDKAS00:, device type RRA2, is online, mounted, file-oriented
device, shareable, available to cluster, error logging is enabl ed.

Eror count 0 (perati ons conpl et ed 26
Qwner process OQwer UC [0,Q]

Qnner process | D 00000000 Dev Prot SRV, QR , GRW
Ref erence count 1 Default buffer size 512
Total bl ocks 795432 Sectors per track 4
Total cylinders 33143 Tracks per cylinder 6
Host nane " DO Host type, avail VAXstation 4000- 60, yes

\ol une | abel "WNDO/NB' Rel ati ve vol ume nuniber 1
Quster size 0 Transact i on count 1
Free bl ocks 0 Mxi mumfiles al | oned 0
Extend quantity 0 Mbunt count 13
Mbunt st at us System ACP process nane " DKAGOOCACP' O

Vol ure status: | SO 9660. O
Volure is also nounted on RNALNG FLYING BAILEY, LIONS TI GRS BEARS
QHW, CGOITON CANDY, A.OMS, FUN DO
Menbers of this vol une set are DOGSSDKAS00: (rvn 1).
Example Notes: ISO 9660 CD-ROM Disks

This SHOW DEVICE output is similar to that on OpenVMS disks except that the
display provides the I SO 9660 format indication and XQP data is not displayed.

[0 Indicates the SO 9660 formeat
0 The OpenVMS process that handles the non OpenVMS | SO 9660 disk format
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QoenWS 7.2 on node BARNUM 21- NOVv-1999 15: 19: 03. 64

Ad

A

Process Name

20200081 SWAPPER
20200405 NARSH
20200086 CONFI GLRE
20200088 | PCACP
20200089 ER-FMI

202004B4 NFSBSERVER
20200836 DKAS00CACPL]

2020083 ELOG QCLLECT 1
20200A39 NOTES$000D 0
2020043E DEQ/$TE 043E

2020043F Da BEARS

Rev. 0.11

Note
This example shows the correct ACP that runs when the 1SO 9660
CD-ROM disk is run.

Sate Pri
HB 16
aRrR 4
HB 10
HB 10
HB 8
LE 10
HB 10
HB 8
HB 6
LE 5
LE 4

Wtine 5 17:21:53
Page flts Pages

0 0
17811 456
127 253
115 231
115 230
2079 1663 N
706 488
64 157
29171 147 N
4492 5039
922 535

0 Thisisthe OpenVMS process that handles the 1SO9660 format. If thiswere a
High Sierra format disk, the process name would be DKA500DACP.
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Open Files on a Volume

Y ou may need to determine if any open files exist on avolume:

Y ou cannot dismount a disk volume because it has open files on it.
The output shows you which files are open and by which process.

A user cannot open a shared data file because another user already has it
open.

Look for that file in the output and note which user's process has it open.

Listing Open Files

Use the SHOW DEVICE command to show which files on a particular device are
open by processes on the local system.

Format:
SHOW DEVICE/FILES device-name
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Example: Listing Open Files
The following example lists the open files on the device DUAO..
$ SHOW DEVI CE/ FI LES DUAO:

Fil es accessed on devi ce DSAO: on 22- NOV-1999 09:56: 21. 40

Pr ocess nane Pl D File nane
00000000 [ 000000] | NDEXF. SYS; 1
00000000 [ SYSCOMMON. SYSEXE] F11BXQP. EXE; 1
00000000 [ SYSO. SYSEXE] PAGEFI LE. SYS; 1
00000000 [ SYSCOMMON. SYS$LDR] SYS. EXE; 3
00000000 [ SYSCOWON. SYS$SLDR] EXEC | NI T. EXE; 1

00000000 [ SYSCOMMON. SYSEXE] FAL. EXE; 1
00000000 [ SYSCOMMON. SYSEXE] NETSERVER. EXE; 1
00000000 [ SYSCOMMON. SYSLI B] NMLSHR. EXE; 1

CONFI GURE 20200086 [ SYSCOMMON. SYSEXE] CONFI GURE. EXE; 1
| PCACP 20200088 [ SYSCOMMON. SYSEXE] | PCACP. EXE; 1
ERRFMT 20200089 [ SYSCOMMON. SYSEXE] ERRFM. EXE; 1

CACHE_SERVER  2020008A [ SYSCOMVON. SYSEXE] FI LESERV. EXE; 1
CLUSTER_SERVER 2020008B [ SYSCOMVON. SYSEXE] CSP. EXE; 1
OPCOM 2020008C [ SYSCOMVON. SYSEXE] OPCOM EXE; 1
CLUSTER_SERVER 2020008B [ SYSO. SYSEXE] SYS$! NCARNATI ON. DAT; 1
AUDI T_SERVER  2020008D

[ SYSCOMMON. SYSEXE] AUDI T_SERVER. EXE; 1

JOB_CONTROL  2020008E

[ SYSCOMVON. SYSEXE] JBC$JOB_CONTROL. EXE; 1

JOB_CONTROL  2020008E [ SYSO. SYSMGR|] ACCOUNTNG. DAT; 1
JOB_CONTROL  2020008E

[ SYSCOMVON. SYSEXE] QUANSMASTER. DAT; 16

QUEUE_MANAGER 2020008F

[ SYSCOMVON. SYSEXE] QVANSMASTER. DAT; 16
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Preparing Volumes for Use

Overview

System managers are responsible for creating and maintaining public volumes on
the system. Individual users may take responsibility for the private volumes they
own; however, the system manager is responsible for assigning private volumes
and making them initially accessible to the user.

Only devices that conform to Digital Storage Architecture are considered in this
section.

Topics
In this section the following topics are discussed:
m  Allocating adevice
m Initializing a volume
= Mounting avolume
»  Removing volumes
s Creating apublic volume
m  Creating avolume set
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Allocating a Device

Some operations are best performed when your process has exclusive access to a
device. An example of thisis volume initialization. Y our process should be the
only process to have access to the device that holds the volume to be initialized.
Thiswill prevent other processes from interfering with the initialization.

Gaining Exclusive Access to a Device

The ALLOCATE command provides your process with exclusive accessto a
device (disk drive or tape drive) until you deallocate the device by:

s Entering the DEALLOCATE command

m  Entering acommand that automatically deallocates the device
s Terminating your process

Format:

ALLOCATE device-namgq[:] [logical-name]:]]

The ALLOCATE command can optionally associate a logical name with the
device. Thislogical name can then be used to refer to the device until the device is
deallocated. The use of such logical names reduces typing and prevents errors.

Allocating a Specific Device

To alocate a specific device, specify the physical device or alogical name that
translates to the name of a physical device.

Example:

$ ALLOCATE _DwvB2
9%OCL- | -ALLOC, DMB2: all ocated

The system response indicates that the device was successfully allocated.
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Allocating a Generic Device

The ALLOCATE command allows you to specify a generic device name to
request any available device of a particular type.

For example, a device name of DU would cause the system to allocate any
available disk drive with the disk type of DU.

$ ALLOCATE DU DI SK_DRI VE
The logical name DISK_DRIVE is equated to the device that is allocated.

If more than one device is specified, the first available device is allocated.
$ ALLOCATE M, M. TAPE DRI VE

The ALLOCATE command in this example requests the allocation of any tape
device whose name begins with MT or MF, and assigns the logical name of
TAPE_DRIVE to the device.
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Initializing a Volume

Before files or data can be written to a disk or tape, the volume must be initialized.
Initializing a volume does the following:

m Invalidates all existing data on the volume, if any, and creates a new file
structure

m  Writesalabel on the volume to identify it
m  Definesthe owner UIC and the protection for the volume

Before entering the INITIALIZE command, you should allocate the device that
you will use to initialize the volume.

In the case of fixed (nonremovable) disks, a device is dedicated to one disk. With
removable media such as tapes and removable disks, the media must be physically
loaded onto the allocated device before it can be initialized.

Requirements for Initializing a Volume

To initialize avolume, one of the following must be true:
s Thevolume has never been used.

m  The owner UIC of the volume matches your UIC.

=  You have VOLPRO privilege.

INITIALIZE Command
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Usethe INITIALIZE command to format a volume and write a label on the
volume.

Format:
INITIALIZE device-name]:] volume-label

m  The device-name specifies the name of the device on which the volume to be
initialized is physically mounted. A logical name can be used in place of the
device-name.

m  Thevolume-label specifiesthe identification to be encoded on the volume.
The volume-label for adisk can contain up to 12 alphanumeric characters or
6 alphanumeric characters for atape volume.

Warning

& Initialization destroys all existing data on a disk. Do not enter this command
on a used disk without first making a backup copy of all the data on the disk,
unless you are willing to take the chance that the data will never be needed

again.
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Initializing a Public Disk

To initialize a public disk, use the qualifier /SY STEM. This setsthe owner UIC to
[1,1] and protection defaults to complete access by all ownership categories
(S:RWCD,0:RWCD,G:RWCD,W:RWCD).

Example:
$ I NI TI ALI ZE/ SYSTEM DUA2: USERS

Initialization of a public disk requires a system UIC or SY SPRV privilege.

Initializing a Private Disk

The following command initializes the disk DUAZ2: as a private disk.
$ I NITI ALI ZE DUA2: TESTDI SK
Because no owner was specified, the UIC of the process entering the command is

assigned as the owner. All categories of access by all categories of users will be
permitted.

Initializing a Group Disk

Initialize a volume with the /GROUP qualifier to apply a protection code of
RWCD to al UIC categories and to give the disk an owner UIC of [group,0].

$ I NI TI ALI ZE/ GROUP DBAL:

Use the qualifiers/GROUP/NOSHARE to give the disk a protection code of
RWCD to al UIC categories except WORLD, which will have no access.

$ I NI TI ALI ZE/ GROUP/ NOSHARE DBAL:

Changing Protection on Initialization

Use the /PROTECTION qualifier to apply adifferent protection code a thetime a
disk isinitialized.
$ I NI TI ALI ZE/ PROTECTI ON=(S: RWCD, G RACD, G R, W DBA1:

System and owner UIC will be given READ and WRITE access, regardless of
what is specified with the qualifier. This example initializes a private disk giving
group members READ access. World UICs have no access.
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Initializing a Tape Volume

Rev. 0.11

Tape volumes must be initialized before they can be used. The format used for
tapesis specified by standards for informational interchange. These standards
facilitate the portability of data written to tape. Tapes written on one brand of
computer equipment can be read on the equipment of another vendor.

The following example initializes a tape and assigns the volume label SOURCE.
$ INITIALI ZE MIB1: SOURCE
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Mounting a Volume

After an initialized volume (tape or disk) is physically loaded on a device (disk
drive or tape drive), use the Mount utility to make the disk or tape volume
available to the OpenVMS operating system.

The Mount utility does the following:

m  Ensuresthat the device has not been allocated to another user.

m  Ensuresthat avolume is physically loaded on the device specified.
m  Ensuresthat the label on the volume matches the label specified.

m If the volume is a magnetic tape, MOUNT also checks the volume
accessibility field of the volume label.

Disks must be mounted each time the system is booted. Commands to mount
public disks are usually included in the site-specific SY STARTUP_VMS.COM.

MOUNT Command

Use the MOUNT command to invoke the Mount utility.
Format:
MOUNT device-namq|:] [labél] [logical-name]:]]

m  The device-name specifies the physical device name or logical name of the
device on which the volume is physically loaded.

m  Thelabel isthe name of the volume specified when the volume was
initialized. The system compares the volume label in the command with the
volume label on the volume.

Mounting a Public Disk

Use the /SY STEM qualifier to mount a public disk.

The following command mounts a public disk with the volume label USERS.
$ MOUNT/ SYSTEM DUAL: USER8
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Mounting a Disk Clusterwide

Disks can also be mounted so that they can be accessed from all nodes in an
OpenV MS Cluster system. To mount a disk clusterwide, use the/CLUSTER
qualifier. Only system and group volumes can be mounted clusterwide. If you
specify the /CLUSTER qualifier without either the /SY STEM or /GROUP
qualifier, the default is/SY STEM. You must also use a cluster device-naming
convention. Use either node$device-name or allocation-classbdevice-name as
required by your configuration. The following example mounts the disk DMA1 on
HSC node DOPEY clusterwide.

$ MOUNT/ CLUSTER DOPEY$DMVAL: SNOWNH TE

Setting Protection on MOUNT
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When you mount a disk, you can change the established protection codes if you
own the volume or have the VOLPRO privilege. Do this with the/PROTECTION
qualifier.

$ MOUNT/ PROTECTI ON =(S: R\CD, O RWCD, G R, WR) DBAl: WORKDI SK
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Removing Volumes

When you are finished using a volume:

s Dismount the volume to break the connection between your process and the
contents of the volume.

m  Deallocate the device to free it for use by other processes.

Dismounting a Volume

Use the DISMOUNT command to:

m  Close a mounted disk or tape volume for further processing.
m  Deassign the logical name associated with the volume.
Format:

DISMOUNT device-name]:]

If you want to keep the volume on line when you dismount it, use the
/INOUNLOAD qualifier.

$ DI SMOUNT/ NOUNLOAD MUAO:
All open files on the volume must be closed before the actual dismount can be

done. If the volume was mounted to be accessible by other users, the volume
remains mounted until all processes using that volume dismount it or terminate.

The DISMOUNT command does not deallocate a device that was allocated with
the ALLOCATE command.

Deallocating a Device

Use the DEALLOCATE command to free a device for use by other users.
Deallocating a device does not delete a logical name assigned by the ALLOCATE
command.

Format:
DEALLOCATE device-name]:]

Example:
$ DEALLOCATE DIVA1L:
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Creating a Public Volume

Steps for Creating a Public Volume
To create a new public volume, follow these steps:
m  Select an unused disk.
m  Allocate the device to your process.
m Initidlize the disk using the /SY STEM quadlifier.
m  Mount the disk using the /SY STEM qualifier.

Initializing a Public Volume
To initialize a public volume, initialize the disk using the /SY STEM qualifier.
Format:
INITIALIZE/SYSTEM device-namg[:] label
Thiswill:
m  Write the specified label on the volume
m  Settheowner UICto[1,1]
m  Set the volume protection to S:RWCD, O:RWCD, G:RWCD, W:RWCD
This command requires a system UIC or SY SPRV privilege.

Mounting a Public Volume
Use the MOUNT/SY STEM command to mount a public volume.
Format:
MOUNT/SY STEM device-namg]:] label [logical-name]:]]
Thiswill:
m  Placethe logical name for the device in the system logical name table
= Allow all usersto access the volume
This command requires SY SNAM privilege.
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Example: Preparing a Public Disk

The following example shows how to prepare a public disk:
0 $ SHOW DEVI CE $1$DUA2
Devi ce Device FError Vol une

Nane Status Count Label
$1$DUA2: (TIDY) Online 0

0 $ ALLOCATE $1$DUA2 PUBDI SK
UOCL- | - ALLOC, _$1$DUA2: al |l ocated

O $ I NITIALI ZE/ SYSTEM PUBDI SK MyVOL
0 $ MOUNT/ SYSTEM PUBDI SK MYVOL

98VOUNT- | - MOUNTED, MYVOL nmount ed on _$1$DUA2:

$
$ SHOW LOG CAL/ SYSTEM DI SK*

( LNVBSYSTEM TABLE)

"Dl SK$MYVOL" = "$1$DUA2: "
DI SKSTESTSPACE" = "$1$DUAL: "
" DI SK$VAXVMSRL052" = " $1$DUAO: "

Example Notes: Preparing a Public Disk

Notes on the Preparing a Public Disk example include:
[0 Display the status of a particular device.

(TI DY)

(0 Allocate the device to your process. The system displays a message informing

you that the device is allocated. The system assigns the logical hame

PUBDISK to the device and records the assignment in your process logical

name table.

O Initialize the disk with the label MYVOL. The/SY STEM qualifier setsthe

owner UIC to [1,1] and setsthe protection code to

(S:RWCD,0:RWCD,G:RWCD,W:RWCD). These values remain in effect

until the volume is initialized again.

0 Mounting the disk with the /SY STEM qualifier deallocates the device and

allows all users access to the volume without mounting it.
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Creating a Volume Set

Volume Sets

If the files or user directories become too large to fit on any one volume, you can
create avolume set. This consists of two or more disk volumes bound together
with the MOUNT/BIND command.

The OpenVMS operating system treats a volume set as one large volume by:
s Storing files on any volume in the set that has free space
s Attempting to use space evenly over all volumesin a set

Procedure for Creating a Volume Set

Use the following procedure to create a disk volume set:

m  Allocate the necessary devices, and physically load the volumes on the
devices.

n Initialize each new volume in the set.
n Use the MOUNT/BIND command to create the volume set.

Example:
$ MOUNT/ Bl ND=MASTER _SET DUAL:, DUA2: PAYVQL1, PAYVOL2

The name of the volume set in the exampleisMASTER_SET. PAYVOL1
(DUAL:) becomes the root volume because it is listed first. Its master file directory
(MFD) contains the directory structure for the entire volume set. The second
volume, PAYVOL2 (DUAZ2:), is bound to the first volume to create the volume
Set.

Dismounting a Volume Set
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To dismount an entire volume set, use the DISMOUNT command and specify any
one of the devices containing a member of the volume set. If it isa public volume
set, this command requires SY SNAM privilege.

Format:

DISMOUNT device-name]:]

To dismount a single volume of a volume set, include the /UNIT qualifier.
DISMOUNT/UNIT device-name|:]

When you dismount a volume set, the system deletes the logical names created
during the mount procedure.
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Example: Creating a Volume Set

The following example shows how to create a public volume set (USER_SET)
starting with an existing volume (USERL) asthe root volume.

0 $ ALLOCATE DRA2 DEV1
9%OCL- | - ALLOC, DRA2: all ocated
$ ALLOCATE DRA3 DEV2
9%OCL- | - ALLOC, DRA3: all ocated

O $ I NITIALI ZE/ SYSTEM DEV2 USER2

0 $ MOUNT/ SYSTEM BI ND=USER_SET DEV1, DEV2 USER1, USER2
9VIOUNT- | - MOUNTED, USER1 mount ed on _DRA2:
9OVIOUNT- | - MOUNTED, USER2 mount ed on _DRA3:

0 $ SHOW LOG CAL/ SYSTEM D*

( LNVBSYSTEM TABLE)

" DBGHI NPUT" = " SYS$I NPUT: "

" DBGBOUTPUT" = " SYS$SOUTPUT: "

" DDP$DI S" = " SYS$MANAGER: DDP. DI S"

" Dl SK$USERL" = "DRA2: "

" Dl SK$USER2" = " DRA3: "

" Dl SK$USER_SET" = "DRA2: "

" DI SK$VAXVMSRLO52" = " DUAO: "

" DTR$LI BRARY" = " SYS$SYSROOT: [ DTR] "

$

0 $ COPY WORKL: [ BROWN] EXAVP5. COM
_To: DI SK$USER_SET: [ SM TH EXAVP5. COM
$ DI RECTORY DI SK$USER SET: [ SM TH]

D rectory DI SKSUSER SET: [ SM TH]

EXAMPS. COM 1

Total of 1 file.

0 $ DI SMOUNT DEV1

$ SHOW LCGQ CAL/ SYSTEM D*

( LNMBSYSTEM TABLE)
" DBGSI NPUT" = " SYS$I NPUT: "
"DBGBOUTPUT" = " SYS$SOUTPUT: "
"DDP$DI S* = " SYS$MANAGER: DDP. DI S"

" DI SK$VAXVMSRLO52" = " DUAO: "
" DTR$LI BRARY" = " SYS$SYSROOT: [ DTR] "
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Example Notes: Creating a Volume Set
Notes on the Creating a VVolume Set example include:

0 Allocate two disk devices for the volumes USER1 and USER?2, and give them
the logical names DEV 1 and DEV 2 respectively. After allocating the devices,
the user loads the volumes (USER1 and USER?) into their respective drives.
(USER1 is an existing volume; USER2 is a new volume.)

O Initialize USER2 to delete old files and to create a Files-11 structure. The
/SY STEM quadlifier setsthe owner UIC to [1,1] and the protection code to
(S:RWCD,0:RWCD,G:RWCD,W:RWCD).

0 Bind the volumes into the disk volume set, USER _SET. The /SYSTEM
qualifier makes the volume set public. The root volume (USER1) containsthe
directory structure for the entire volume set.

0 A logical name was not included in the MOUNT command. Therefore, the
system creates the logical names DISK$USER1, DISK$USER?2, and
DISK$USER_SET by default.

If you mount USER_SET at alater time, you could include a logical name for
the volume set in the MOUNT command. In that case, the system would not
create the default logical name in the form DISK $volume_set_name. For
example, the following command includes the logical name USERS, which
can be used as the name of the volume set in subsequent commands.

$ MOUNT/ SYSTEM DEV1, DEV2 USER1, USER2 USERS

0 Copy afile from another disk to adirectory on the volume set. (The [SMITH]
directory already existed on the USER1 volume. It is now a directory on the
volume set.) The system stores the file on the volume in the set that has the
most unused space.

(0 Dismount the entire volume set by dismounting one member of the volume set.
Because the volume set was mounted using the /SY STEM quadlifier, the
devices have already been deallocated. Therefore, they are now available for
other users.

[0 When you dismount a volume set, the system deletes the logical names it
created during the mount procedure
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Handling Common Volume Problems

Overview

Common volume problems include shortage of disk space, incorrect file
ownership, fragmentation of disk space, incorrectly dismounted disks, and
incorrect volume labels.

Topics
In this section the following topics are discussed:
m  Setting file characteristics
m  Defragmenting adisk

m  Rebuilding incorrectly dismounted disks
m  Specifying a new volume label
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Setting File Characteristics

One way to manage the use of disk volumes isto modify certain characteristics of
files. The system manager can specify expiration dates for files, set version limits
to enable automatic purging of files, and change file ownership if it has been set
incorrectly.

SET FILE Command
Use the SET FILE command to modify the characteristics of files.
Format:
m  Thefile-spec specifies one or more files to be modified.
m If you specify more than one file, separate them with commas.
(Wildcard characters are allowed.)
File Characteristics That Can Be Modified

The following table lists some of the file characteristics you can modify using the
SET FILE command.

To modify this Use this qualifier:
characteristic...
Expiration date /EXPIRATION_DATE

/INOEXPIRATION_DATE
Assigns an expiration date to the specified files. Later, you can
use DELETE/EXPIRED to delete files whose expiration date
has passed.

Version limit /VERSION_LIMIT[=n]
Specifies the maximum number of versions allowed for the
specified file. If the version limit is exceeded, the earliest version
of the file is deleted from the directory without notification to the
user.

Owner /OWNER_UIC[=uic]
Specifies an owner UIC for the file. The default is the UIC of the
current process.
The OpenVMS operating system records the use of disk space
on a UIC basis. Therefore, changing the owner UIC of a file
changes which disk quota entry the space is recorded under.
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Modifying the Action of the SET FILE Command

The following table lists some of the qualifiers you can use to modify the action of
the SET FILE command.

To request this action... Use this qualifier:

Select files belonging to a /BY_OWNERJ=uic]

particular UIC. Selects only those files whose owner UIC matches the
specified UIC. The default is the UIC of the current
process.

Exclude a specified file (or /EXCLUDE=(file-spec],...])

files) from the SET FILE Wildcard characters are allowed.

operation.

Confirm the SET FILE /CONFIRM

operation. /NOCONFIRM

Controls whether a request is issued before each SET FILE
operation to confirm that the operation should be performed on
that file. The default is NOCONFIRM.

Log the operation. /ILOG

Displays the file specification of each file modified as the SET
FILE command executes.
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Example: Changing File Characteristics

The following example changes the ownership, expiration date, and version limit
of afile.

0 $ D RECTARY RULL TEST. QM
D rectory WHYSGBDUAD: [ USER1]

TEST.CM 1 FlelD (1620, 1, 0)
0 S ze: 13 Onner : [ USER1]
Qeated: 9-NO~-1999 14: 25:03. 66
Revi sed: 22- NO-1999 16: 00: 20. 22 (3)
O Expires: <None specified>
Backup:  <No backup recor ded>
F le organi zation: Sequenti al
Fle attributes: Alocation: 3, Extend: 0, Qobal buffer count: O

O No version [imt
Record fornat: Variabl e | ength, naxi num12 bytes
Record attributes: Carriage return carriage control
RVB attributes: None

Journal i ng enabl ed: None
F le protection: System RMED, Ganer: RMED, G oup: RE, VWorl d:
Access Ontrl List: None

Total of 1 file, 1/3 bl ocks.
$
0 $ SET FLE / OMER=USER / EXPI RATI ON DATE=0 / VERSI ON LI M T=3-
$ /LG5 TEST. M
O 9&ET-1- MDD Fl BED, WHYSCBDUAO: [ USERL] TEST. M 1 nodi fi ed
$
0 $ D RECTCRY/ FULL TEST. M

D rectory WHYSGBDUAD: [ USER1]

TEST. QM 1 FlelID (1620, 1,0)
0 S ze: 1/3 Onner : [ USER?]

Q eat ed: 9- NO~- 1999 14: 25: 03. 66

Revised: 22-NOV-1999 11:21:37.92 (4)
O Expires: 22-NOv 1999 00: 00: 00. 00

Backup:  <No backup recor ded>

F le organi zation: Sequenti al

Fle attributes: Alocation: 3, Extend: 0, Qobal buffer count: O
O Version linmt: 3

Record fornat: Variabl e | ength, nmaxi num12 bytes

Record attributes: Carriage return carriage control

RVE attributes: None

Journal i ng enabl ed: None
F le protection: System RMED, Ganer: RMED, G oup: RE, VWorl d:
Access Ontrl List: None

Total of 1 file, 1/3 bl ocks.
$
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Example Notes: Changing File Characteristics
Notes on the Changing File Characteristics example include:
(0 Display full directory information about TEST.COM.
The owner UIC of thefileis[USER1].
The file has no expiration date.
The file has no version limit.

[ I R N

Change several characteristics of the file and request that the name of the file
be displayed when the operation takes place.

The log message.
Redisplay the directory information.
The owner UIC of thefileis now [USER?2].

The file now has an expiration date that defaults to the current date because O
was specified as the date.

O 0o o d

O Thefile now has aversion limit of 3.
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Defragmenting a Disk

Disk Fragmentation

Disk files are not written contiguously on the disk. When afile is written to the
disk, the OpenV M S operating system looks for space to write the file. The file
may be written to two or three areas of the disk. Over time the available space on
the disk becomes more and more fragmented and, as aresult, files written to the
disk are also fragmented.

Using BACKUP to Defragment a Disk

Y ou can use the BACKUP command to defragment a disk. The contents of a badly
fragmented disk should be copied to another disk of the same or larger size using
the /IMAGE qualifier. Thiswill make all of the files contiguous and leave a large
contiguous chunk of free space.

m  The output volume must be mounted using the /[FOREIGN qualifier.
m  Nofileson the disk should be open by any other users.

Handling Files Marked NOBACKUP

When performing an image backup to disk, all files on the disk must be copied.
Some users may have flagged a file NOBACKUP because there is no need to back
up afilethat is available from another source. Thisis done using the SET
FILE/NOBACKUP command.

$ SET FI LE/ NOBACKUP fil e_nane. t xt

When defragmenting a disk, you must include these flagged files in the copy
operation. Use the BACKUP qualifier IGNORE=NOBACKUP to include these
files.

Example: Using BACKUP to Defragment a Disk

In the following example, the fragmented disk DMAZ2: is backed up to DMAL..

$ MOUNT/ FORElI GN DVA1:
%VOUNT- | - MOUNTED, nount ed on NODE$DIVAL:
$ BACKUP/ | MAGE/ | GNORE=NCBACKUP DMA2: DIVAL:
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Rebuilding Incorrectly Dismounted Disks

Incorrectly Dismounted Disks

A disk will be incorrectly dismounted if there is a system failure, or if someone
powers off adisk drive without dismounting the disk. If adisk isincorrectly
dismounted, free space and storage allocation inconsistencies may resullt.

Rebuild the disk to correct problems resulting from incorrect dismounting.

Automatically Rebuilding a Disk

Rebuilding takes place automatically when you mount an improperly dismounted
disk.
m  Usethe MOUNT/NOREBUILD command to prevent rebuilding.

m  The MOUNT/NOREBUILD command should be used in the startup
command procedure to mount each disk in an OpenVMS Cluster system. If
this command is not used, processes using the disk will hang until the rebuild
completes.

m If thesystemdisk isrebuilt at startup time, and the system disk is also being
served by the MSCP server, the cluster can hang indefinitely.

To prevent this situation on any system that serves a system disk or that boots
from a served system disk, use AUTOGEN to set the SY SGEN parameter
ACP_REBLDSY SD to 0. This parameter defaults to O for satellites; you must
set it for boot servers.

Explicitly Rebuilding a Disk

Use the SET VOLUME command to explicitly rebuild adisk. If you are not the
owner of the volume, this command requires a system UIC or SYSPRV privilege.

Format:
SET VOLUME/REBUILD device-name]:]
If the disk does not need to be rebuilt, this command has no effect.

Sample commands:

$ SET VOLUME/ REBU LD SYS$SYSDEVI CE
$ SET VOLUME/ REBU LD $1$DUA1:

Delaying a Disk Rebuild Operation

There is no risk to dataintegrity by not rebuilding adisk at startup time. The worst
consequence is that some free space is not available until the disk is rebuilt.

Disks can be rebuilt at a more convenient time, such asin abatch job at an off-
hour.
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Specifying a New Volume Label

One response to an "incorrect volume label” error is to specify a new volume label.
For example, when using standalone backup to make a full backup of a disk, the
volume label of the target disk is changed to match that of the source disk if no
new label is specified.
Using the SET VOLUME Command
To specify a new volume label, use the SET VOLUME command.
Format:
SET VOLUME device[:] /LABEL =label
Privileges required for the command are:
m  Write access to the index file of the volume
m  SYSPRV if not using the SY STEM account

Example: Specifying a New Volume Label

In the following example, the volume label is changed from WOOD to PAPER.
$SHOVDEV CE $1$DUC7

Devi ce Devi ce Eror \ol une Free Trans Mt
Nane S at us Qount Label B ocks Count Mt
$1$DUCT: (BARNLV  Mbunt ed 0 VWD 1140414 1 12

$SET VALUME $1$DUC7 / LABH =PAPER
$SHONVDEM CE $1$DUC7

Devi ce Devi ce Eror \ol une Free Trans Mt

Nane S at us Qount Label B ocks Count Mt

$1$DUCT: (BARNLM  Mbunt ed 0 PAPER 1140414 1 12
$
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Summary

Concepts

Review of OpenVMS Device Concepts

SCSI Clusters

Every device has a unique name in the format of ddcu.

Any OpenVMS node in a cluster can mount an M SCP served device and
access it asif it were alocal device.

Two formats are used in naming devices in an OpenVMS Cluster system:
*  node$device
+  S$alocation-class$device

One of the benefits of OpenVMS Cluster systems is that multiple computers
can simultaneously access storage devices connected to an OpenVMS Cluster
storage interconnect. Together, these systems provide high performance and
highly available access to storage.

With OpenVMS AlphaVersion 6.2 or later, you can connect multiple Alpha
hoststo asingle SCSI bus to share direct access to SCSI storage devices.

Review of System Directories

OpenV MS operating system files are stored in special disk locations. These
files and locations are named using standard systemwide logical names.

Obtaining Information About Volumes

Public volumes are accessible to all system users.
Private volumes are accessible by a single user or group of users.

Each volume has a volume label, owner, and user name encoded on the
volume.

Use the SHOW DEVICE command to obtain information about volumes.
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Preparing Volumes for Use

Use the ALLOCATE command to gain exclusive access to a device.
Before you can write files or datato a disk or tape, the volume must be
initialized.

A volume must be mounted before its contents can be accessed.
Dismount a volume to make its contents unavailable for further access.
Deallocate a device to free it for use by other users.

To create a public volume, initialize and mount it with the /SY STEM
qualifier.

A volume set consists of two or more volumes logically bound together. The
OpenV MS operating system treats a volume set as one large volume.

Handling Common Volume Problems

Rev. 0.11

Use the SET FILE command to modify file characteristics including
expiration date, version limit, and owner UIC.

Use the BACKUP command to defragment a disk.

If adisk isincorrectly dismounted, free space and storage alocation
inconsistencies may result. To correct this, the disk should be rebuilt.

Use the SET VOLUME command to specify a new volume label.
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Commands

Obtaining Information About Volumes

SHOW DEVICE
Displays information about devices.

Preparing Volumes for Use

ALLOCATE

Obtains exclusive access of a device for a process.
INITIALIZE

Formats a disk or tape volume and writes a label on the volume.
MOUNT

Makes a disk or tape volume available for processing.
DISMOUNT

Closes a mounted disk or tape volume for further processing and deassigns the
logical name associated with the device.

DEALLOCATE

Makes an allocated device available to other processes, but does not deassign any
logical name associated with the device.

INITIALIZE/SYSTEM device-namg[:] label
Initializes a public volume.

MOUNT/BIND

Creates avolume set.

DISMOUNT device-name]:]

Dismounts a volume set.

DISMOUNT/UNIT device-namq|:]
Dismounts one volume of a volume set.
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Handling Common Volume Problems

Rev. 0.11

SET FILE

Modifies the characteristics of one or more files.
BACKUP

Used to defragment a disk by making files contiguous.
MOUNT

Automatically rebuilds an improperly dismounted disk.
SET VOLUME

Explicitly rebuilds an improperly dismounted disk, or specifies a new volume
label.
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About This Module

Introduction

The OpenVMS operating system offers a variety of ways that the system manager
can customize the system. The system environment can be customized by
modifying system startup files and system parameters. The system manager can
customize the environment for al users or for specific groups of users by using
login command procedures.

This module introduces these customizable components and describes the stepsto
take to modify them.

Objectives
To perform basic system customization tasks, you should be able to:
m  Namethe standard system startup files and describe their functions.

m  Describe the functions of the various login command procedures used on an
OpenVMS system.

m  Display and manipulate system parameters.
s Update the DECnet remote node database.
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Customizing System Startup Files

Overview

Topics

Rev. 0.11

Several command procedures are invoked when an OpenVMS system boots. To
customize the computing environment, you need to know the order in which these
files execute and the functions they perform.

System startup files should be modified when:

The system isfirst installed

New physical resources are added
Software products are installed

There is a change in system resources

In this section the following topics are discussed:

Optional files

Site-independent startup file

Configuring devices

Defining systemwide logical names
Installing page and swap files
Performing site-specific startup functions
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Optional Files

Adding or Deleting Files

The OpenVMS operating system lets you customize the size of the operating
system by deleting or adding optional system files, including support for
DECwindows software. Thisis particularly valuable for small systems or systems
with limited disk space.

Depending on the system you are using, you can add or delete files in one of the
following ways:

On VAX systems, by using the OpenVMS tailoring utilities:
*  VMSTAILOR: appliesto optional system files
« DECWSTAILOR: appliesto support for DECwindows

To delete from or add files to the system disk, you identify classes and
subclasses of operating system files. Y ou can delete or add an entire class or
selected subclasses of files within aclass. If you delete files, you can add
them again at any time using VMSTAILOR or DECW$TAILOR and your
operating system distribution media.

On Alpha systems, by using the POLY CENTER Software Installation utility
(PCSI). You add or delete files by selecting or deselecting PCSI options and
suboptions.

To invoke PCSI for this purpose, use either of the following methods:
e Enter the command $ PRODUCT RECONFIGURE

* Invokethe PCSI Matif interface and select the Reconfigure option on
the Mode menu.
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Site-Independent Startup File

STARTUP.COM

Rev. 0.11

The site-independent startup file SY S$SY STEM:STARTUP.COM contains
commands needed to initialize any OpenVMS system. To understand the
operations performed in system startup, you should know what STARTUP.COM
does.

This command procedure should not be modified. If acommand in
STARTUP.COM does not create the environment that you want, you should
override that command with a command in the site-specific startup files rather than
change the command in STARTUP.COM.

A database file named VM SSPHASES.DAT determines the order of the phases of
the startup procedure. It is a sequential list of the phases that STARTUP.COM
starts; it includes a series of four basic phases (INITIAL, CONFIGURE, DEVICE,
and BASEENVIRON) needed to start the operating system, followed by a series of
phases for layered products. Do not modify VMS$PHASES.DAT. To gart up
correctly, the system requires that the contents of this file remain intact.
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Sequence of Operations for Startup
STARTUP.COM controls the following sequence of operations:

1.

N o g A

10.

Definition of logical names needed for basic operations, and installation of
images listed in SY SSMANAGER:VMSIMAGES.DAT.

Executes SY SBMANAGER:SY CONFIG.COM.

Automatically configures the device driver database, locates all standard
devices attached to the system, and loads and connects their device drivers
with one of the following commands:

¢ OnVAX systems, the SY SGEN command AUTOCONFIGURE ALL
*  On Alphasystems, the SY SMAN command 1O AUTOCONF GURE

If the symbol STARTUP$SAUTOCONFIGURE_ALL isdefined as0 or
FALSE in SY SSMANAGER:SY CONFIG.COM, this step is not performed.

SWAPFILEL.SYS, if present, isinstalled.
The CONFIGURE process starts.
SY SSMANAGER:SYLOGICALS.COM defines systemwide logical names.

SYSSMANAGER:SATELLITE_PAGE.COM mounts the satellite's local
disk and installs the page and swap files on the satellite's local disk.

SY SSMANAGER:SY PAGSWPFILES.COM installs page and swap files.

SY SSMANAGER:SY SECURITY.COM mounts or defines any disks that
hold security auditing log files or local security archive files.

SY SSMANAGER:SY STARTUP_VMS.COM executes site-specific
customization commands.
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Component Files Used by STARTUP.COM

SY S$SY STEM:STARTUP.COM uses a series of component files that accomplish
many functions. These functions include:

Assigning logical names required by certain OpenVMS system software
components

Assigning logical names to the OpenVMS system directories
Starting up system processes such as:

« JOB_CONTROL

* QUEUE_MANAGER

« OPCOM

* ERRFMT

Installing known images

Connecting all standard devices

Calling the site-specific startup command procedures

These component files are located in a set of directories associated with the
systemwide logical name SY S$STARTUP.

How STARTUP.COM Starts the System
STARTUP.COM starts up the system using four basic phases:

INITIAL
CONFHGURE
DEVICE
BASEENVIRON

STARTUP.COM usesthree datafiles, located in SY S$STARTUP:
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VMS$PHASES.DAT determines the order of the phases during the startup
procedure.

VMS$VMS.DAT isthe datafile for starting the base operating system
environment.

VMSSLAY ERED.DAT isthe datafile for layered productsthat are installed
at system startup.
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Do Not Modify Site-Independent Files

All major releases and some minor releases of the OpenVMS operating system

delete and replace STARTUP.COM. The system manager should not modify this
file.

Never modify VM S$PHASES.DAT or VMS$VMS.DAT. These files contain

important site-independent information that can change from one operating system
release to the next.
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Configuring Devices

SYCONFIG.COM

SY SSMANAGER:SY CONFIG.COM is a site-specific command procedure
invoked by STARTUP.COM. Thisfile is used to connect special devicesto the
system and to load their 1/0O drivers.

Use of SYCONFIG.COM

Y ou can add commands to SY SBSMANAGER:SY CONFIG.COM to connect and
configure nonstandard devices or unusual device settings each time the system
starts:

m  OnVAX systems, SY SGEN CONNECT commands
s OnAlphasystems, SYSMAN IO CONNECT commands

Y ou can also optionally place MOUNT commands in this file. However, most
sites mount the remaining disks using SY STARTUP_VMS.COM.

When SY CONFIG.COM completes, control is returned to STARTUP.COM.
STARTUP.COM automatically connects all remaining devices and loads their [/0O
drivers.

Example: SYCONFIG.COM
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On VAX systems, you can enter SY SGEN commands like the following to
connect nonstandard devices:

$!

$! SYS$SSTARTUP: SYCONFI G. COM

$!

$! Set virtual terminals....

$!

$ RUN SYS$SYSTEM SYSGEN

CONNECT VTAO/ NOADAPTER/ DRI VER=TTDRI VER
CONNECT TDAO/ NOADAPTER/ DRI VER=TDDRI VER
EXIT

$ EXIT

On Alpha systems, you can enter SY SMAN commands like the following:

$!

$! SYS$SSTARTUP: SYCONFI G. COM

$!

$! Set virtual terminals....

$!

$ RUN SYS$SYSTEM SYSMAN

| O CONNECT FTAO: / DRI VER=SYS$FTDRI VER/ NOADAPTER
EXIT

$ EXIT
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Defining Systemwide Logical Names

SYLOGICALS.COM

SY SSMANAGER:SYLOGICALS.COM isasite-specific command procedure
invoked by STARTUP.COM. Thisfile is used to define systemwide logical
names. A template file is supplied by Compag.

How to Create System Logical Names
Use the ASSIGN or DEFINE command to create system logical names.
Format:

ASSIGN/SYSTEM equivalence logical-name
DEFINE/SYSTEM logical-name equivalence

s These commands require SY SNAM privilege.
m  Usethe/NOLOG qualifier with either DEFINE or ASSIGN to reduce the
amount of printout on the console terminal during system startup.
How to Delete System Logical Names
Use the DEASSIGN command to delete system logical names.
Format:
DEASSIGN/SY STEM logical-name
This command requires SY SNAM privilege.

Standard Logical Names

The following table lists some standard logical names defined in
SYLOGICALS.COM.

This logical name... Represents:

SYS$SYLOGIN The systemwide login command procedure

SYS$SANNOUNCE A line of text, or the name of a file containing text, that is
displayed when a user presses the Return key to log in

SYS$SWELCOME A line of text, or the name of a file containing text, that is

displayed after a user successfully logs in
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Executive-Mode Logical Names

Rev. 0.11

Security considerations require you to define some systemwide logical names as
executive-mode logical names. Whenever you decide to define a systemwide
logical name, consider its use by privileged images, or in situations when the
integrity of the system could be compromised by incorrect logical names.

Logical names for some system components and files must be defined in executive
mode. During critical situations, only executive-mode and kernel-mode logical
names are used by the operating system; supervisor-mode and user-mode logical
names are ignored.

Examples of components and files you would set up executive-mode logical names
for:

m  Public disks and directories

m  SYSUAF.DAT

m  RIGHTSLIST.DAT

= VMSMAIL_PROFILE.DATA
= NETPROXY.DAT
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How to Create Executive-Mode Logical Names

To define an executive-mode logical name, use the ASSIGN or DEFINE
command.

Format:

ASSIGN/SYSTEM/EXECUTIVE equivalence logical-name
DEFINE/SYSTEM/EXECUTIVE logical-name equivalence

Examples:

$ ASS| GV SYSTEM EXECUTI VE SECURE: [ ADM N] CLASS. DAT CLASSES
$ DEFI NE/ SYSTEM EXECUTI VE CLASSES SECURE: [ ADM N] CLASS. DAT

Example: Assigning Site-Specific Logical Names

The following command procedure is a sample portion of SYLOGICALS.COM,
the command procedure used to assign site-specific system logical names.

$!

$! Assign site-specific |ogical nanes

$!

$ ASS QY SYSTEM BEXEQUN VE NOLGG O SKSUSER [ PUBLI G SYS$PUBLI C
$ ASS QY SYSTEM BEXEQUTI VE NOLGG O SKSUSER [ TAOLY SYS$TAALS

$ ASS QN SYSTEM BEXEQUN VB NOLGG "This is the MENTCR syst ent
SYSSANNONCE

$ ASS QV SYSTEM EXEQUT VEH NOLGG " @ YSSMANACER V. GOME. TXT
SYSSVA COME

$!
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Example: SYLOGICALS.COM

The following is an example of a SYLOGICALS.COM:
$ ! SYSESTARTUP: SYLAQ CALS. M

$ !

$1

$ ! Define any site-specific |logical names bel ow

$ !

$ ! This includes site-specific cluster conmon file definitions (previously
$! defined inthe site-specific file SYEM RON GV .

$ ! The user shoul d include definitions that define the |ocation of

$ ! SYSUAF, NETUAF, WBWN L, R GHTSLI ST, NETNCDE REMOTE, and LMF$LI CENSE
$ ! Include a MONTI/ SYSTEM command for the disk that these files reside on.
$ ! See SYSBEXAVPLES (LU MONT_DO SK M for the recomrmended net hod of doi ng
this.

$ !

$ node = f $get syi (" nodenane")

$ !

$ ! Define clusterw de systens operations |ogicals

$ !

$ ASS GV SYSTEM EXEC WIRK4: [ COMMON_SYSEXE]  SYS$OOM FI LES

$ ASS GV SYSTEM EXEC SYS$QOM Fl LES; SYSUAF. DAT SYSUAF

$ ASS GV SYSTEM EXEC SYS$QOM Al LES; NETPROXY. DAT NETPROXY

$ ASS GV SYSTEM EXEC SYS$QOM Al LES; R GHTSLI ST, DAT R GHTSLI ST

$ ASS GV SYSTEM EXEC SYS$QOM Al LES; WBWA L_PRCH LE DATA WBWN L_PRCAI LE
$ ASS GV SYSTEM EXEC SYSSOOMVIN [ SYSEXE] NETNCDE. REMOTE. DAT NETNCDE._REMOTE
$!

$ ASS GV SYSTEM EXEC 7 MN L$SYSTEM FLAGS

$ ASS QY SYSTEM EXEC SYSEGOMMON [ SYSMER SYLGE N SYSESYLAA N I'renove . com
for MR Al
$ ASS QV SYSTEM BEXEC " Sof tware Qour se Devel opnent " PSMANNOLNCE | Header to
printouts

$ ASS QN SYSTEM BEXEC -
Node: "' node'
UNAUTHOR ZED ACCESS | S PRCH B TED
SYSSANNOUNCE
$ ASS QY SYSTEM BEXEC' @YSSCOMMIN [ SYSMER VIHLGOME TXT"  SYSSVWH.GOME
$ ASS QY SYSTEM 0 SHUTDOANSM N MUM M NUTES
$! Location of GOMMIN systemreports
$ ASS QY SYSTEM BEXEQ TRANS=( TERM GONCEAL)  $1$DUAM: [ SYSBINFQ ] SYSHI NFO
$!
$! Define the location of the WIRK4: [ TEMPLATH directory
$ DEF NH EXEQ SYSTEM TEWPLATES  WRK4: [ TEWPLATES
$ !

$ ! Define logical nane for DECgraph
$ ASS QY SYSTEM SYSSCOMMON [ DECGRAPH  GRAPHSLI BRARY
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$ !

$ 'Define logical nanes specific to Satellite nodes

$! IF (" 'node'" .BE®B "MPPET') . (R ("''node'" .EEB "BONKRS') THEN $Q0TO
a_NIE

$ ! DEF NE / SYSTEM/ EXEC DOCHBATCH "' ' node' _ DOCBBATCH'

$ !

$A _NTIE

SEXT
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Installing Page and Swap Files

SYPAGSWPFILES .COM

SY SSMANAGER:SY PAGSWPFILES.COM is a site-specific command
procedure invoked by STARTUP.COM. Thisfile is used to install page and swap
files on disks other than the system disk.

Installing Page and Swap Files

Rev. 0.11

Before invoking SY PAGSWPFILES.COM, the system activates the following
filesif they exist in SY S$SY STEM:

s» PAGEFILE.SYS
m SWAPFILE.SYS
=  SYSDUMP.DMP
STARTUP.COM then invokes SY PAGSWPFI LES.COM.

To activate additional page and swap files, insert whatever commands are needed
for the installation. These may include:

m  MOUNT, to mount disks containing additional page and swap files
m  SYSGEN, to create and/or install additional page and swap files
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Example: Installing Page and Swap Files

The following is a sample SY PAGSWPFILES.COM file, which ingtalls a page file
and aswap file.

SET NOON

SET NOCONTRCL_Y

I

I SYS$MANAGER: SYPAGSWPFI LES. COM

I Sanpl e system page and swap file conmand procedure
I

MOUNT/ SYSTEM $1$DUA4: PGSWP

RUN SYS$SYSTEM SYSGEN

| NSTALL $1$DUA4: [ SYSEXE] PACGEFI LE. SYS/ PAGEFI LE
| NSTALL $13$DUA4: [ SYSEXE] SWAPFI LE. SYS/ SWAPFI LE
EXIT

$ EXIT

BB APPHH AR
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Performing Site-Specific Startup Functions

SYSTARTUP_VMS .COM

SY SSMANAGER:SY STARTUP_VMS.COM s the final site-specific command
procedure invoked by STARTUP.COM. A templatefile is supplied by Compag.

Functions of SYSTARTUP_VMS Command Procedure

SYSTARTUP_VMS.COM is used to accomplish functions not covered by the
other site-specific command procedures, such as:

Mounting public disks

Setting device characteristics

Starting queues and enabling autogtart for queues
Installing known images

Installing resident images (Alphaonly)

Setting up the OpenVMS InfoServer Client software
Running the System Dump Analyzer (SDA)

Purging unwanted operator log files

Submitting batch jobs that are run at system startup time
Creating systemwide announcements

Starting up the LAT protocol software

Starting up the DECnet for OpenVMS network
Starting the DIBOL Message manager

Defining the number of interactive users

Using Separate Site-Specific Command Procedures
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Use separate site-specific command procedures to perform major functions. This
enables you to:

Keep SYSTARTUP_VMS.COM small and manageable.
Edit asmall file to change the effects of any startup function.
Reduce the chance of accidental editing.

Allow clean, separate execution of functions after the system has been
started.

This capability is sometimes needed when certain failures occur and the function
needs to be reactivated. An example of this is when, for some reason, the queue
manager process must be restarted. When this happens, you need to restart the
print and batch queues. If you put al the initialization and startup functions for
system queues in a separate file, you only need to execute that particular file to
restart your entire queue system.
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Example: SYSTARTUP_VMS .COM

The following is an example of a SYSTATUP_VMS.com file:

SET NOON
SET NOCONTROL_Y

!
I SYS$MANAGER: SYSTARTUP_VNMS. COM

| Sanple site-specific systemstartup command procedure
!

!

Create | ogical name for supporting comrand procedures
DEFI NE/ NOLOG STARTUP_PROCS SYS$SYSROOT: [ SYSMGR. STARTUP]
!

I Mount site-specific volunes
@TARTUP_PROCS: MOUNTDSK. COM

!

I Set device characteristics

@TARTUP_PROCS: DEVI CES. COM
I

I Define and start print queues

@TARTUP_PROCS: START_PRNT_QUEUE. COM
|

I Define and start batch queues

@TARTUP_PROCS: START_BATCH_QUEUE. COM
|

! Install known inages

@TARTUP_PROCS: | NSTALL. COM
I

I Start DECnet software

@YS$SMANAGER: STARTNET. COM

!

I Start LAT network

@YS$SMANAGER: LTLOAD. COM

!

! Create reports about the last systemfailure
@TARTUP_PROCS: REPORT_FAI LURE. COM

!

! Purge old versions of systemlog files
PURGE/ KEEP=3 SYS$MANAGER: *. LOG

!

I Set the maxi mum nunber of interactive users
STARTUPS$I NTERACTI VE_LOG NS == 40

!

I Announce availability of the systemto all terminals
SUBM T STARTUP_PROCS: START_ANNOUNCE. COM

!

I End of SYS$MANAGER: SYSTARTUP_VNMS. COM

EXIT

e R R R R e A R A R AR R e e AR e R R R R R R R e R
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Customizing Login Command Procedures

Overview
The OpenVMS operating system allows you to specify the user's environment in
the form of login command procedures.
Topics
In this section the following topics are discussed:
m  Introduction to login command procedures
m  Usesfor login command procedures
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Introduction to Login Command Procedures

Login Command Procedures

Login command procedures are executed each time an interactive process or batch
jobis created. They can be:

m  User specific
m  Group specific
m  Systemwide

m  Other

Location of Login Command Procedures
The operating system expects to find login command procedures in:
m  Systemlogical name SY S$SY LOGIN (systemwide procedure)

m  LGICMD field in each user's UAF record (specific procedure assigned by the
system manager)

m  Default user login file LOGIN.COM

Order of Execution of Login Command Procedures
The login command procedure execution sequence is as follows:
m  If SYS$SYLOGIN is defined, execute the command procedure it designates.
m If LGICMD contains the name of a command procedure, execute it.
m If LGICMD isblank, execute SY SBLOGIN:LOGIN.COM.

Determining Execution Mode

Login command procedures are executed at the beginning of batch and network
jobs, as well as before interactive jobs. Y ou can use the lexical function FSMODE
in alogin command procedure to determine the type of job that is executing. The
procedure can then branch to sequences of commands appropriate for that type of
job.
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Uses for Login Command Procedures

Common uses of login command procedures include:
m  Personal login only

m  Systemand personal login

s Systemand group login

Captive login

Personal Login Command Procedures

System

System
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In a system where users execute only a personal login command procedure, the
system logical name SY S$SY LOGIN is undefined.

Users create the file LOGIN.COM in their own login default directoriesto
customize their own environments. In the user authorization file, LGICMD does
not have to be defined.

and Personal Login Command Procedures

To cause both a system and personal login command procedure to be executed
when userslog in:

s Create acommand procedure to customize a common user environment for
all users on the system.

m  Define the system logical name SY S$SYLOGIN to point to this command
procedure.

m  Userscan create afile, LOGIN.COM, in their own login default directoriesto
customize their own environments. LGICMD does not have to be defined in
the UAF record.

and Group Login Command Procedures

To cause both a system and a group login command procedure to be executed
when userslog in:

s Create acommand procedure to customize a common user environment for
all users on the system.

m  Define the system logical name SY S$SYLOGIN to point to this command
procedure.

= Group managers can create a command procedure to customize a common
user environment for all usersin their group.

n In the user authorization file, each user's LGICMD is defined as the file
created for that user's group.
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Captive Login Command Procedures

When users log in to an account that has a captive login command procedure, the
login procedure runs an application for them. They interact only with that
application, and never reach DCL command level.

To set up acaptive account:

m  Createalogin procedure that customizes the user environment and prevents
the user from changing it.

m  Setthe LGICMD field for the account to specify the captive login command
procedure.

m  Setthe CAPTIVE flag in the UAF record for the captive account.

The SYS$SYLOGIN definition is optional. This affects captive and noncaptive
users.
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Customizing System Parameters

Overview

Topics

Rev. 0.11

The data structures and files that the OpenVMS system needs for its operation
occupy physical memory and disk storage. System performance is best when the
sizes of the system data structures and files match the system resources.

When the system is installed or upgraded, the system parameters and file sizes are
automatically set by AUTOGEN.COM, acommand procedure supplied by
Compag. Once your system has been operational, you may need to adjust some of
these values.

When the physical resources of a system are changed, system parameter values
and file sizes should also be recomputed.

In this section the following topics are discussed:
m  System parameters

m  Tools for maintaining system parameters

m  Reconfiguring the system with AUTOGEN
m  Maintaining parameters with SY SMAN
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System Parameters
OpenV MS operating system parameter s control such things as:
m  Sizesof OpenVMS data structures in memory
m  Number of installed image files
m  Sizesof systemfiles

Default Parameter Values

To ensure that system parameter values reflect current hardware resources, the
system automatically determines and records these hardware resources when the
OpenV MS system software is installed.

After compiling a current list of the hardware, the system computes the appropriate
parameter values. These parameters become the default parameter values for the
system; they are listed under the column named CURRENT in the output display
of parameters and are stored in the following default parameter files:

m OnVAX systems, SYS$SYSTEM:VAXVMSSY S.PAR
m  On Alphasystems, SYS$SY STEM:ALPHAVMSSY S.PAR
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Installed Images

The system creates a default list of imagesto be installed at system startup based
on the size of physical memory and other factors. Thislist isstored in
SY SSMANAGER:VMSIMAGES.DAT.

System Files

Certain system files must reflect the system they are on. These are also customized
when you ingtall the system software to reflect the physical memory size and disk
capacity of your system.

The following table lists the system files and their functions.

This file... Performs this function::
Page file Manages virtual memory
SYS$SYSTEM:PAGEFILE.SYS

Swap file Manages physical memory use
SYS$SYSTEM:SWAPFILE.SYS

Dump file Saves a copy of physical memory
SYS$SYSTEM:SYSDUMP.DMP when the system fails
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Tools for Maintaining System Parameters

The following tools can be used to maintain system parameters:

SY S$SY STEM:SY SGEN.EXE — utility

SY SSUPDATE:AUTOGEN.COM — command procedure (recommended
method)

SY S$SY STEM:SY SMAN.EXE — utility
SYSBOOT — conversational startup

System Generation Utility, SYSGEN

The system generation utility (SY SGEN) is a system management tool that
performs privileged system configuration functions:

Creates and modifies system parameters (not recommended)
Loads device drivers
Creates/installs additional page and swap files

AUTOGEN Command Procedure

SY SSUPDATE:AUTOGEN.COM, the AUTOGEN command procedure, performs
the following functions:

Determines hardware resources

Computes system parameters

Creates alist of image filesto install
Calculates size of page, swap, and dump files

When you boot your system during installation, AUTOGEN generates system
parameters that are suitable for your hardware configuration. However, if you have
an unusual hardware configuration or special workload requirements, you may
want to modify some system parameters and rerun AUTOGEN.

Note
A Compag recommends the use of the AUTOGEN command procedure when

modifying system parameters and creating and adding page and swap files.
Use of SYSGEN is not recommended for this purpose.
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System Management Utility, SYSMAN

The system management utility (SY SMAN) centralizes the management of nodes
and OpenVMS Cluster environments. Rather than logging in to individual nodes
and repeating a set of management tasks, SY SMAN allows you to define your
management environment to be a:

s Particular node
m  Group of nodes
m  OpenVMS Cluster environment

With sufficient privilege, you can manipulate system parameters on other nodes
from your local node. SY SMAN executes these tasks on all nodes in the target
environment.

Conversational Startup
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OpenVMS processors that use a boot command procedure permit you to perform a
conversational startup. During a conversational startup, an experienced system
manager can perform the following tasks:

s Specify a minimum startup.

m  Select an alternate file as the source of system parameter values.
m  Set and show system parameters.

m  Specify an alternate site-independent startup procedure.
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Reconfiguring the System with AUTOGEN

AUTOGEN.COM

The AUTOGEN.COM command procedure establishes initial values for all
configuration-dependent system parameters so that they match your particular
configuration.

Functions of AUTOGEN.COM

The AUTOGEN command procedure runs automatically at system installation,
and performs the following functions:

Determines system hardware resources

Records appropriate system configuration (to be established at startup)
Sets system parameter values using SY SGEN utility

Creates list of imagesto ingtall

Creates system files using SY SGEN utility

Optionally reboots the system to allow new parametersto take effect

When You Should Run AUTOGEN
Y ou should run AUTOGEN:

During a new installation or upgrade.
When system physical resources change.
When system workload changes significantly.

When you add a layered (optional) software product. The product installation
guide tells you what parameters you need to adjust.

When you install a shared image.
To specify a system parameter value or file size manually.

Y ou can also use AUTOGEN when you want to specify a system parameter or file
size. Because the value of one parameter can affect the values of other parameters,
AUTOGEN recalculates values and sizes whenever you manually change a single

parameter value or system file size.

When AUTOGEN Changes Take Effect

The changes made by AUTOGEN do not take effect until the next time the system
is rebooted. For this reason, you can optionally have AUTOGEN reboot the
system or manually reboot the system at a more convenient time.
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Running AUTOGEN
To run AUTOGEN, use the following syntax:
@SY SSUPDATE:AUTOGEN [start-phase] [end-phase] [mode]

m  The dart-phase parameter specifies the initial AUTOGEN operation to be
performed.

m  The end-phase parameter specifiesthe final AUTOGEN operation to be
performed.

m  The mode parameter specifies the execution mode, either FEEDBACK or
NOFEEDBACK, to determine whether AUTOGEN uses dynamic feedback
datain its calculations. (This parameter is only used with SAVPARAMS or
GETDATA asthe start phase.)

Privileges Required to Run AUTOGEN

To make changes to the current parameter values, you need write access to the
parameter file:

m OnVAX systems, SYS$SYSTEM:VAXVMSSY S.PAR
= On Alphasystems, SYS$SYSTEM::ALPHAVMSSY S.PAR

AUTOGEN Phases

AUTOGEN executes all of its phases in sequence, from the specified start phase
through the specified end phase. The following table liststhe AUTOGEN phases,
in the order of execution.

This phase... Performs this function::

SAVPARAMS Records feedback data

GETDATA Collects data required for calculation

GENPARAMS Calculates parameter values and file sizes, and generates a list
of images to install

TESTFILES Displays calculated file sizes

GENFILES Generates new files

SETPARAMS Saves calculated parameters

SHUTDOWN Shuts down the system

Use the AUTOGEN HELP command to obtain information about AUTOGEN and
its phases.

$ @YS$SUPDATE: AUTOGEN HELP
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Steps for Changing System Parameters Without Changing File
Sizes

To change system parameters without changing file sizes:

m  Enter the following command to instruct AUTOGEN to gather information,
perform calculations, and generate reports.

$ @YSSUPDATE: AUTOGEN SAVPARAMS GENPARANMS
n Review these files;

PARAMS.DAT (information required for AUTOGEN calculations)
SETPARAMS.DAT (calculated parameters)
AGEN$PARAMS.REPORT (report on feedback data)

m If you want to change any parameters, edit MODPARAMS.DAT and rerun
AUTOGEN asin step 1.

m  If you are satisfied with the contents of SETPARAMS.DAT, enter the
following command:
$ @BYSSUPDATE: AUTOGEN SETPARAMS REBOOT

This command updates the system parameter values and reboots the system
to install these values.

Note
A It is not necessary to have AUTOGEN rebooat the system. This can be done
later at a more convenient time using SY S$SY STEM:SHUTDOWN.COM.

Steps for Changing System Parameters and File Sizes
To change system parameters and file sizes:

1. Enter thefollowing command to cause AUTOGEN to display its calculations
of system file sizes:

$ @BYSSUPDATE: AUTOGEN SAVPARAMS TESTFI LES
2. Examine the output from AUTOGEN regarding the file size calculations.

If you want to change file sizes, edit MODPARAMS.DAT and rerun
AUTOGEN asin step 1.

4. If you are satisfied with the calculations made by AUTOGEN, continue by
entering the following command to reboot the system with the new file sizes:

$ @YSSUPDATE: AUTOGEN GENPARAMS REBOOT
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Example: MODPARAMS.DAT
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The following example displays the MODPARAMS.DAT file for the node
DITTO. Notethat each system manager has initialed his or her changes to thefile.
!

I MODPARAMS. DAT for node DI TTO

I

SCSSYSTEM D = 2197

SCSNCDE = "DITTO "

PAGEFI LE = 60000

ADD GBLPAGES = 425+507+157 ! CMS, BLISS32 and ADA (FJM

9/ 13/ 91)
ADD_GBLSECTI ONS = 4+5+2 I OVS, BLISS32 and ADA (FJM
9/ 13/ 91)

LOCKI DTBL = 2048 | For RDB (AB 9/25/91)
RESHASHTBL = 16384 | Raised for CDD 40+ (DE

2/ 22/ 92)

M N_VI RTUALPAGECNT = 136100 ! For VTX (VHM 5/25/92)
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Maintaining Parameters with SYSMAN

SYSMAN
The System Management utility (SY SMAN) enables you to manipulate system
parameters on al nodes in the management environment you define.
SYSMAN PARAMETERS Command

Use the SYSMAN PARAMETERS command to manipulate system parameters
and parameter files.

Format:
PARAMETERS subcommand
OPER privilege isrequired to run SY SMAN.

SYSMAN PARAMETERS Subcommands
The following table summarizes the SY SMAN PARAMETERS subcommands.

To perform this function... Use this subcommand
Initialize the current work area with system parameter values. USE
Display the values of system parameters in the work area; as SHOW

well as the default, minimum, and maximum values of the

parameters and their units of measure.

Modify the value of a system parameter in the work area. SET
(Does not modify parameter files, current system parameter file,

or active system parameters.)

Write the system parameter values to a parameter file, to the WRITE
current system parameter file, or to the active system in

memory.

(Requires SYSLCK privilege.)
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Displaying Parameters

Rev. 0.11

To display system parameters, use the SHOW subcommand of the SY SMAN
PARAMETERS command.

Format:

PARAMETERS SHOW parameter-specification
Specify any of the following:

m  Name of asingle parameter

m  Name of agroup of parameters

m A period(.)

Thisisinterpreted as arequest for the parameter specified in the last
PARAMETERS SET or PARAMETERS SHOW command.

The parameter name can be abbreviated, but it must be unique or SY SMAN
selectsthe first parameter that matches.
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Example: Displaying System Parameters

The following example uses the SY SMAN PARAMETERS command to display a
group of active system parameters.

0 $ SET PROCESY PR VI LEGE=CPER
$ RN SYSESYSTEM SYSVAN
O SYSMAN> SET BNV RONMVENT/ NODE=BARNUM
OBYSVAN | - ENV, current command envi ronnent :
I ndi vi dual nodes: BARNUM
Wsernane SYSTEM w Il be used on nonl ocal nodes

0 SYSMAN> SET PRCH LE PR M LEGEEOQVBEXEC

O SYSMAN> PARAMETERS SHOWN/ ACP

0 9%GYSVAN | - USEACTNCD, a USE ACTI VE has been defaul ted on node BARNUM
Node BARNUM Paraneters in use: ACTI VE
Par anet er Nane Qurrent  Default Mninum  MxinmumUhit Dynamic

ACP_MULTI PLE 0 0 0 1 Bool ean D
AP _SHARE 1 1 0 1 Bool ean
ACP_MAPCACHE 8 8 1 -1 Pages D
ACP_HODRCACHE 36 128 3 -1 Pages D
ACP_D RCACHE 36 80 2 -1 Pages D
ACP_D NDXCACHE 9 25 2 -1 Pages D
AP VWRKSET 0 0 0 -1 Pages D
ACP_H DCACHE 64 64 0 -1 FHle-lds D
ACP_EXTCACHE 64 64 0 -1 Extents D
AP EXTLIMT 100 100 0 1000 Percent/10 D
ACP_QUOCACE 21 64 0 - 1 Wsers D
AP _SYSACC 4 8 0 -1 Drectories D
AP_MAXREAD 32 32 1 64 B ocks D
ACP_WNDON 7 7 1 -1 Pointers D
ACP_WR TEBACK 1 1 0 1 Bool ean D
ACP_DATACHEXK 2 2 0 3 B t-nmask D
AP BASEPR O 8 8 4 31 Priority D
ACP_SWPFLGS 14 15 0 15 B t-nask D
AP XP RES 1 1 0 1 Bool ean
AP REBLDSYSD 1 1 0 1 Bool ean

Example Notes: Displaying System Parameters
Notes on the Displaying System Parameters example include:
0 OPER privilege is needed to run SY SMAN.
Establish the target node.
Set the privilege needed to enable the next command.
Display the value of a group of parameters. You can display a specific parameter.

O O o d

USE ACTIVE is assumed, meaning that the active parameters are displayed.
(Refer to the SY SGEN documentation for details on the use of USE ACTIVE,
USE DEFAULT, and USE CURRENT.)
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Maintaining the DECnet for OpenVMS Remote Node
Database

Overview

Topics
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Whenever someone adds a new node to the DECnet for OpenVMS network, or
changes its name or address, you need to update the remote node database on your
system.

The remote node database is part of the DECnet configuration database, which is
maintained with a utility called the Network Control Program (NCP).

This section introduces the configuration database and NCP, and then describes
the commands you use to update the remote node database to reflect changes in the
network.

In this section the following topics are discussed:
m  DECnet configuration database

s Using NCP

m  Adding remote nodes

s Changing aremote node entry

m  Removing remote nodes
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DECnet Configuration Database

The DECnet configuration database contains data about the network. There are
several different types of datain the database, including:

m  Nodes— other systems connected to the network (this chapter coversthe
maintenance of node data)

m  Objects— network applications on the local node

m  Circuits— communication paths established between nodes by the DECnet
software

m Lines— physical data paths between nodes

The DECnet configuration database consists of two distinct databases, one
permanent and one volatile.

Every node in the network has its own DECnet configuration database. The
information in the database is initialized when the DECnet software is first
configured.

Permanent Database

The permanent database is a collection of filesin SY S$SY STEM that contain
permanent settings for the network parameters.

Features of the permanent database include:
m |tresideson disk.
m It providesinitial values for the volatile database.
s Changesto the permanent database take effect the next time the DECnet
software is started up.
Volatile Database

The volatile database is a memory-resident image containing current information
about network management components.

Features of the volatile database include:

m It alows changesto be made while the DECnet software is running.
m  Changesto the volatile database take effect immediately.

m  Vauesinthe volatile database are lost when the systemis shut down.
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Using NCP

NCP
The Network Control Program (NCP) utility provides commands to configure,
control, monitor, and test a DECnet network.
Invoking NCP
To invoke NCP, enter the following command:
RUN SYS$SYSTEM:NCP

Example:
$ RUN SYS$SYSTEM NCP

NCP>
Exiting from NCP

To end an NCP session, enter EXIT or press Ctrl/Z.

NCP>EXI T
$

NCP Commands for Maintaining the Configuration Database

To maintain the DECnet configuration database, use these NCP commands:

Function Command for Volatile Command for
Database Permanent Database

Create/modify parameters SET DEFINE

Delete parameters CLEAR PURGE

Display parameters SHOW LIST
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Privileges Needed to Use NCP

The database is protected against tampering by nonprivileged users, so you must
be logged in to a privileged account to access the permanent database or modify
the volatile database. Thistable lists the privileges required for various NCP

commands.
Command(s) Privilege(s) Reason
SHOW None SHOW does not affect either database, nor does
it access the permanent database.
SET, CLEAR OPER These commands affect the volatile database
only, but must still be used with caution.
LIST SYSPRV The LIST command displays information from the

permanent database. Only users with system
privilege can access the permanent database. To
display password information, BYPASS privilege
is needed as well.

DEFINE, PURGE OPER, SYSPRV These commands manipulate the permanent
database. OPER is needed to manipulate any
database; SYSPRYV is needed to access the
permanent database.

Protection on Database Files

To ensure that users cannot access the permanent database without SY SPRV
privilege, the protection mask for the NET*.DAT filesin SYS$SY STEM is set by
default to:

= (SRWED,O:RWED,G,W)

Y ou may want to monitor these values regularly using the DIRECTORY
/PROTECTION command to ensure that no tampering has occurred.
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Adding Remote Nodes

Identifying Remote Nodes

Each node in a DECnet for OpenVMS (Phase 1V) network is identified in your
remote node database by two values:

m  The node name, which consists of up to six alphanumeric characters
m  Thenode address, in the form aa.nnnn, where:

e aaistheareanumber (from1to 63, or O if the network is not divided
into areas)

e nnnn isthe node number within the area (from 1 to 1024)

For each node, both the name and address must be entered in the remote node
database. Otherwise, users cannot perform DECnet operations such as sending
mail or transferring files to that node (unless they know the node's address).

Guaranteeing Unigue Names and Addresses
Every node in the network should have a unique name and a unique address.

Because the DECnet software does not automatically detect conflicting names or
addresses, someone must act as a network administrator, assigning names and
addresses to physical nodes and guaranteeing that they are unique.

If the network is divided into multiple areas, the network administrator needs some
knowledge of DECnet routing mechanisms.

Strategy for Setting Up Node Names

As network manager, you are allowed to assign some or all of the namesrelated to
clusters and networking. Y ou can, if you like, assign a different name to each
object in the system. However, such an approach might easily confuse your users.

Compag recommends that you establish a system for assigning names. Assigning
names in a systematic way will save you and your users time and trouble.
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Example: Setting Up a Node Name

The following table shows how you might set up a node name.

Name for...

Example

DECnet/OSI full name

OMNI:.US.Massachusetts.Boston.RUBY

DECnet/OSI node synonym

RUBY

DECnet for OpenVMS node name RUBY
SCS node name RUBY
LAT service name RUBY

TCP/IP name

ruby.omni.com
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Steps for Adding a Node

To add a node to the remote node database, follow these steps:

1.

Rev. 0.11

Obtain the node name and address from the network administrator or the
system manager of that node.

Make sure that neither the name nor the address is currently defined in the
remote node database. There are two waysto do this:

Enter the NCP command SHOW KNOWN NODES and examine the
resulting list of names and addresses.

Enter the NCP command SHOW NODE node-name or SHOW NODE
address.

If the name and address appear together in the output, the node is correctly
defined and you need not continue with this procedure.

If the name appears with a different address, or the address appears with a
different name, you must remove that information from the database.

Use the DEFINE NODE command to add the node to the permanent
database. This command can take one of two forms:

DEFINE NODE node-name ADDRESS address
DEFINE NODE address NAME node-name

Use the SET NODE ... ALL command to copy the node information from the
permanent database into the volatile database. This command can take one of
two forms:

SET NODE node-name ALL
SET NODE address ALL

If you wish, enter a SHOW KNOWN NODES or SHOW NODE command to
confirm that the node was added with the correct name and address.
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Example: Adding a Remote Node

This example shows how to add a node named TOY S with address 3.4 to the
remote node database.

0 NOP>SHON KNOM NCDES
Known Node Vol atile Summary as of 20-NO- 1999 14:28: 12

Executor node = 26.60 (LU Q)

Sate =on
Identification = DEhet for QpenWs V7. 2
Node Sate Active Delay Qrcuit Next node
Li nks

4.20 (F GEN QW0 26.15 (CvAPS)
24.29 (ANCHR QW0 26.15 (CvAPS)
26.15 (CYALPS) QW0 26.15 (CvAPS)
26.61 (ENI 1 1 QW0 26.15 (CvAPS)
26.130 ( SVBVAX) QW0 26.15 (CvAPS)
26. 143 (PARRONN QW0 26.15 (CvAPS)

26. 148 ( TBDB) QW0  26.15 (CYCLPS)

[ NGP>CEF NE NCZE 3.4 NAME TOYS
0 NOP>SET NOE 3.4 ALL
[0 NOP>SHON KNOM NCDES
Known Node Vol atile Summary as of 20- NO- 1999 14: 30: 22

Executor node = 26.60 (LU Q)

Sate = on
Identification = DEhet for CpenWs V7. 2
Node Sate Active Delay drcuit Next node
Li nks

3.4 (TOYS QW0 26.15 (CYALPS)
4.20 (F GEN QW0 26.15 (CYALPS)
24.29 (ANCHR QW0 26.15 (CYALPS
26.15 (CvaAPy QW0 26.15 (CYALPy
26.61 (ENI 1 1 QW0 26.15 (CYALPS)
26.130 ( SVBVAX) QW0 26.15 (CYALPS)
26. 143 (PARRONN QW0 26.15 (CYAPS

26. 148 ( TBDB) QW0  26.15 (CYCLPS
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Example Notes: Adding a Remote Node

Notes on the Adding a Remote Node example include:

[0 Make surethat neither the name nor the address is currently defined in the
remote node database.

[0 Add the node to the permanent database.
[0 Copy the node information from the permanent database into the volatile database.
(0 Confirm that the node was added correctly.

Procedure for Copying Known Nodes
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If you have many nodes to add to the remote node database, it may be
cumbersome to enter DEFINE NODE and SET NODE commands for each node.
An alternative isto copy the entire remote node database from another system by
using the following procedure:

1. Addanode to the database that has a complete list of node definitions.
NCP>SET NODE 2.4 NAME COOKIE

2. To copy the remote node information from node COOKI E to both the
permanent and volatile databases, use one of the following commands:

To preserve any node definitions that exist in the databases:
NCP>COPY KNOWN NCDES FROM COCKI E TO BOTH

To empty the databases before repopulating them with information from a
remote node:
NCP>COPY KNOWN NODES FROM COCOKI E TO BOTH W TH PURGE

3. Usethe SHOW KNOWN NODES or LIST KNOWN NODES command to
ensure that the remote nodes are defined on your system.
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Changing a Remote Node Entry

Reasons for Changing a Remote Node Entry
There are several reasons for changing a remote node entry:

m  The node changes its address (perhaps because of a change in physical
location, which may bring it into a different area).

m  The node changes its name (perhaps to conform to a new naming convention,
or perhaps to avoid conflicts when two networks are merged).

m  Thenode name is misspelled or the address is entered incorrectly.

How to Change a Remote Node Entry

Y ou can change a remote node's node name or node address by reentering the node
in your database with the new name or address.
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Example: Changing a Remote Node Entry

In this example, the address of node SPRUCE is changed from 26.89t0 4.118 in
the remote node database. Before setting a new address for SPRUCE, two
precautionary measures are taken:

1. Clearing the node SPRUCE, which removes the node from the volatile
database

2. Purging the node SPRUCE, which removes the node from the permanent
database

NCP>SHOWNDE SPRICE

Node Vol atile Sunmary as of 20- NO-1999 14: 32: 12

Node Sate Active Delay drcuit Next node
Li nks
26.89 (SPRUE®) Q-0 26. 143
(PARRO)
NCP>

NCP>CLEAR NCDE SPRUCE ALL

NCP>PURCE NCDE SPRUCE ALL
ONCP- | - SUOCESS, Success

Renot e node = 26.89 (SPRIE)
ONML- | - RECCHLET, Database entry del et ed
NCP>SET NCDE SPRUCE ADDRESS 4. 118
NCP>SHONVNCCE SPRUICE

Node Vol atile Sunmary as of 20- NO-1999 14: 46: 53

Node Sate Active Delay Qdrcuit Next node
Li nks
4.118 (SPRIE) QW0 26. 143
(PARRO)
NCP>
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Removing Remote Nodes

If aremote node is being permanently removed from the network, you should
remove its name and address from your remote node database to prevent conflicts
if its name or address is reused.

Procedure for Removing a Remote Node

To remove a remote node from the remote node database:

1
2.

Make sure the node is in the database by using a SHOW NODE command.

Use the CLEAR NODE command to remove the node entry from the volatile
database.

Use the PURGE NODE command to remove it from the permanent database.

Y ou may want to enter a SHOW NODE command to confirm that the node is
no longer in the volatile database, and a LIST NODE command to confirm
that it is no longer in the permanent database.

Example: Removing a Remote Node

This example shows how to delete a node named ZODIAC from the remote node
database.

O NP>SHONNIE ZzAd AC

Node Vol atile Sunmary as of 20- NO-1999 14: 45: 43

Node Sate Active Delay Qdrcuit Next node
Li nks
26.190 (ZA AQ QW0 26. 143
(PARROY)
NCP>

O NCP>CLEAR NOCE ZAD AC ALL
O NCP>PURE NE ZAD AC ALL

O

NCP>SHOWVNCDE ZQDl AC

Node Vol atile Summary as of 20-NO- 1999 14:47: 33

ONCP- WUNROWP,  Lhrecogni zed conponent , Node

Example Notes: Removing a Remote Node
Notes on the Removing a Remote Node example include:

O

U
U
U

Make sure the node is in the database.

Remove the node entry from the volatile database.
Remove the node entry from the permanent database.
Confirm that the node is no longer in the volatile database.
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Summary

Concepts

Customizing System Startup Files

The site-independent system startup file, STARTUP.COM, is responsible for:
e Starting up other system startup files that must be run

*  Executing autoconfiguration commands, unless canceled by the user

* Installing optional swap files

Starting the configuration process, if the parameter is set accordingly

SY SSMANAGER:SY CONFIG.COM is used to connect special devicesto
the system and to load their 1/0O drivers.

SY SSMANAGER:SYLOGICALS.COM is used to define systemwide logical
names.

SY SSMANAGER:SY PAGSWPFILES.COM s used to install page and swap
files on disks other than the system disk.

SY SSMANAGER:SY STARTUP_VMS.COM s the site-specific command
procedure invoked by STARTUP.COM.

Customizing Login Command Procedures
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The OpenVMS operating system allows you to specify the user's
environment using login command procedures.

Login command procedures can be user specific, group specific, systemwide,
and other.

User-specific login command procedures define the environment for each
individual user.

Systemwide login command procedures define the environment for all users.

Group login command procedures define the environment for a group of
users.

Other login command procedures, such as captive command procedures, are
created by the system manager or the user.
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Customizing System Parameters

The system manager can modify system parameters to control such things as.
*  Sizesof OpenVMS data gructures in memory

e  Number of installed image files

*  Sizesof systemfiles

The OpenVMS operating system provides a variety of tools to modify system
parameters.

The AUTOGEN command procedure is the recommended method for
changing system parameters and file sizes.

Use the SY SMAN utility to maintain system parameters in more than one
computer system.

Maintaining the DECnet for OpenVMS Remote Node Database

There are two DECnet configuration databases:
. Permanent
* Volaile

The Network Control Program (NCP) is used to manipulate DECnet
databases.

When a node is added to the network, the information in the remote node
database must be modified.

When the characteristics of a node are changed, the information in the remote
node database must be modified.

When a node is removed from the network, the information in the remote
node database must be modified.
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Commands

Customizing System Startup Files
AUTOCONFIGURE ALL

On VAX systems, SY SGEN command to connect and configure nonstandard
devices.

IO CONNECT

On Alphasystems, SY SMAN command to connect and configure nonstandard
devices.

ASSIGN/SYSTEM[/EXECUTIVE]

Creates a systemwide logical name, optionally in executive mode.
DEFINE/SYSTEM[/EXECUTIVE]

Creates a systemwide logical name, optionally in executive mode.
DEASSIGN/SYSTEM

Deletes a systemwide logical name.

INSTALL file-specification/PAGEFILE
INSTALL file-specification/SWAPFILE

SY SGEN commands to install page and swap files.

Customizing Login Command Procedures
MODIFY user /LGICM D=file-specification

AUTHORIZE command that specifies a login command procedure for auser.

Customizing System Parameters
@SY SSUPDATE:AUTOGEN [start-phase] [end-phase] [mode]
Invokes the AUTOGEN command procedure.
PARAMETERS SHOW parameter-specification
SYSMAN command to display the value of a parameter or a group of parameters.
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Maintaining the DECnet for OpenVMS Remote Node Database
RUN SYS$SYSTEM:NCP
Invokes NCP.
SHOW KNOWN NODES
NCP command to display all nodes in the volatile database.
LIST KNOWN NODES
NCP command to display all nodes in the permanent database.
SHOW NODE node-name
NCP command to display a single node in the volatile database.
DEFINE NODE address NAME node-name
NCP command to register a node address and name in the permanent database.
SET NODE node-name ALL
NCP command to update the volatile database for a node.
CLEAR NODE node-name ALL
NCP command to remove all information for a node from the volatile database.
PURGE NODE node-name ALL
NCP command to remove all information for a node from the permanent database.

5-50 Rev. 0.11



Installing Layered Products
Module 6

Rev. 0.11 6-1



OpenVMS System and Network Node Management Il

About This Module

Introduction

A variety of optional (layered) software products are available to run under the
control of the OpenVMS operating system. To use these products you must
purchase a license that comes in the form of a product authorization key (PAK).

Install layered software products after installing the OpenVMS operating system
and running the User Environment Test Package (UETP). Use
SY SSUPDATE:VMSLICENSE.COM to register the PAK for the product.

To ingtall layered software products on the system disk, you use either the
VMSINSTAL command procedure or the POLY CENTER Software Installation
utility (if supported by the particular layered product). To complete the installation
of a layered software product, you might also need to modify limitsin UAF
records, create new directories and logical names, change system parameters, as
well as other tasks.

Some layered software products are part of the OpenVMS kit and require no
further installation. These system integrated products include:

m  DECnet for OpenVMS

m  OpenVMS Cluster software

m  Volume Shadowing for OpenVMS
m  OpenVMS RMS Journaling

Some layered software products must be installed in a certain order. Read the
product’s installation guide to find out what the order is.

Rev. 0.11



Installing Layered Products

Overview

This module presents the basic concepts used in installing layered software
products. Topics covered include:

m  Theresponsibilities of managing product licenses
s Thestepsused in ingtalling layered software products

Objectives
To ingtall layered software products, you should be able to:
m  Describe the License Management facility (LMF).

s  Usethe License Management utility (LICENSE) to manage the software
license database.

m Install layered software products on a single OpenVMS system or in an
OpenV MS Cluster environment.
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Managing Product Licenses

Overview

Many Digital software products, including the OpenVMS operating system,
require that a product license be registered and activated in the license database, a
new database provided specifically for license information.

Install the license by copying information from a paper product authorization
key (PAK). You enter product licenses into a clusterwide database.

As each node is started up, licenses are loaded into alicense database in memory.

m  Productson any node in the cluster check the license database to determine
whether a particular use of the product is licensed or not.

m  Therearethree basic types of licenses:
* Availability license — Allows the use of a product on a host

* Activity license — Allows a specific number of concurrent usersto
access a product

*  Personal uselicense — Allows a specific number of named users
unlimited access to a product

Products can also be grouped together under asingle license so that asingle
license will enable the use of several products.
Topics
In this section the following topics are discussed:
m  License Management facility (LMF)
m  License Management utility (LICENSE)
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The License Management Facility

The License Management Facility (LMF) provides a variety of system-level
software components used to maintain software license information in the
LICENSE database.

Components of the LMF
Components of the LMF include:
m  LICENSE database

Rev. 0.11

Holds all information about licenses. The database is managed by the
LICENSE utility.

SY SSCOMMON:[SY SEXE]LMF$LICENSE.LDB isthe default
location.

If there is more than one system disk in the cluster, the logical name
LMFS$LICENSE should point to a single database for the cluster
containing all product licenses for all cluster hosts. This can be defined
in SYLOGICAL.COM.

If there isno disk accessible to all hosts, separate databases should be
maintained identically.

m  License management utility (LICENSE)

DCL-level interface to the LMF on the OpenV MS operating system.

m  SYSSUPDATE:VMSLICENSE.COM

A command procedure to assist you in registering your licenses in the
license database.

Avoids the cumbersome, error-prone typing of the LICENSE
REGISTER command.

Can be used in place of the LICENSE LIST and LICENSE MODIFY
commands.

Entered datais retained to be used as default data during the next PAK
registration or license management task.

Task can be specified on the DCL command line to bypass first menu in
the VM SLICENSE procedure (@SY SSUPDATE:VMSLICENSE.COM
REGISTER).

Can register PAKs using batch processing. Data fileis entered as a parameter

when you invoke the COM file.
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License Units

The following list defines the concept of license unit:

Element that specifies how much product use a license authorizes.

Number of individual units purchased with any license is specified by the
PAK.

Each processor has a series of license unit requirements.

Products query the LMF to determine if there are sufficient units available to
activate the product.
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Activity Licenses

Rev. 0.11

An activity license determines the number of concurrent users allowed for a
product at onetime.

The user can be anywhere in the cluster.

Different hosts may require different numbers of units per user. If the PAK
lists avalue in the Activity field, the unit requirement is that value and isthe
same for all userson all nodes.

As each user activates the product, the number of available units decreases.
If there are not enough available units, that user gets an error message.

When a user stops using the product, the units they were using become
available.

Use the SHOW LICENSE/USAGE command to monitor activity license
usage by users.
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Product Usage with Activity License in a Cluster

As an example, say a product called QUERY has an activity license for 1000 units
in acluster consisting of:

= VAX 8650
= VAX 8350
s Three VAXstation 2000 systems

As each user anywhere in the cluster accesses QUERY/, the number of units
required per user by that host will be subtracted from the number of units available
to al other hogts in the cluster.

m  Eight users onthe VAX 8650 require 8x75=600 units.

m  Fiveusersonthe VAX 8350 at the same time require an additional 5x60=300
units.

s Thisleavesonly 100 units.
s Allows each of the three VAXstation 2000s to have one user of QUERY .
m  Thenext user anywhere in the cluster would receive an error message.
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License Management Utility

LICENSE isa DCL-level interface to the license management facility (LMF) on
the OpenVMSS operating system.

Entering LICENSE Commands

To use the license management utility (LICENSE), enter the LICENSE command
and the desired LICENSE subcommand and qualifiers at the DCL prompt ($).

Format:
LICENSE subcommand parameter

Y ou can enter short commands on one line;
$ LI CENSE LI ST VAX- VM5/ AUTHORI ZATI ON=USA12345

Or, you can enter long command strings followed by a hyphen (-) before pressing
Return:

$ LI CENSE REG STER FORTRAN /| SSUER=DEC -

_$ / AUTHORI ZATI ONFUSA- 1999 -

_$ / PRODUCER=DEC / UNI TS=1200 / VERSI ON=6. 0 -

_$ / AVAI LABI LI TY=F / CHECKSUM-1- GEAD- M DJ- | DNCG- DLAC

Note
A Thisis not correct license information, see your instructor to obtain aworking
licenseif you need one.

Because LMF may return only a checksum error when you omit or incorrectly
enter information, carefully check the characters that you entered before pressing
Return.

The command procedure SY SBJUPDATE:VMSLICENSE.COM eliminates much
of the typing needed for the LICENSE REGISTER and LICENSE AMEND
commands.
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Privileges Needed to Use LICENSE

Most LICENSE commands require only the privileges needed to access the license
database.

s Normal OpenVMS file protection applies.

s The LMF provides the database with a default file access of read and write
privileges to system-level processes (S:RW).

The LICENSE START, LICENSE LOAD, and LICENSE UNLOAD commands
need the following privileges:

= CMKRNL
= SYSNAM
s SYSPRV

Listing Licenses

To display alisting of licenses registered in the license database, use the LICENSE
LIST command.

To display the licenses active on the current node, use the DCL command SHOW
LICENSE. For OpenVMS VAX Version 6.0, improvements have been made to
the SHOW LICENSE command to make the command consistent with the License
Management utility's LICENSE LIST command. The SHOW LICENSE
command:

m  Listsnames attached to alicense (known as a RESERVE list)
m  Displaysthe new PAK option, RESERVE_UNITS
m Listsall LURT columnsthat are loaded

Loading and Unloading Licenses

The LICENSE LOAD and LICENSE UNLOAD commands let you load and
unload licenses clusterwide.

SYSVAN> LI CENSE LQOAD product [/ DATABASE=f i | espec] [/ PRODUCER=stri ng]
SYSVAN> LI CENSE UNLOAD [ product ] [/ PRIOUCER=st ri ng]
Enabling Licenses

When you enter aLICENSE ISSUE command, LMF disables the license in the
current license database and marks the license disabled. To enable a license that
has been marked DISABLED, enter the LICENSE ENABLE command.
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Sample Product Authorization Key

The following shows an example of a Product Authorization Key:

ER R bk bk Sk b R Rk kb b R Rk bk S R Rk bk b b b bk b R R Rk kb b O R

R R bk bk bk b R Rk kI

PAK | D
| ssuer: DEC
Aut hori zati on Nunber: USA000877

PRODUCT | D
Product Nane: FORTRAN
Pr oducer: DEC

NUVBER OF UNI TS:
Nunber of units: 5000

KEY LEVEL:
Version: 6.0
Product Rel ease Date: 18- FEB-1999

KEY TERM NATI ON DATE:
Key Term nation Date:

RATI NG
Avai lability Table Code: F
Activity Tabl e Code:

M SCELLANEQUS:
Key Options: MOD UNITS
Pr oduct Token:
Har dwar e- | d:
Checksum 1- CCLB- M\NBO- KNNG CBEH

ER R bk bk Sk b R Rk kb R Ik bk b R R Rk b Ik Rk Ik kI kb bk b b Rk

R R bk bk bk b R k]

Note
A Thisis not correct license information. See your instructor to obtain a working
licenseif you need one.
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Example: VMSLICENSE Session

The following is an example of a session using VM SLICENSE:

$ SET DEFAULT SYSBUPDATE
$ @MELI CENSE QM

W\E Li cense Managenent Wility Qpotions:

REQ STER a Product Authori zati on Key

AMEND an exi sting Product Authorization Key
CANCH. an existing Product Authorization Key
LI ST the Product Authori zation Keys

MDD FY an exi sting Product Authorization Key
D SABLE an exi sting Product Authorization Key
CELETE an exi sting Product Authorization Key
QCPY an exi sting Product Authorization Key
MD/E an exi sting Product Authorizati on Key
10. BENABLE an existing Product Authorization Key
11. SHOWthe licenses | oaded on this node

12. SHONthe unit requirenents for this node

CoNoT~WNE

99. EX T this procedure

Type '?" at any pronpt for a description of the infornation
requested. Press Qrl/Z at any pronpt to exit this procedure.

Enter one of the above choices [1]: 1
Do you have your Product Authorization Key? [YES: y

Wse the REQ STER option to add a new license to a |license

dat abase. A Product Authorization Key (PAK) provi des the product
nane and infornation you need to register the license. You nust
enter all the infornation provided by your PAK exactly as it
appear s.

Type '?" at any pronpt for a description of the infornation
requested. Press Qrl/Z at any pronpt to return to the nai n nenu.
Issuer [DEQ: [Return]
Authorization Nunber []: USAD00877
Product Nane []: FORTRAN
Producer [DEQ: [Return]
Nunber of Lhits []: 5000
Version []: 6.0
Key Ternmination Date []: [Return]
Availability Table Code []: F
Activity Table Code []: [Return]
Key ptions []: MDWNTS
Product Token []: [Return]
Hardware-1d []: [Return]
Checksum[]: 1- GOLB- M\BO KNNG (BEH
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Hereis alist of the license infornation just entered:

| ssuer: DEC
Aut hori zati on;: USA000877
Product Nane: FCRTRAN

Producer: DEC
Lhits: 5000
Rel ease Date:

Version: 6.0
Termnation Date:
Availability: F
Activity:
Qotions: MD WINTS
Token:
Hardware | D
Checksum 1- G0LB- M\BO KNNG CBEH

Is that correct? [ YES:
Regi stering FORTRAN | i cense in SYSSCOMMIN [ SYSEXE] LMFSLI CENSE LOB. . .

Do you want to LOMD this license on this systen? [ YES: [Return]
% CENSE- | - LOADED, DCEC FCRTRAN was successful |y | oaded with 5000 units

W\E Li cense Managenent Wility Qpotions:

1. Register a Product Authorization Key
. <other options onmitted fromthis |isting>

Enter one of the above choices [1]: 99
$
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License Management Facility and License Agreements

The terms and conditions of your product contract determine your legal use of
software. The LMF is a management tool that can help you comply with your
license agreement. However, the LMF offers options for many kinds of license
agreements. Using some of these options can be illegal for your specific contract.
Y ou must read your contract carefully to determine which LMF options you can
legally use.

For more information on your legal responsibilities, contact your Digital
representatives.

Hints on Running VMSLICENSE

m If the version number is omitted on the PAK, do not add it when answering
the questions.

m  If you arerepeating the session, the answers that you gave before will be
filled in as the defaults.

s If you need to clear afield, use the backslash ( \).
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Installing Layered Products

Overview

Topics
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For a user to be granted access to a layered software product, you may need to
modify their account privileges or quotas. Some layered software products may
recommend making changes to system parameters using the SY SGEN utility. The
OpenV MS operating system provides two methods for installing layered products:
the VMSINSTAL command procedure and the POLY CENTER Software
Installation utility. Installation of layered software products on a common system
disk requires special consideration.

In this section the following topics are discussed:

Adjusting user privileges and quotas

Adjusting system parameters

Installing layered products on a common system disk

Installations using VM SINSTAL

Installations using the POLY CENTER Software Installation utility
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Adjusting User Privileges and Quotas

Privileges and Quotas

For auser to use alayered product, you may need to modify some user account
privileges or quotas. User account privileges and quotas are stored in the file
SYSUAF.DAT.

How to Adjust User Privileges and Quotas

Use the Authorize utility to verify and change user account privileges and quotas.
To use the Authorize utility, set your default directory to SY S$SY STEM and enter
the DCL RUN AUTHORIZE command as follows:

$ SET DEFAULT SYS$SYSTEM
$ RUN AUTHORI ZE
UAF>

To check aparticular account, enter the SHOW command with an account name.
For example:
UAF> SHOW USER1

To change a privilege or quota, enter the MODIFY command in the following
formeat:

MODIFY user-name/PRIVILEGE=privilege/quota-name=n

The following command adds the NETMBX privilege and modifiesthe BY TLIM
guotafor the USER1 account.

UAF> MODI FY SM TH / PRI VI LEGE=NETMBX / BYTLI M=16384
After you exit the utility, the OpenVMS operating system displays messages

indicating whether or not changes were made. Once you have made the changes,
users must log out and log in again for the new privileges and quotasto take effect.

DEFAULT Account

Whenever a new account is created, its characteristics come from the DEFAULT
account except for the ones that you specify. To change alimit or quotafor any
future accounts, modify them in the DEFAULT account that exists in every

SY SUAF.DAT file.
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Quotas and Resource Limits

There are many quotas and resource limits associated with a process. When a user
logs in to an account, the created process is given the quotas and other limits
defined in the account's UAF record.

Y ou should always refer to the installation guide for the product that you are
installing before beginning the installation. The guide may recommend making
changesto either user quotas or system parameters.

AUTHORIZE Qualifiers for Quota Fields
The following table lists the AUTHORIZE qualifiers for the quota fields and other
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process-related parameters.
Qualifier Function
IASTLM=value Number of ASTs the user can have queued at any one time.
/BIOLM=value Maximum number of buffered I/O operations the user can have

outstanding at any one time.

/BYTLM=value

Maximum number of bytes of nonpaged system dynamic
memory that the user's job may consume at any one time.

/CPUTIME=time

Maximum CPU time a user's process can take per session,
specified as a delta-time value.

/DIOLM=value

Maximum number of direct I/O operations (usually disk) that the
user can have outstanding at any one time.

/ENQLM=value

Maximum number of locks that can be queued at any one time.

/FILLM=value

Maximum number of files that can be open at one time.

[JTQUOTA=value

Initial maximum number of bytes with which the jobwide logical
name table is to be created.

/MAXACCTJOBS=value

Maximum number of batch, interactive, and detached processes
that may be active at any one time for all users of the account.
The default value of 0 represents an unlimited number.

/IMAXDETACH=value

Maximum number of detached processes allowed at any one
time.

IMAXJOBS=value

Maximum number of batch, interactive, detached, and network
processes that may be active at any one time.

/PGFLQUOTA=value

Maximum number of pages the user's process can use in the
system paging files.

/PRCLM=value

Maximum number of subprocesses that can exist at one time for
the user's process.

/PRIORITY=value

Default base priority for all processes created by the user.

/SHRFILLM=value

Maximum number of shared files the user may have open at
any one time.

ITQELM=value

Total number of entries in the timer queue, plus the number of
temporary common event flag clusters the user can have at any
one time.

/WSDEFAULT=value

Number of pages in the user's default working set.

/WSEXTENT=value

Number of pages in the user's working set extent.

/WSQUOTA=value

Number of pages in the user's working set quota.
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Adjusting System Parameters

Some layered product installation guides specify requirements for system
parameters. You can use the SY SGEN utility to adjust the values of the specified
parameters.
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Ensure Number of GBLPAGES and GBLSECTIONS

Some installation guides may specify that you must ensure that you have a certain
number of GBLPAGES (global pages) and GBLSECTIONS (global sections) on
your system. Adjust these as follows:

1. Invokethe Install utility:
$ I NSTALL
2. Display the existing global sections already known to the operating system:
| NSTALL> LI ST/ GLOBAL/ SUMVARY
The Install utility lists the following:
Number of global sections used
Number of global pages used and unused
3. PressCitrl/Z to exit the Install utility.

Example: Output from the LIST COMMAND

The following example shows the commands that you would use to display the
existing global sections and global pages:

$ | NSTALL
| NSTALL> LI ST/ GLOBAL/ SUWWARY

Summary of Local Menory d obal Sections
279 d obal Sections Used, 23722/278 d obal Pages Used/ Unused
I NSTALL> [Crl/ Z]

Use the SY SGEN utility to display the existing number of available global

sections and global pages:
$ RN SYSPSYSTEM SYSEEN

SYSEN> SHONV @BLSECTI ONS

Par anet er Nane Qurrent Def aul t M n. VBX. Lhit Dynanic
@BLSECTI ONS 420 250 60 4095 Sections
SYSEEN> SHONV @BLPAGES

Par anet er Nane Qurrent Def aul t M n. VaX. Lhit Dynanic
@LPAGES 62000 15000 512 4194176 Pages

SYSEN EXT

The system responds with data on global sections and global pages. The current
maximum number of global sections and pages is the first number given in the
respective system response.
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Example: SYSGEN SHOW Command

The following example shows the commands that you would use to display the
available global sections and pages.
$ RN SYSESYSTEM SYSEEN

SYSEN> USE QURRENT
SYSEN> SHONV@BLSECTI ONS

Par anet er Nane Qurrent Def aul t M n. Max. Lhit Dynanic
@BLSECTI ONS 340 250 60 4095 Sections

SYSEN> SHONV @BLPAGES

Par anet er Nane Qurrent Def aul t Mn Max Lhit Dynanic
@LPAGES 24000 10000 512 -1 Pages

SYSEEN EX T

Example Notes: SYSGEN SHOW Command

Compare these numbers with the numbers currently used, as shown by the LIST
command of the Install utility. If fewer than the required number of global pages
or global sections remain, you should increase the number of available global
sections or pages as follows:

m  Edit thefile SYS$SY STEM:MODPARAMS.DAT by adding or modifying
the applicable lines indicated below (n and m are, respectively, the total
number of global sections and global pages required for the new images
added):

m ADD_GBLSECTIONS=n
= ADD_GBLPAGES=m

m  Invokethe AUTOGEN utility to update the GBLSECTIONS and
GBLPAGES parameters:

$ @YSSUPDATE: AUTOGEN GETDATA REBOCOT
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Commonly Changed System Parameters
The following table lists the most commonly changed system parameters for

layered products.

This parameter... Performs this function:

GBLPAGES Establishes the size of the global page table and the limit for the
total number of global pages that can be created

GBLSECTIONS Determines the maximum number of global sections that can be
made known to the system by allocating the necessary storage
for the global section table (GST)

VIRTUALPAGECNT Determines the total number of pages that can be mapped for a
process, which can be divided in any fashion between PO and
P1 space
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Installing Layered Products on a Common System Disk

Things to Know Before Installing a Product
Most installed products go to the common area of the disk by default.
Things to know before installing a product:
m  Doesthe product:
*  Rununder the current version of the operating system?
e Support acluster environment?
* RequireaPAK?
m  Whereto get the answers to these questions:
»  Software Product Description (SPD) for the product
* Installation guide and release notes for the product
» Digital salesor software representative
Y ou can find system and UAF parameter settings in the SPD or the release notes.

Considerations When Installing Products on an OpenVMS Cluster
System

The standard precautions for product installation apply for OpenVMS Cluster
systems. For most products, the only concerns that may require more careful
attention are system parameters and licensing.

m Ingtall layered products as in a nonclustered environment.

m  Performthe actua installation (the documented procedure) once for each
system disk.

s Edit MODPARAMS.DAT to add the required number of global pages and
sections on each node in the cluster.
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When to Run AUTOGEN
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It is recommended that you make the appropriate changes to MODPARAMS.DAT
and run AUTOGEN before installing a layered product.

In acluster, running AUTOGEN on each system would be time consuming. An
efficient way to runit in the cluster would be to run AUTOGEN detached.

The following example shows one way to run AUTOGEN detached in a cluster:

$ RUN SYS$SYSTEM SYSVMWN

SYSVAN> SET ENVI RONVENT/ CLUSTER

SYSVAN> DO RUN DETACH | NPUT=CL. AUTGEEN GOM QUTPUT=CL._ AUTOEEN LG -
_ SYSVAN> / PROCESS=CL. AUTOEEN SYS$SYSTEM LOA NOUT. EXE
SYSVAN> EX T

$

$ TYPE O_AUTGEN OM

$! Q. AJTOEN M

$!

$ @YSSUPDATE: AUTOGEEN GETDATA SETPARAMS NOFEEDBACK
$!
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After Installation
After ingtallation, you should:

m  Create product-specific files in the SY SSSPECIFIC directory on each node, if
necessary. VM SINSTAL informs you if you have to create adirectory in
SY S$SPECIFIC.

m  Modify any filesin SY S$SPECIFIC on each node that the procedure told you
to modify.

= Reboot each node to ensure that:
*  Thenodeis set up to run the product correctly.
*  Thenode isrunning the latest version of the product.

m  Manually run the installation verification procedure (1VP), if you did not run
it during installation.

* Runit fromat least one other node in the cluster, preferably from all
nodes.

 If VMSINSTAL deletesthe IVP, you may be able to restoreit with the
following command procedure:

$ @NE NSTAL product sour ce_devi ce CPTIONS G devi ce: [directory]
$ BACKUP devi ce: [di rectory] product . A SH ECT=KI TI NSTAL. GM devi ce: [ di rect ory]
$ @levice: [directory]: KITINSTAL W _| WP

Do not use search lists when creating files.
m  Use SYS$SPECIFIC or SY SBCOMMON ingtead of SY S$SY SROOT.

m  Use SYS$SPECIFIC:[SY SEXE] or SY SSCOMMON:[SY SEXE] instead of
SYS$SYSTEM.
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Summary of the VMSINSTAL Options
The following table lists the VM SINSTAL options and their functions.

This option...

Performs this function:

A

The auto-answer option makes it easier to reinstall a product by providing
responses to VMSINSTAL questions and prompts during the reinstallation. The
auto-answer option is used most often for reinstalling products after a system is
upgraded.

AWD

The alternate working device option lets you specify an alternate working device
for the temporary working directory. This option enables you to perform an
installation with fewer free blocks on the VMISROOT device than is otherwise
required.

Use the GET save set option to copy the product kit save sets into a disk directory
or other storage device for later installation. When you select option G, all kit save
sets are copied, but no installation is performed.

Use the file log option to log all file activity to the controlling terminal during
installation. File activity is defined as any action that alters the disposition of a file,
such as creating a new file, updating a library, or deleting a file.

Use the release notes option to display or print the release notes file supplied by
the layered product.

Use the alternate root option to install the product in a system root other than that
of the running system. This option makes it possible to test a new product without
disturbing the running system.
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Installations Using the POLYCENTER (PCSI) Software
Installation Utility

POLYCENTER Software Installation Utility

The POLY CENTER Software Installation (PSCI) utility offers rapid installation of
layered products. In addition, this utility does the following:

s  Letsyouinstall many products a the same time (that is, with the same
command)

m  Letsyou remove software products that have been installed using the
POLY CENTER Software Ingtallation utility

m  Provides information about software products

Y ou can use the POLY CENTER Software Installation utility to install those
software products that conform to the utility's installation requirements. A
software product that conforms to these requirements includes an explicit
statement in its installation information to indicate that it can be installed using the
POLY CENTER Software Installation utility.

Y ou can use the POLY CENTER Software Installation utility with either a
DECwindows Motif interface or a DCL keyboard user interface.
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Privilege Needed for the POLYCENTER Software Installation Utility

To usethe POLY CENTER Software Ingtallation utility, you must have the
SYSPRYV privilege on the local node and authorization for the SY SPRV privilege
on any remote node on which you want to use this utility.

Using the DECwindows Motif Interface

To ingtall one or more layered products with the POLY CENTER Software
Installation utility using the DECwindows Motif interface, do the following:

1.
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Enter the PRODUCT command at the DCL prompt ($), as follows:
$ PRODUCT [ Ret urn]

The main window is displayed.

Pull down the Mode menu, and click on Installation.

The Install Product List window is displayed.

To ingtall only one product, double click on the product name or the button to
the left of that product.

To ingtall more than one product, do the following:

Be sure that the Multiple Select Hold button in the upper right portion of the
screenisfilled in. (If the button is clear, click on it onceto fill it in.)

Double click on each of the products that you want to install, scrolling as
needed to find the products. As you choose each one, the diamond to the left
of the product name is partially filled in.

After you have chosen all the productsto install, clear the Multiple Select
Hold button by clicking on it.

When the Selected Products window displays the products that you have
chosen for installation, click on the Install button at the bottom of the screen.
The POLY CENTER Software Installation utility then installs those products.



OpenVMS System and Network Node Management Il

Using the DCL Keyboard Interface

To ingtall one or more layered products with the POLY CENTER Software
Installation utility using the DCL keyboard interface, do the following:

1.

Verify that the logical name PCSI$SOURCE pointsto the correct location for
the products that you want to install, for example SY SSUPDATE.

Obtain a list of the product kitsthat are available for installation on your
system by entering the following command:

$ PRODUCT FI ND *

Enter the PRODUCT INSTALL command at the DCL prompt. For example,
to install COBOL Version 5.0 and LSE Version 3.0, enter the following
command:

$ PRODUCT | NSTALL QCBOL/ VERSI ONS5. 0, LSH VBRI ON=3. 0 [ Ret urn]
The fol Il owi ng products have been sel ect ed:

DEC penWs OBCL 5.0

DEC QpenWS LSE V3.0

Do you want to continue [ YES]) [Return]
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Summary

Concepts

Managing Product Licenses
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Many Digital layered products, including the OpenVMS operating system,
require a license to be loaded on the system before they can be used.

There are three types of licenses:
*  Availability — Allows use of a product on a host

*  Activity — Allows a specific number of concurrent usersto access the
product

*  Personal use — Allows a specific number of named users unlimited
access to the product

Use The License Management Facility (LMF) to maintain license
information on an OpenV MS system.

Components of the LMF include:
*  Thelicense database
* VMSLICENSE.COM

The License Management utility is a command-line interface to the LMF.
The utility allows you to:

o Listal licenses or single licenses

*  Register product authorization keys (PAKS)
*  Modify licenses

* Deletelicenses

*  Show al loaded licenses
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Installing Layered Products

When ingtalling a layered product, you may need to adjust system parameters
such as:

e Global pages (GBLPAGES)
e Global section (GBLSECTIONS)

In aclustered environment, the system manager must decide whether to
install layered productsin the cluster common directories.

VMSINSTAL isacommand procedure used to install layered products.

The POLY CENTER Software Installation utility uses a DECwindows Motif
interface or aDCL keyboard user interface to install layered products.
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Commands

Managing Product Licenses

@SY SSUPDATE:VM SLICENSE
Used to register licenses in the license database.
LICENSE

DCL interface to the License Management Facility.

Installing Layered Products
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AUTHORIZE
Used to check account quotas.
INSTALL LIST/GLOBAL/SUMMARY

Displays the number of global sections used, and the number of global pages used
and unused.

SHOW GBLSECTIONS
SY SGEN command to display the total number of global sections available.
@SY SSUPDATE:AUTOGEN

DCL command to invoke the AUTOGEN utility to automatically adjust system
parameters.

PRODUCT
DCL command to invoke the POLY CENTER Software Installation utility.
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About This Module

Introduction

The OpenVMS operating system provides many tools for monitoring system
behavior. Using these tools, you can examine the activity of the OpenVMS
processes and the utilization of system resources.

At first, you use these tools to become familiar with the characteristics of your
system when it is functioning normally. If you ever observe differences from these
characteristics, a problem may be occurring, and someone experienced in

OpenV MS support can solve the problem using the information displayed by these
tools.

As you become more experienced in system management and start to perform
troubleshooting and system performance management, these same tools provide
you with the information you need to perform those tasks.

This module introduces some commonly used tools and some of their features.

Objectives

To monitor system activity, you should be able to:

= Monitor the OpenVMS cluster system by using the various SHOW
CLUSTER commands.

m  Usethe appropriate DCL commands to help monitor system resource usage.

m  Monitor anetwork using the basic network control program (NCP)
commands.
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Using the Show Cluster Utility

Overview

Topics
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The Show Cluster utility displays a variety of information about an OpenVMS
cluster system. Much of this information is not intelligible without some
knowledge of OpenVMS cluster software internals, but there is some basic
information that is useful for OpenVMS cluster system management.

In this section the following topics are discussed:
m  Show Cluster utility

m  Tailoring the display

s Using aninitialization file
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Show Cluster Utility

The Show Cluster utility monitors nodes in an OpenVMS cluster system and
displays information about activity and performance. Y ou can display this
information at your terminal or storeit in afile.

Running SHOW CLUSTER

There are two waysto run SHOW CLUSTER, yielding two different types of
displays.

m  SHOW CLUSTER yields a one-time display.

m  SHOW CLUSTER/CONTINUOUS yields a dynamic display that is
continuously updated.

In either case, SHOW CLUSTER provides a view of the cluster as seen from a
single node, rather than a complete view of the cluster.
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Example: SHOW CLUSTER Default Display

By default, the display produced by SHOW CLUSTER looks like this:
$ SHOW CLUSTER

View of Cluster from system ID 62838 node: NEAT 23-SEP-1999 10:01:13

o e ooa o e e e e oo +
| SYSTEMS | MEMBERS |

Example Notes: SHOW CLUSTER Default Display

The display shows these fields, in order from left to right:

m  NODE — alist of nodes currently in the cluster. VAX, Alpha, HSC, and ISE
nodes are all included.

m  SOFTWARE — the operating system, including the version number, that the
node is running.

n STATUS — whether the node is a cluster member. Nodes that run the
OpenV MS operating system are members. Device controllers, HSC, and ISE
nodes are not members.

Additional SHOW CLUSTER Display Fields
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Here are some additional fields that you might want to add to the SHOW
CLUSTER display. The documentation lists many others.

This field... Contains this information:

TRANSITION_TIME The time when each node most recently booted (joined the
cluster) or shut down (left the cluster)

LAST_TRANSITION The time of the last cluster state transition (when a node joined
or left the cluster)

CL_MEMBERS The number of members currently in the cluster

HW_TYPE Each node's hardware type
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Tailoring the SHOW CLUSTER Display

Adding and Removing Fields

Y ou can add fields to the SHOW CLUSTER display with the ADD command, and
you can use the REMOVE command to remove fields you do not need to see.

There are two ways to use the ADD and REMOV E commands:

m If you entered SHOW CLUSTER/CONTINUOQUS, type the ADD or
REMOVE command, followed by the fields you want to add or remove.

*  You do not need to wait for a prompt; the Command> prompt appears
as soon as you start typing.

* If you want to see the prompt before entering a command, press Ctrl/U.

m  Placethe commandsin a SHOW CLUSTER initialization file. They are then
executed automatically whenever you run SHOW CLUSTER.

Example: Adding and Removing Fields

This example shows interactive use of ADD and REMOVE.

Command> RENVOVE MEVBERS [0
Command> ADD TRANSI TICN TI ME O

View of Quster fromsysteml|D 62838 node: NEAT 23- SEP- 1999 13:21:43

Example Notes: Adding and Removing Fields
Notes on the Adding and Removing Fields example include:
0 Thiscommand removes the MEMBERS field from the display.
O Thiscommand addsthe TRANSITION_TIME field.
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Changing the Width of Fields

Use the SET/WIDTH command to adjust the number of charactersthat afield
occupies in the SHOW CLUSTER display.

Format:

SET field-name /WIDTH=field-width

Example:

SET LAST_TRANSI TI ON / W DTH=10

SHOW CLUSTER Command Summary
Y ou can control the SHOW CLUSTER display with the following commands:
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To do this... Use this command:
Add a class or field to the ADD
display

Remove a class or field from REMOVE
the display

Change the width or SET
characteristics of a field

Reset the display to the INIT
default state

Enter interactive help mode HELP

Exit the display EXIT
Create a command procedure  SAVE
called

SHOW_CLUSTER.COM,

which recreates the state of

your screen

Write current data to a file for WRITE
problem reports

Execute a command @file-spec

procedure of SHOW
CLUSTER commands
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Using a SHOW CLUSTER Initialization File

SHOW CLUSTER Initialization Files

Y ou can customize the SHOW CLUSTER display by creating an initialization file.
The commands in this file are executed whenever SHOW CLUSTER is invoked.
The utility adds or removes the fields specified in the initialization file.

Creating and Using an Initialization File
To create and specify a SHOW CLUSTER initialization file:

1.

Create atext file containing SHOW CLUSTER commands (usually ADD,
REMOVE, and SET/WIDTH commands).

There are two ways to do this:
a.  Createthefile with any text editor.

b. Enter the SHOW CLUSTER/CONTINUOUS command. Use ADD,
REMOVE, and SET/WIDTH commands to tailor the display
interactively. When the display is the way you want it, enter the SAVE
command. SAVE creates an initialization file that captures the changes
you made.

Define the logical name SHOW_CLUSTERSINIT to point to the
initialization file. Y ou will probably want to place this definition in your
LOGIN.COM procedure.
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Example: SHOW CLUSTER Initialization File

Here is an example of a SHOW CLUSTER initialization file:

I NI TI ALI ZE

REMOVE SYSTEMS

REMOVE SYSTEMS /1D = %X00000000FCD7

REMOVE SYSTEMS /1D = %X000000007311

ADD CL_MEMBERS, LAST_TRANSI TI QN, NCDE, HW TYPE
SET CL_MEMBERS /WDTH = 6

This initialization file produces the following display whenever you enter the

SHOW CLUSTER command:
View of Quster fromsysteml|D 69397 node: HANDLE 23- SEP- 1999 13: 21: 43
i oo S +
| SYSTEVG | MEMBERS | | ALWSTER |
oo oo R oo f s RpEp R — +
| NE HVTYPE | STATUS || GL_MBMB | LAST TRANS TI QN |
oo oo R oo f s RpEp R — +
| HANCLE | VAXstation 3100/ GPX | MEMBER || 5| 16-SEP-99 09:43 |
| JELLY | VAX 8550 | MBMBER |+-------- e e +
| WZARD | VAX 6000- 420 | MEVBER |
oo oo R oo +
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Monitoring with DCL Commands

Overview
The DCL interface provides commands that are useful for observing the system,
such asthe SHOW SY STEM and SHOW PROCESS commands.
Topics
In this section the following topics are discussed:
= Monitoring memory resources
m  Using SHOW SYSTEM in acluster
m  Monitoring the activity of a process
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Monitoring Memory Resources

Memory Resources

System performance is strongly dependent on the demand for physical memory
and the amount of memory installed in the system.

For the OpenVMS system to manage process and system virtual memory, it must
divide the available physical memory among different processes and different
parts of the operating system.

Page Size in Memory

OpenV MS systems allocate and deallocate memory for processes in units called
pages. A difference in page size exists between VAX and Alpha systems.

Recognizing this difference is significant to system managers who need to account
for additional resources (especially memory resources) that users might require.

m  OnVAX systems, apage is 512 bytes.

m  On Alphasystems, apage size can be one of four values: 8 kilobytes (KB),
16 KB, 32 KB, or 64 KB. A particular Alpha system implements only one of
the four page sizes.

m  On Alphasystems, a pagelet is a 512-byte unit memory. One Alpha pagelet is
the same size asone VAX page. On an Alpha computer with 8 KB pages, 16
Alpha pagelets equal 1 Alpha page.

SHOW MEMORY Command

The SHOW MEMORY command displays information about the physical
memory of the system and the disk files used in the management of virtual
memory.
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Example: SHOW MEMORY Command on an OpenVMS VAX System

Here is an example of a SHOW MEMORY display as seen on an OpenVMS VAX
system. Try entering this command on your system.

$ SHOVMEMIRY
System Menory Resources on 27- SEHP- 1999 11: 11: 08. 02

Physi cal Menory Usage (pages): Tot al Free In Wse Modi fi ed
Mai n Menory (160. 00MD) (0327680 (0251106 064257 012317

Mirtual |/0O Cache Wsage (pages): Tot al Free In Wse Maxi num
Cache Menory 4884 124 4760 284010

Jot Wage (slots): Tot al Free Resi dent Snapped
Process Entry Sots 100 54 46 0
Bal ance Set Sots 90 46 44 0

Dynanic Menory Usage (bytes): Tot al Free In Wse Lar gest
Nonpaged Dynanic Menory 3100160 100992 2999168 12544
Paged Dynamic Menory 1379840 913360 466480 910576
Paging FH e Wsage (pages): Free Reservable Tot al

D SKSCPENWS 60: [ SYSO. SYSEXE] PAGEF! LE. SYS

38000 - 68291 38000

O the physical pages in use, 27508 pages are pernmanently all ocated to (penWs.

Example Notes: SHOW MEMORY Command on an OpenVMS VAX

System

Notes on the SHOW MEMORY Command on an OpenVMS VAX System
include:

O

O 0O 0o O

327680 pages equate to 160 MB of physical memory.

There are 251106 pages currently free for use.

There are 64257 pages in use.

There are 12317 pages that have been modified (written) and are not currently in use.
Swapping file and paging file free as compared to the total is important.

The Reservable field for paging and swapping files is the mechanism for
allocating space in these files.

It represents the difference between the tota file size and the number of pages
reserved in the file by processes as their virtual address spaces expand.

Do not be alarmed if it is negative, because only a fraction of the reserved
pages are used at one time. (The situation is analogous to an overbooked
airline flight.)
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Be most concerned about the Free portion. If it dropsto asmall fraction of
thetotal file size, run AUTOGEN to increase the size of the file or install
another paging file.

Example: SHOW MEMORY Command on an OpenVMS Alpha
System

Here is an example of a SHOW MEMORY display as seen on an OpenVMS
Alpha system. Remember that page size is shown in CPU-specific units (8192
bytes on an Alpha computer with 8 KB pages).

$ SHOWVMEMIRY

System Menory Resour ces on 22- SEP-1999 15:17:29.09

Physi cal Menory Usage (pages): Tot al Free In Wse Mbdi fi ed
Min Menory (96. 00MD) (112288 5561 5936 791

Mirtual |/0O Cache (Kbytes): Tot al Free In Wse
Cache Menory 3200 0 3200

Ganularity Hnt Regions (pages): Total Free In Wse Rel eased
Execl et code regi on 512 0 357 155
Execl et data regi on 128 0 72 56
0/ S1 Executive data regi on 176 0 176 0
S Executive data region 50 0 50 0
Resi dent i nage code regi on 1024 185 839 0

Jot Wage (slots): Tot al Free Resi dent Snapped
Process Entry Sots 80 53 27 0
Bal ance Set Sots 78 53 25 0

Dynanic Menory Usage (bytes): Tot al Free In Wse Lar gest
Nonpaged Dynanic Menory 1613824 47488 1566336 10240
Paged Dynamic Menory 1597440 1003008 594432 1001568

Buf fer (hj ect Wsage (pages): In Wse Peak
32-bit System Space Wndows ( S0/ S1) 8 19
32-bit System Space Wndows () 0 0

Pagi ng F | e Wsage (bl ocks): Free Reservabl e Tot al
D SKSALPHAWEFTS: [ SYSD. SYSEXE] SWPH LE. SYS 14976 14976 14976
D SKSALPHAWERTS: [ SYSD. SYSEXE] PACEH LE. SYS 204672 108576 204672
(Page file name not avail abl e) 102272 33696 102272

O the physical pages in use, 1937 pages are pernanently allocated to WS

Example Notes: SHOW MEMORY Command on an OpenVMS Alpha
System

Notes on the SHOW MEMORY Command on an OpenVMS Alpha System
example include:

[0 12288 pages equate to 96 MB of physical memory.
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Using SHOW SYSTEM in a Cluster

SHOW SYSTEM Command
The SHOW SY STEM command displays status information about processes on
the system.

Qualifiers Useful in a Cluster

On an OpenVMS cluster system, there are two qualifiers that enhance the
usefulness of SHOW SY STEM.

To display information about... Use this qualifier:
All processes on all nodesin an OpenVMS cluster system /CLUSTER
All processes on the specified node or nodes /NODE
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Example: SHOW SYSTEM /CLUSTER on an OpenVMS System

This example shows the use of SHOW SY STEM/CLUSTER to display
information from each node in the cluster.

$ SHOWV SYSTEM ALUSTER

QuenWEB 7.2 on node NEAT 23-SEP-1999 10:43:15.61 Wtine 0 12:40:44

A d Process Nane Sate Pri
22400041 SWPPER HB 16
22400084 SQSRBSERVER HB 8
22400046 QONFI GURE HB 10
22400047 | PCACP HB 10
22400108 RPCHSNL HB 9
22400049 BERRFMT HB 7
2240004A CACHE SERVER HBO 16
2240004B QLUSTER SERER H B 9
2240004C CPM HB 9

/0

0
543
59
8
32
620

10

U Page flts
0 00: 00: 19.91 0
0 00: 00: 05. 85 718
0 00: 00: 32. 86 523
0 00: 00: 00. 63 111
0 00: 00: 00. 70 125
0 00: 00: 18.54 99

-- swapped out --

0 00: 00: 00. 79 121
0 00: 00: 17.65 579

725

Pages

55
155
68
192
101
99
268
138

QuenWS 7.2 on node SLCPPY 23- SEP-1999 10:43:16.99 Wtine 22 21:05: 05
Rd Process Nane State Pri

20800041 SWAPPER HB
20B00046 CONFI GLRE HB
20800047 | PCACP HB
20B00049 ER-FMI HB

20B0004A CAGHE SERMER HB
2080004B LUSTER SERVER AR
20B0004C CGPCOM HB
20B0004D ADT_SERMBER HB
20B0004E JB_GONTRCL HB

16
10
10
7
16
8
8
10
10

/0

0

109

8
20809
250
538
507
592
350

oNeololoNoNoNoNeNe)
oNeololoNoNoNeNolNe]
cNelolololoNoNeNe)

02V

: 00:
: 00:
: 00:
: 02:
: 00:
: 00:
02
: 00:
: 00:

09. 35
00. 31
00. 14
53. 97
00. 67
13.85
11.78
09. 41
01.76

Page flts Pages

0
333
116
103

64
188
877

2766
353

QoenWS 7.2 on node Tl Dy 23- SEP-1999 10:43:16.48 Wtine 0 14:04: 26
Rd Process Nane State Pri

22200041 SWPPER HB
22200046 CONFI GLRE HB
22200047 | PCACP HB
22200049 ER-FMI HB

2220004A CAOHE SERMER HB
2220004B ALUSTER SERVER AR
2220004C GPQOM HB
2220004D ADT_SERMER HB
2220004E JB_CGONTRCL HB
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16
10
10
7
16
8
8
10
10

/0
0
76
8
490
17
17
109
101
53

0
0
0
0
0
0
0
0
0

02V

00:
00:
00:
00:
00:
00:
00:
00:
00:

00:
00:
00:
00:
00:
00:
00:
00:
00:

0
162
69
84
99
255
85
179
162

Page flts Pages

04. 57
00. 22
00. 10
04. 24
00. 12
00. 47
04. 25
01. 42
00. 55

0
116
105

85
64
133
272
1362
146

0
162
148
121

99
313
144
372
228
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Example: SHOW SYSTEM/NODE on an OpenVMS VAX System

This example shows the use of SHOW SY STEM/NODE on an OpenVMS VAX
system to display a SHOW SY STEM output from each of the specified nodes. Try
using this command on your own system, specifying the names of nodes in your

cluster.

$ SHON SYSTEM / NCDE=( NEAT, Tl Dy)
QoenWS 7.2 on node NEAT 23- SEP-1999 10:43:57.99 UWtine 0 12:41: 26

Rd Process Nane State Pri /0 U Page flts Pages
22400041 SWAPPER HB 16 0 0 00:00:19.91 0 0
22400084 SQASRBSERER HB 8 543 0 00: 00: 05. 85 718 55
22400046 CONFI GURE HB 10 59 0 00: 00: 32.90 523 155
22400047 | PCACP HB 10 8 0 00: 00: 00. 63 111 68
22400108 RPCBSWL HB 9 32 0 00: 00: 00. 70 125 192
22400049 ER-FMI HB 7 620 0 00:00:18.54 99 101
2240004A CAHE SERVER HBO 16 -- swapped out -- 99
2240004B QLUSTER SERVER H B 9 10 0 00: 00:00. 79 121 268
2240004C CPQOM HB 7 727 0 00:00:17.71 587 146

QuenWS 7.2 on node Tl Dy 23- SEP-1999 10:43:59.00 UWtine 22 20: 58: 23

P d Process Nane Sate Pri /0 02V Page flts Pages
21400041 SWAPPER HB 16 0 0 00:00:16.31 0 0
21400046 QONFI GURE HB 10 113 0 00: 00: 00. 50 174 160
21400049 ER-FMI HB 7 16773 0 00:03: 27. 52 85 121
2140004A CAOHE SERMER HB 16 123 0 00: 00: 00. 42 64 99
2140004B CQLUSTER SERVER AR 8 204 0 00:00:12.55 141 332
2140004C CGPQOM HB 8 770 0 00:02:13.52 813 146
2140004D AD T SERER HB 10 689 0 00:00:08. 23 1668 203
2140004E JB_GONTRCL HB 10 532 0 00: 00: 02. 12 229 167

$
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Monitoring the Activity of a Process

Monitoring Process Activity

Use the SHOW PROCESS/CONTINUOUS command to determine whether a
particular processis running and to display its characteristics. Much of the
information is the same as that shown by the SHOW SY STEM command, except
that the information is for only one process and is continuously updated.

SHOW PROCESS /CONTINUOUS Command

Rev. 0.11

To monitor any process on the system, enter the SHOW PROCESS command.
Format:

SHOW PROCESS/CONTINUOUS/IDENTIFICATION=pid
Example:
$ SHOW PROCESS/ CONTI NUQUS/ | DENTI FI CATI ON=2020AB4F

If the process runs under a UIC that isin your UIC group, you can specify it by
name.

Format:
SHOW PROCESS/CONTINUQUS process-name

If there are spaces or lowercase letters in the process name, enclose it in quotes.
$ SHOW PROCESS/ CONTI NUQUS " The W zard"

To stop monitoring the process, press Ctrl/Z or type the letter E.



OpenVMS System and Network Node Management Il

Privileges Required
The use of the SHOW PROCESS/CONTINUOUS command may require

privilege.
To display a process under... You need this privilege:
Your own UIC No privilege
Another UIC in your UIC group GROUP or WORLD
Any UIC outside your UIC group WORLD
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Example: SHOW PROCESS /CONTINUOUS

Here is an example of the output from SHOW PROCESS/CONTINUOUS.
Because the display is frequently updated, try this command on your own system
and observe the outpui.

$ SHONV PROCESS GONTI NUOUY | DENTI H CATI ON=000007CC

Process USER3 O

Sate LEF O
Qur/base priority 94 0O
Qurrent PC THFEER44C
Qurrent PSL 03000004

Qurrent user SP 7FEHOEBC

P D

uc

000007CC

[ GROLPL1, USERS]

Vérki ng set
Mrtual pages
CPU tine
Drect I/0
Buffered 1/0
Page faults

Event flags

$1$DU0: [ SYSL. SYSTOMN | [SYSSE MV L. BXE [

Example Notes: SHOW PROCESS /CONTINUOUS
Notes on the SHOW PROCESS /CONTINUOUS example include:

O

O 0O 0o O

Rev. 0.11

Name of process

Current sate

Current and base priority
CPU time

Name of image being run

17:27: 29

861

3899

00:10:43.48 [

3691

26600

58835

0000043
D4000002
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Using the Monitor Utility

Overview

Topics

The Monitor utility displays many different types of datathat reflect system
performance. Some types are easily interpreted, while some require a knowledge
of the internals of the OpenV M S operating system.

Y ou should get into the habit of running MONITOR regularly while the system is
running well. This provides a baseline of data. Later, if the system encounters a
performance problem, you can compare current MONITOR data with the baseline
data. Even without a detailed understanding of what the data represent, you can:

Observe the system to get accustomed to what the displays normally look
like.

Be able to spot an abnormal situation and report it to someone who can do
troubleshooting.

Generate MONITOR reports for someone who can interpret them.

In this section the following topics are discussed:

Monitor utility

Monitoring processes

Using MONITOR in an OpenVMS cluster system
MONITOR command procedures
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Monitor Utility

The Monitor utility displays information about system resource usage. Unlike
mogt utilities that display system information, MONITOR can:

Display several classes of information alternately
Summarize statistics over along period of time
Record information in adisk file

Play back information that it has recorded

Running the Monitor Utility

Use the MONITOR command to run the Monitor utility.
Format:

MONITOR class-name(s) [/qualifiers]

Example:

$ MONI TOR
MONI TOR>

Monitor Commands

At the MONITOR> prompt, you can enter commands that:

Display a class of information
Set default classes

List defaults

Execute command procedures
Obtain help

Exit from the utility

Interrupting the MONITOR Display

While the Monitor utility is displaying information, you can request another
display or exit from the utility.

Rev. 0.11

To take this action... Do this:
Return to the MONITOR> prompt. Press Citrl/C.
Exit the utility. Press Ctrl/Z while a display is running.

(or)
Enter the EXIT command from the
MONITOR> prompt.
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Example: MONITOR SYSTEM Display

This class includes several of the most important types of information that you
need to monitor. The SY STEM class presents a general overview of system

activity.

If you suspect a performance problem, thisistypically the display you look at first.

$ MN TCR SYSTEM

Node: TIDyY QoenWSB Monitor Wility 22- SEP- 1999
13:21: 37
Satistic: QRENT SYSTEM STATI STI CS
Process States
+ CPU Busy (96) -+ LEF 5 LEFQ 0
|************************ | H B : 19 H BD O
U O + 100 am 2 awo 0
|************** | H:Vv O Qher 1
SR R e L TR T + MM T: 0
Qur Top: BATCH 1036 (56) Total : 27

MEVCRY O

/0 0

+ Page Fault Rate (108) -+

||*************************|

e + 100
|**************************|
e e +

Qur Top: MARH (106)

+ Drect I/ORate (52) -+
|********************** |
R LT T T + 60
|******************** |
e +

Qur Top: BATCH 1036 (47)

| kkhkkkkkhkk*k

+ Free List Sze (76414) -+

| kkhkkhkkkhkhkkhkhkkhkhkkhkhkkhkhkkkx

| 2621
+ Mdified List Sze (917) +

+ Buffered I/O Rate (4) -+

Qur Top: MARMH (4)

Example Notes: MONITOR SYSTEM Display
Notes on the MONITOR SY STEM Display example include:
m  Thedisplay isupdated regularly (every 3 seconds by default).

m  Eachvalueisaveraged over the sampling interval (3 seconds by default) to

yield arate.

seconds.

For certain displays (SYSTEM, CLUSTER, ALL_CLASSES) the default is 6
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Adjusting the Sampling Interval

The Monitor utility samples data every 3 seconds by default (6 seconds for the
SYSTEM and ALL_CLASSES classes).

To adjust the rate a which it samples data, use the INTERVAL qualifier,
specifying the number of seconds in each sampling interval.

Example:
$ MONI TOR SYSTEM /| NTERVAL=3

Adjusting the Display Interval

The rate a which the Monitor utility updates the display defaults to the sampling
interval. Y ou may wish to adjust the display interval; for example, you may want
to lengthen it if your terminal is connected through alow-speed line.

To adjust the display interval, use the /VIEWING_TIME qualifier, specifying the
number of seconds between updatesto the display.

Example:
$ MONI TOR SYSTEM / VI EW NG _TI ME=10

Creating a Recording File

The/RECORD qualifier creates a binary recording file that allows future analysis
using the same data with various classes and qualifiers.

m  All datafor the classes you specify is recorded.
m  Dataiswritten once per sampling interval.

m If you do not want to view the display while recording is taking place, use
/NODISPLAY in conjunction with /RECORD.

$ MN TCR RECCRD=MINDAY_MIN TCR DAT/ NODI SPLAY D SK, PROCESSES

Creating a Summary File

Rev. 0.11

The/SUMMARY qualifier creates atext file, called asummary file, containing
summary statistics on all data collected for one MONITOR request.

The summary file contains one page of output for each requested class. The format
of each page of aregular summary report is similar to that of display output.

Example:
$ MONI TOR/ SUMMARY=MONDAY_SUMVARY. TXT DI SK, PROCESSES
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Monitoring Processes

PROCESSES Class

The PROCESSES class displays information about system resource usage by
individual processes. It identifies the processes that are the heaviest consumers of
those resources.

Specifying Resources to Monitor

There are four qualifiers used most often with the PROCESSES class to specify
the resources to be monitored.

To display this information... Use this qualifier:
Top buffered 1/0O users /TOPBIO

Top direct I/O users /TOPDIO

Top CPU users /TOPCPU

Top page fault users /ITOPFAULT
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Example: MONITOR PROCESSES /TOPCPU

Here is an example of the PROCESSES/TOPCPU class display. It displays the
approximate percentage of CPU time being used by up to eight of the heaviest

CPU users.
$ MON TR PROCESSES / TAPCPU

21200524 BATCH 1036
21200646 USERL

2120083F SYSTEM

renWNVB Monitor Wility
TGP CGPU Tl ME PROCESSES
on node TI DY
22- SHP-1999 13:54: 12

0 25 50 75 100

T T +
78 kkhkkhkkkhkkhkkkhhhkkhhhkkhhhkkhkhhkkhhhkkhkhhkkhkhkkk%x

9 *khkkk*k

; I I I I I
* %

Example Notes: MONITOR PROCESSES /TOPCPU

Be careful how you interpret the output. In this example, the batch job could be
taking most of the CPU for one of two reasons:

m It hasalow priority and the higher-priority processes do not need much CPU
time (the normal situation)

m It hasahigh priority and is blocking other processes from executing (an

abnormal situation)

Finding the reason would take further investigation.
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Using MONITOR in an OpenVMS cluster System
CLUSTER Class

The CLUSTER class includes information about the three most important
resources (CPU, memory, and 1/0) and their usage on all nodes of the cluster.

Y ou can use this display to determine at a glance whether one node of the cluster
is more heavily loaded than the others.

Monitoring the CLUSTER class requires the DECnet software to be running.
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Example: MONITOR CLUSTER

Here is an example of the CLUSTER class display.

$ MN TR
MN TGR> MN T(R ALUSTER
90N TCR | - ESTABAON est abl i shing connection to renote node(s). ..

Satistic: QRENT renWB Monitor Wility 22- SEP- 1999 16: 55: 47
CLUSTER STATI ST1 CS
U | MEMCRY
I

CPU Busy 0 25 50 75 100| Wenmory In Use 0 25 50 75 100

SRR R SR e e
m 100 |********************|m 94 |******************
TI(ER 19 |*** |TI(£R 92 |******************
BAR\IJVI 11 |** |L|O\l 64 |************
BA LEY 5 |* |BNLEY 43 |********
RNALNG 4 | | RNALNG 32 | FrExE*
LION 4 | | BARNUM 24 | *Fx**

BEAR 4 | | BEAR 22 | *x**
......................................... o e e e e mmmmmmmmmmmmmmmmmm—————
O XK | LOX
I
I/O (peration Rate 0 25 50 75 100| Tot ENQDEQ Rate 0 125 250 375 500

R B SR e S
$1$DUAO: 6 |* | BARNUM 8 |
$1$DUAO: R 6|* | RNALNG |
$1$DUAL: 2 | | TTGR I
$1$DUAL: R 1| | HORSE I
$1$DUR2: | | LI N I
$1$DUA3: | | BAl LEY I
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Other Qualifiers Useful in a Cluster
Two Monitor utility qualifiers are especially useful in an OpenVMS cluster

system.
To display this information... Use this qualifier:
Statistics from particular nodes INODE
Multinode summary /BY_NODE

Example: MONITOR /NODE

Here is an example of the output from the /NODE qualifier. In this case, it is used
to display disk /O statistics from two nodes.

(Use of this qualifier requires the DECnet software to be running.)

$ MN TR
MIN TGR> MON TOR NCDE=( BARNUM BAI LEY) O K
9N TCR | - ESTABAON establ i shing connection to renote node(s). ..

renWB Monitor Wility

D SK 1/0O STATI STI CS
on node BARNLM

22-SHP-1999 11:25: 11

I/O (peration Rate AR AVE MN MAX
$1$DUA0: (ALOMW  BARNUM SYS 0.59 6. 90 0.00 16. 75
$ISDUAL: (ALOMW  TI CHTRCPE 0. 00 0.15 0.00 0.94
$I$DUA2:  (BARNLY  FLYING 0. 00 0. 00 0.00 0.00
$1$DUA3: (BALEY) TRAPEZE 2.09 3.31 0.00 11.59

(renWB Monitor Wility
D SK 1/0O STATI STI CS
on node BAl LEY
22- SHP-1999 11: 25: 18

I/O (peration Rate aRr AVE M N MAX
$1$DUA0: (ALOMW) BARNUMSYS  0.00 0.16 0.00 1.89
SISDUAL: (ALOMW  TI CHTRCPE 0. 00 0. 05 0.00 0.63
$I$DUA2:  (BARNLY  FLYING 0. 00 0. 00 0.00 0.00
$1$DUA3: (BALEY) TRAPEZE 0. 00 0. 00 0.00 0.00
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Multinode Summary

Y ou can generate a multinode summary for any MONITOR class. Thisis
especially useful for monitoring disk activity, because the total 1/0 load on a disk
is the sum of the loads generated by each node that usesiit.

For a side-by-side display of MONITOR data from multiple nodes:
m  Use MONITOR to collect datain afile on each node.

s Use MONITOR/SUMMARY/BY_NODE to combine the data files and
produce a multinode summary.

Procedure to Record Data for a Multinode Summary

Thisisacommand procedure called RECORD.COM that you can run
simultaneously on each node of a cluster. It records 1 hour's worth of datain the
DISK class.

$! Get the node nane to use in the recording file name

il NODE = F$GETSYI (" NODENAME")

ii Record disk I/Orates for the next hour

i! MONI TOR / NODI SPLAY / END="+1: 00" / RECORD=" NCDE' . MON DI SK

Procedure to Start Recording on Two Nodes

Thisisacommand procedure called SUBMIT.COM. It submits RECORD.COM
on two nodes of a cluster. If there are more than two nodes, the procedure would
contain more SUBMIT commands.

$! Record data in batch on node BARNUM

$!

$ SUBM T / QUEUE=BARNUM BATCH RECORD. COM
$!

$! Record data in batch on node BAILEY
$!

$ SUBM T / QUEUE=BAI LEY_BATCH RECORD. COM
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Example: Creating a Multinode Summary

After RECORD.COM completes running on each node, you can create a summary
listing as follows:

$ MN TCR / SUMARY / BY_NCCE / | NPUT=( BARNUM MIN BAI LEY. MN) / NCD SPLAY D SK

$ TYPE MIN TCR SUM

QoenWSB Monitor Wility

D K 1/ O STATI STI CS
MLTI - A LE SUMVRRY

I/O (peration Rate

Node:

$1$DULD:
$1SDUAL:
$1$DUA2:
$1$DUA3:
$2$DUAQ:
$2$DUAL:

A

BARNUM
From 22- SEP- 1999 15: 06 22- SEP-1999 15: 06
To: 22-SHP-1999 16: 06 22- SEP-1999 16: 06

BAI LEY

Row Row Row Row
Sum Average Mninmum Maxi num
0.34 0. 00 0.3 0.1 0. 00 0.34
0. 02 1.01 1.0 0.5 0.02 1.01
1.13 3.48 4.6 2.3 1.13 3.48
8.24 12. 42 0.6 10.3 8.24 12.42
0. 00 0. 00 0.0 0.0 0. 00 0. 00
0. 00 0. 00 0.0 0.0 0. 00 0. 00
Note

This example does not show the entire display because it would require 132

columns.
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MONITOR Command Procedures

Command Procedures

Rev. 0.11

Three command procedures provided with the OpenVMS operating system
automate the use of the Monitor utility. These are:

m  SYS$EXAMPLES:SUBMON.COM
m  SYS$EXAMPLES:MONITOR.COM
m  SYSSEXAMPLES:MONSUM.COM (VAX systems)

These three command procedures perform more functions than RECORD.COM
and SUBMIT.COM.
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SUBMON.COM
The command procedure SY SSEXAMPLES:SUBMON.COM
m  Executesthe data collection command procedure (MONITOR.COM)
m Isinvoked automatically at system startup time when added to
SYSTARTUP_VMS.COM
Example: SUBMON.COM
The command procedure MONITOR.COM creates a detached process that runs

SUBMON.COM.

$ !

$! SUBMN QM (Submt MIN TR QM file)

$ !

$! This coomand file is to be placed in a cluster-accessi bl e
$! directory called SYSSMN TCR At systemstartup tine, for
$ ! each node, it is executed by SYSTARTUP. QM foll ow ng | ogi cal
$ ! nane definitions for the cluster-accessible directories,

$ ! SYSSMIN TCR and MONBARCH VE

$ !

$ !

$ ! Submit detached MON TQR process to do continuous recordi ng.
$ !

$ !

$ RN SYS$SYSTEM LG3 NAJT. BEXE -

JUCTL, 4] -

/1 NPUT=SYSSMIN| TCR MON TGR GM -
/ QUTPUT=SYSSMIN TCR MONI TCR LOG -
/ ERROR=SYSSMIN TCR MONI TCR LGG -
/ PROCESS NAME=" Moni tor" -

/ VORK NG _SET=512 -

/ M MM VERKI NG SET=512 -

| EXTENT=512 -

/ NCBMPP NG

| End of SUBMON OOM

@ H B &
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MONITOR.COM

The command procedure SY SBEXAMPLES:MONITOR.COM
m  Collectsdataa startup time

s Mailsasummary report for each reboot

m  Archivesthe data collection file
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Example: MONITOR.COM

In the following example, change cluster_manager to your user name or SY STEM.

MN TCR QM (Generate MIN TR recording file)

I
I
!
! This coomand file is to be placed in a cluster-accessibl e

I directory called SYSSMN TCR At systemstartup tine, for each

I node, it creates in SYSBMN TCR a MON TQR recording file, which
! is updated throughout the life of the boot. It also creates in

I MONBARCH VE, a summary file fromthe recording file of the

I previous boot, along wth a copy of that recording file.

I Logical nane definitions for both cl uster-accessible directories,
I SYSBMIN TCR and MONBARCH VE, nust be i ncl uded i n SYSTARTUP. CM

I

SET DB SYSSMN TQR

SET NN

PURCE MON TCR LOG KEEP: 2

!
!
I Gonput e executi ng node nane and recordi ng and surmary
I file names (incorporating node nane and date).

I

AP PAPAALAPRAARAARPAAAH AP

$ NODE = FSCETSY! (" NODENAME')

$ DAY = FSEXTRACT(O, 2, F$TI ME() )

$ | F FSEXTRACT(O, 1, DAY) . EGB. " " THEN DAY = F$EXTRACT( 1, 1, DAY)
$ MONTH = FSEXTRACT(3, 3, F$TI MY())

$ ARCHFI LNAM = " MONBARCH VE " +NCDE+"_MON' +DAY+MOINTH

$ RECFIL = NCDE+"_MON DAT"

$ SUMFI L = ARCHF LNAMF" . SUMT

I
I
I
!
I Check for existence of recording file fromprevi ous boot
I and skip sumary if not present.

!

CPEN READ BRRCR=NCRECH L REGCRO NG ' RECH L

A.CE REACRO NG

!
!
I Generate summary file fromprevi ous boot
I

i\,D\ITCR/Il\PUTfFEG:IL' /N SPLAY / SUMWARY=" SUMH L' -
ALL_CQLASSES, D S| TEMFALL, SCY | TEWALL

@ B B AAAARPAAH LR
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I Gonput e subj ect string and nail summary file to cluster nanager
!
A:llllll
B=" MN TR Surmary "

SB = AHNDEBHSTI M) +A

MN L/ SIBJECT= SUB ' SUMH L' cl ust er _manager

!
!
I Archive recording file and del ete it from SYSSMN TCR
!

QPY ' RECH L' ' ARCHAI LNAM . DAT
DELETE ' RECH L' ; *

!

NCORECH L:

SET PROCESY PR (R TY=15

!

!

! Begin recording for this boot. The specified /I NTERVAL val ue

! is adequate for long-termsumaries; you nay require a snaller
I val ue to get reasonabl e "seni-live" playback summaries (at the
I expense of nore disk space for the recording file).

I

iVD\I TCAR /I NTERVAL=600 / NI SPLAY / REQCRD=" RECH L' ALL_Q.ASSES

End of MON TCR QM

PR PRPAAAPRPAAAARAPRAD LR HSH
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MONSUM.COM

The command procedure SY SBEXAMPLES:MONSUM.COM for OpenVMS
VAX systems:

m  Mailsasummary report for a 24-hour period

m  Mails another summary report for prime time usage

»  Resubmitsitself (once invoked manually)

In the following example, change cluster_manager to your user name or SY STEM.

MINSUM QM (Generate cluster multi-file sumari es)

I
I

!

! This coomand file is to be placed in a cluster-accessible directory

I called SYSBSMON TCR and executed at the conveni ence of the cl uster

I manager. The file generates both 24-hour and "prine tine" cluster

' milti-file sunmari es and resubnits itself to run each day at nidnight.
I

SET DEF SYSSMIN TCR

SET NOIN
I

$! Qonpute file specification for MONSUM QM and resubmt the file.
$ !
$ F LE = F$EN\M RONVENT( " PROCEDURE')
$ FALE =
FSPARSE( F LE, , , "DEM CE') +F$PARSH FI LE, , , "D RECTARY") +F$PARSH H LE, , , "NAME')
$ SBMT 'HLE /AFTER-TOMIRRON/ NCPR NT
$ !
$ ! Generate 24-hour cluster summary.
$ !
$ !
$ MON TQR | NPUT=( SYSSMON TCR * MONF. DAT; *, MONBARCH VE *MON+. DAT; *) -
/ ND SPLAY/ SUMVARY=MINSLUM SUM -
ALL QASSES D K/ | TEWFALL, SCY | TEVFALL -
/ BEQ N=" YESTERDAYH0: 0: 0. 00" / END="TADAY+0: 0: 0. 00" / BY_NIE

AR APRPHHARPHHSH

Mii | 24-hour summary file to cluster nanager and delete the file from
SYSESMIN TQR

L/ SIBIECT="Dai | y Monitor Q uster-w de Summary" MNSUM SUM cl ust er _nanager

3
0
:
£

Generate prine-tinme cluster sunmary.

B AAPRPPAAAAPRHH AR

MIN TQR' | NPUT=( SYSSMIN TCR *MONF. DAT; *, MONBARCH VE *MONF. DAT; *) -
/ NDI SPLAY/ SUMVARY=MINSUM SUM -
ALL_QASSES D K| TEWFALL, SCY | TEWFALL -
/ BEQ N=" YESTERDAY+9: 0: 0. 00" / END=" YESTERDAY+18: 0: 0. 00" / BY_NCCE
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I Miil prine-tine summary file to cluster manager and delete the file
I from SYSBMIN TCR

B H PR

$ MML/SLBJECTf'Pri ne- Ti ne Moni tor d uster-w de Sunmary” MINSUM SUM
cl uster _manager

$ CELETE MONSUM SUM *

$ !

$ ! BEnd of MONSUM GCM
$ !
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Monitoring the Network with NCP Commands

Overview
The network control program (NCP) has commands that allow you to monitor the
status of certain network items.
Topics
In this section the following topics are discussed:
s Monitoring DECnet lines
s  Monitoring DECnet circuits
m  Monitoring DECnet links
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Monitoring DECnet Lines

DECnet Lines

Lines are the physical data communication paths between nodes.

Identifying Lines

Every line on a node has a unique identifier. A line identifier has the following
formet:

m  dev-c[-u]
The parts of the line identifier are as follows:

Part Function

dev Mnemonic for a communications interface device, for example:
= BNA: Ethernet device on VAXBI bus
= QNA: Ethernet device on Q-bus
= SVA: Ethernet device on MicroVAX 2000 system
= UNA: Ethernet device on UNIBUS
= MFA: FDDI device on XMI
= DMB: DMB32 synchronous device
= DMC: DMC11 or DMR11 synchronous device
= Cl: Cl: computer interconnect

c Represents a decimal number (0 or a positive integer)
designating the device's hardware controller
u Represents a decimal unit or line number (0 or a positive

integer) included if the device is a multiple unit line controller

Rev. 0.11 7-39



OpenVMS System and Network Node Management Il

Displaying Lines

The NCP command SHOW LINE displays information about any line you specify.
In particular, it tells you whether the line is on (available for communication).

To see alist of available lines, use the SHOW KNOWN LINES command, asin
this example:

$ SET DEFAULT SYS$SYSTEM
$ RUN NCP
NCP>SHOW KNOWN LI NES

Known Line Volatile Summary as of 20-NOV-1999 10:02: 00

Li ne State

ONA- 0 on

Try this command on your own system to find out what lines are normally in
operation. Later, if you have a problem with DECnet communication, you can use
this command to make sure the lines are still operating.

You can also use LIST KNOWN LINES to find out what lines are defined in the
permanent database.
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Monitoring DECnet Circuits

DECnet Circuits

A circuit isavirtual connection, set up by the DECnet software, between a pair of
nodes. For certain types of lines, more than one circuit can use the line.

Y ou can use NCP commands to manipulate all circuits connected to the local node
or to add a circuit without reconfiguring the node.

Identifying Circuits

Each circuit on anode must have a unique identifier. A circuit identifier has one of
the following formets:

n dev-c
n dev-c-u
n dev-c.t

Circuit Identifier
The parts of the circuit identifier are as follows:

Part Function

dev Mnemonic for a communications interface device

c Represents a decimal number (0 or a positive integer)
designating the hardware controller for the device

u Represents a decimal unit or circuit number included only if
there is more than one unit associated with the controller

t Represents a decimal number identifying a tributary on a

multipoint circuit
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Displaying Circuits

The NCP command SHOW CIRCUITS displays information about any circuit you
specify. In particular, it tells you whether the circuit is on (available for
communication) and which node is at the other end of the circuit.

To see alist of available circuits, use the SHOW KNOWN CIRCUITS command.

Example: Displaying Circuits
In the following example, QNA-O0 isthe only circuit.
NCP>SHONVKNOMN A RAU TS

Known Grcuit Volatile Sunmary as of 20- NO-1999 10: 04: 34

Greuit Sate Loopback Adj acent
Nane Routi ng Node

QW0 on 19. 1022 (ZKDRB)

Try this command on your own system to find out what circuits are normally in
operation. Later, if you have a problem with DECnet communication, you can use
this command to make sure the circuits are still operating.

You can also use LIST KNOWN CIRCUITS to find out what circuits are defined
in the permanent database.

Circuit States
This table describes the states that can be displayed by the SHOW CIRCUITS

command.

This state... Has this function:

OFF Allows no traffic over a circuit. The circuit is unavailable for
network activity.

ON Allows traffic over the circuit. Allows for complete route-through
and downline loading operations. This is the normal operational
state.

SERVICE Reserves the circuit for service functions (upline dumping,

downline loading, or line-level loopback testing). Only an
Ethernet circuit allows logical link activity or route-through at the
same time as service operations.

CLEARED Applies only to X.25 circuits. The X.25 circuit does not exist in
the volatile database when PSlI is loaded.
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Monitoring DECnet Links

DECnet Links

A link isalogical communication path between two processes. Every time a user
initiates some network activity (such as using SET HOST or sending mail to
another node) the DECnet software creates alink and maintains it as long as
necessary.

Displaying Links

Rev. 0.11

The NCP command SHOW LINKS displays information about any link that you
specify, including the name of the process that is using the link.

To see alist of available links, use the SHOW KNOWN LINKS command.

This command is useful when you need to stop the network and would like to find
out whether any users are currently using it. If you use the SET EXECUTOR
STATE OFF command, the DECnet software deletes all existing links.
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Example: Displaying Links

This example shows the output from a SHOW KNOWN LINKS command entered
on node PANHED.

NCP>SHOWV KNOMN LI NKS

Known Link Volatile Sunmary as of 20- NO-1999 10: 06: 03

Li nk Node P D Process Renote link Renote
user
O 8317 2.230 (NEAT) 22400057 FREWIACP 8690 WSHRL
8233 3.189 (NEARBY) 22400057 REMACP 16588 USRL
0 8318 56.110 (FARQJT) 22400145 SYSTEM 34065 CIERM
8281 61.151 (OHR 22400057 FREVIACP 8225 USER?

NP>

Example Notes: Displaying Links

Notes on the Displaying Links example include:

0 Remote user USER1 on node NEAT has entered a SET HOST command to this
node. The REMACP process is responsible for the local end of the link.

0 A local process (SYSTEM) has entered a SET HOST command to node FAROUT.

Try the SHOW KNOWN LINKS command on your own system to find out what
links are in operation. If there is no network activity, no links are displayed.
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Summary

Concepts

Using the Show Cluster Utility

The Show Cluster utility displays a variety of information about an
OpenV MS cluster system.

Y ou can tailor the SHOW CLUSTER display through the use of interactive
commands or an initialization file.

Monitoring with DCL Commands

Rev. 0.11

The SHOW MEMORY command provides information about the use of
physical memory.

The SHOW SY STEM command has some qualifiers that are useful in an
OpenV MS cluster system.

Use the SHOW PROCESS command to monitor the activity of a process.

The Monitor utility displays many different types of datathat reflect system
performance.

Y ou should get into the habit of running MONITOR regularly while the
system is running well, to gather a baseline of data. Later, if the system
encounters a performance problem, you can compare current MONITOR data
with the baseline data.

The PROCESSES class displays information about system resource usage by
individual processes. It identifies the processes that are the heaviest
consumers of those resources.

The CLUSTER class includes information about the three most important
resources (CPU, memory, and 1/0) and their usage on all nodes of the cluster.

The following command procedures provided with the OpenVMS operating
system automate the use of the Monitor utility:

* SYSSEXAMPLES:SUBMON.COM
*  SYS$EXAMPLES:MONITOR.COM
* SYS$EXAMPLES:MONSUM.COM (VAX systems)
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Monitoring the Network with NCP Commands
m  Linesarethe physical data communication paths between nodes.

m  Acircuit isavirtual connection, set up by the DECnet software, between a
pair of nodes.

m  Alinkisalogical communication path between two processes.
m  Usethe NCP SHOW command to display information about:

*  DECnet lines

*  DECnet circuits

*  DECnet links
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Commands

Using the Show Cluster Utility

SHOW CLUSTER
Displays a variety of information about the OpenVMS cluster system.

Monitoring with DCL Commands

SHOW MEMORY

Displays information about memory usage.

SHOW SYSTEM /CLUSTER

Displays SHOW SY STEM information for every node in the cluster.
SHOW SYSTEM /NODE

Displays SHOW SY STEM information for specified nodes.
SHOW PROCESS/CONTINUOUS

Continuously displays information about a process.
MONITOR

Runs the Monitor utility.

MONITOR SYSTEM

Displays several important classes of information, providing a general overview of
system activity.

MONITOR PROCESSES

Displays information about all processes on the system.

MONITOR CLUSTER

Displays resource usage information about the entire OpenVMS cluster system.

Monitoring the Network with NCP Commands

Rev. 0.11

SHOW KNOWN LINES

NCP command to show the DECnet lines and whether each one is in operation.
SHOW KNOWN CIRCUITS

NCP command to show the DECnet circuits and whether each one isin operation.
SHOW KNOWN LINKS

NCP command to show the DECnet links and information about each one.



OpenVMS System and Network Node Management Il

7-48 Rev. 0.11



Understanding Security Concepts
Module 8

Rev. 0.11 8-1



OpenVMS System and Network Node Management Il

About This Module

Introduction

Different installations require different levels of system security. The system
manager has control over the level of security implemented. System security issues
involve:

m  Physical security
s  Software security
The OpenVMS operating system allows you to manage software security on many
levels by restricting user passwords and assigning user privileges.
Topics

This module presents the basic concepts of maintaining system security. Among
the topics covered are:

m  General system security
m  Using identifiers and access control lists
m  Restricting user activities

m  Using passwords to maintain system security

Objectives

To describe the tasks and responsibilities in maintaining system security, you
should be able to:

m List OpenVMS features that provide general system security.
m  Explain the user security profile and its contents.

m  Restrict user activities to maintain system security.

s Create and control object security.

m  Use passwords to maintain system security.
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General System Security

Overview
System managers need to be concerned with both the physical and software
security of OpenVMS systems.

Topics

In this section the following topics are discussed:
m  Physical security considerations

m  Software security considerations

m  OpenVMS Cluster security considerations
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Physical Security Considerations

Physical Security

Different installations require different levels of physical security. The system
manager has control over the level of security implemented.

Physical security issues include:

m  Accessto console terminal (allows user to change system parameters,
therefore should be prevented)

s Availability of dialup lines

Levels of Required Security

At one extreme, users can be allowed physical access to the computer as well as all
privileges to do whatever they choose. At the other extreme, the computer and
peripherals could be in a locked room accessible only to operators, and users could
have few or no privileges. Conversational startup on workstations can be disabled
SO users cannot change system parameters.

Between these two extremes, the manager can use the tools available to grant

specific levels of access and privilege to specific users. The manager has control
over the level of security implemented.
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Examples of Physical Security
Examples of physical security are:
m  Keeping the console terminal in alocked or restricted area
m  Not posting dialup line phone numbers in public locations
m  Keeping all media storage in a locked or restricted area
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Software Security

Once the computer itself is physically secure, the manager must maintain some
level of software security.

Minimum Software Security

To ensure basic minimum security, the system manager should:

n  Keep SYSUAF.DAT, RIGHTSLIST.DAT, NETPROXY.DAT, and
NET$PROXY (VAX systems) up to date.

m  Use AUTHORIZE flags and hourly restrictions.

m Insist on nontrivial passwords.

m  Not publicize dialup humbers.

= Not permit WORLD accessto SYSUAF.DAT or RIGHTSLIST.DAT.
m  Encourage use of file protection codes and ACLSs.

m  Restrict user privileges.

m  Create accounting reports to check system usage.

m  Label disks and tapes in a systematic manner.

Additional Security

If your system needs to be more secure, choose any or all of the security tools
provided by the OpenVMS system, including:

m  Generated passwords

m  Password history lists

m  Erase-on-delete and erase-on-allocate for files

m  Login security

m  Break-in detection

m  Captive and restricted accounts to control user activity
s Security auditing

m  Protected subsystems

m  Secondary passwords
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OpenVMS Cluster Security Considerations

Security Management in an OpenVMS Cluster System

An OpenVMS Cluster system must be treated as a single management domain. It
must be managed as a single system, by a single system manager, or a cooperating
management team. Even if a cluster has many different working environments, the
different systems have access to common, shared resources and must be guided by
asingle security and management policy.

Building a Common Environment

In a single management domain, a process, acting on behalf of an authorized
individual, requests access to a cluster-visible object, and a coordinating node
determines the outcome by comparing its copy of the common authorization
database with the security profile for the object being accessed.

To achieve data consistency within the cluster, a site needsto:
= Maintain acommon set of data
m  Execute changes to system parameters consistently
When changing any LGI system parameters, use the System Management utility
(SYSMAN).
Required System Files

The easiest way to ensure a single security domain isto maintain a single copy of
each of the files on one or more cluster-mounted disks. As soon as any required
fileis created on one node, it must be created or commonly referenced on all
remaining cluster members. When a cluster is configured with multiple system
disks, system logical names can be used to ensure that only a single copy of each
file exists.
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System Files That Must Be Common in a Cluster

System File

Description

NETOBJECT.DAT

Contains the DECnet object database. Among the information
contained in this file is the list of known DECnhet server accounts
and passwords.

NETPROXY.DAT

Contains the network proxy database. This file is maintained by
the Authorize utility (AUTHORIZE).

TNET$PROXY.DAT

Contains the network proxy database. This file is maintained by
the Authorize utility (AUTHORIZE)

QMANS$SMASTER.DAT

Contains the master queue manager database. This file
contains the security information for all shared batch and print
gueues. A single copy of this file must be maintained on a
shared disk if two or more nodes intend to participate in a
shared queuing system.

RIGHTSLIST.DAT

Contains the rights identifier database. This file is maintained by
AUTHORIZE and by various rights identifier system services.

SYSALF.DAT Contains the system autologin file. This file is Maintained by the
System Management utility (SYSMAN).
SYSUAF.DAT Contains the system user authorization file. This file is

maintained by AUTHORIZE and modifiable through the Set
User Authorization

Information ($SETUAI) system service.

SYSUAFALT.DAT

Contains the system alternate user authorization file. This file
serves as a backup to SYSUAF.DAT and is enabled through the
SYSUAFALT system parameter.

VMS$OBJECTS.DAT

Contains the cluster-visible object database. Among the
information contained in this file are the security profiles for all
cluster-visible objects.

TVAX specific
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User Security Profile

Overview

Topics

Rev. 0.11

User processes and applications have security profiles, which carry a consistent set
of elements:

m  User identification code (UIC)
m  Rightsidentifiers
m  Privileges

Before a process can access afile, device, global section, or any other protected
object, the operating system checks to ensure that the requesting process has the
authority to access the object in the manner requested. To establish this, the
operating system examines the security profile of both the requesting process and
the object.

In this section the following topics are discussed:
s User identification code

m  Rightsidentifiers

m  Privileges
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User Identification Code

The first element of a user's security profile isthe user identification code (UIC).
The UIC identifies what group you belong to and what your unique identification
iswithin that group.

[ 300, 301]
In this UIC, the user belongs to group 300 and has the unique identifier of 301.

UIC Group ldentifier

A group usually consists of users who work in the same department or on the same
project. Group numbers are assigned by the system manager in the group number
part of their UICs.

UIC Protection

When you log in, the system creates a process for you and assigns the UIC defined
in your UAF record to your process. Thereafter, you have access to files or to other
users based on the value of your UIC.

Assigning UICs

Before assigning UICs to users, analyze the extent to which the user processes on
your system need to:

m  Share accessto files, volumes, and devices on your system
s Communicate interactively with each other
m  Affect or control each other

To provide... Assign users to:
Greater interaction The same UIC group
Greater protection Different UIC groups
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Suggestions for Dividing Users into Groups

The following table suggests some ways of dividing users into groups based on the

user need.

To perform this function...

Do this:

Allow specific users access to other users'
files and structures, but deny access to
other users on the system.

Divide users into groups along project or departmental lines.
Assign a different group UIC number to each group. Leave
room between each assigned number for additional users.
Users within a group can access each other's files with the
access set for GROUP in the protection code of the accessed
file. Users outside a group access files belonging to a group
member with the access defined for WORLD only.

Protect system files, but allow general
access to all other files on the system.

Assign all users a UIC of [295,300] or some other common
UIC.

All users own all user files and have OV\éNER access to all user
files. Users cannot access system files.

Divide users into groups. !

Identify groups for accounting and
observation purposes, but allow general
access to all files, including system files.

Modify the system parameter RMS_FILEPROT to set the
default protection assigned to all new files so WORLD has
complete access.

You can collect accounting information on separate users
(according to their UICs), but because all files created allow all
users complete access, the files are not really protected. In this
case, newly created system files are not protected either.

Identify groups for accounting and
observation purposes but allow access to all
nonsystem files.

Create a LOGIN.COM file for each user and include the SET
PROTECTION/DEFAULT=(W:RWED) command in it. Do not
include this command in your LOGIN.COM file.

You can collect accounting information on separate users
(according to their UICs). Users can access all files on the
system except your files and system files.

! System files usually have a group number between 1 and 10. Do not assign a group number reserved for system users
(typically 1-10). Modify the MAXSYSGROUP parameter to set the upper limit of the group number for system users as

needed.

2Users can still gain access through the system or owner field of the protection code, an access control list (ACL), or a

privilege.
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Process Interaction

To perform this function... Do this:

Increase the ability of processes to interact and Assign process UICs to the same group.
share information.

Decrease the ability of processes to interact and Assign process UICs to different groups.

share information.

Effect of Group UIC Assignment

The following table details the effects of UIC group assignment on process
interaction.

To produce this desired interaction... Do this:

Share files, volumes, and devices within the group, Set the GROUP protection codes of the
while denying access to processes in other groups. files, volumes, and devices properly

(G:RWED).
Communicate with group members by means of Set logical names and identifiers such as:
structures that processes in other groups cannot = Group logical names
access. = Group mailbox logical names
= Group global section names
= Common event flag clusters
Affect and control other processes in group. Grant the user GROUP privilege.
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Rights Identifiers

Rights Identifiers

The second element of a user's security profile is the set of rights identifiers. The
rights identifiers:

m  Represent an individual user or a group of users
m  Allow temporary identification of groups of users by a common identifier for
as long as needed
Types of Identifiers
There are five types of identifiers:
= Environmental

s Genera
s UIC
n  Facility

s System node

Environmental Identifiers

Environmental identifiers are defined by the system at login.
m  Alphanumeric strings automatically created by the system
s Examples

BATCH

NETWORK

INTERACTIVE

LOCAL

DIALUP

REMOTE
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General Identifiers
General identifiers are defined by the security administrator.

m  Alphanumeric strings of 1 to 31 characters with at least one alphabetic
character.

m Valid characters include numbers 0 to 9, characters A to Z and ato z, the
dollar sign ($), and the underscore ().

s Examples
SALES
PERSONNEL
DATA_ENTRY

UIC Identifiers
UIC identifiers are based on the user's identification code.
m  Alphanumeric UICs, with or without brackets.
m Valid characters are the same as those for a general identifier.
s Examples
[GROUP1,JONES]
[JONES]
GROUP1
JONES

Facility Identifiers
Facility identifiers are defined by the application.
m Valid characters are the same as those for a general identifier.
s  Example DBM$MOD_SCHEMA

System Node Identifiers
System node identifiers are defined by the system startup procedures.
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Example: Displaying Rights Identifiers

Use the SHOW PROCESS/ALL command to display the identifiers for your

current process.
$ SHOVPROCESY ALL

10- NO~- 1999 13:43:24.91 Wser: SARAH Process | D
Node: MIPPET Process name: "

Term nal : RTA11:

Wser ldentifier: [SARMH O

Base priority: 4

Default file spec: WIRKL2: [ SARAH
Devi ces al | ocat ed: MIPPET$RTALL:

Process Quot as:

Process rights:

| NTERACTI VE [

REMOTE (I

W5 0
WESQM resource [

Systemrights:
SYSSNCDE MOPPET [

Example Notes: Displaying Rights Identifiers

Notes for the Displaying Rights Identifier example include:

0 UlC identifier, indicating user Sarah

O O o d

Environmental identifier, indicating user Sarah is an interactive user
Environmental identifier, indicating user Sarah is logged in remotely

General identifier, indicating user Sarah is also a member of the VMS group

General identifier, indicating user Sarah holds the VM S$COM identifier with
the resource attribute so she can charge disk space to the identifier

0 Environmental identifier, indicating user Sarah is working from the MOPPET node
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Privileges

OpenVMS Privileges

The OpenVMS operating system provides a comprehensive set of privileges that
allow precise access and control of various resources and operating system
facilities.
Typically, the system manager grants only the minimum number of privilegesto a
typical system user.

Minimum Security Privileges

A typical system user is commonly called a nonprivileged user, which means the
user has only minimal privileges (as opposed to no privileges at all). The minimum
set of required privileges for nonprivileged users can vary from system to system,
but typically consists of the following:

m TMPMBX (alowsthe user to spawn subprocesses)
m  NETMBX (useful only on systems with DECnet services)

Types of Privileges
Two sets of privileges are specified in each UAF record:

s Authorized privileges are enabled only by explicit use of the DCL SET
PROCESS/PRIVILEGE command.

m  Default privileges are automatically enabled once the user has logged in.

The reason for having two separate sets of privileges isto avoid accidental misuse
of privileges. Sensitive privileges should never be placed in the default privilege
set (/DEFPRIVILEGES), but rather in the second privilege set (/PRIVILEGES).
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Assigning Privileges

Use the Authorize MODIFY command to assign privilegesto users.

To assign this set of privileges... Use this qualifier:

Default, the list of privileges that are enabled at /IDEFPRIVILEGES=([NO]privhame,...]))
login time. The keyword [NO]ALL disables or
enables all user privileges.

Authorized, the list of privileges granted (but not /PRIVILEGES=([NO]privhame],...])
enabled) at login time.
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Categories of Privileges

Privileges are divided into seven categories according to possible damage that
users possessing them could cause the system.

m  None (No privileges)

s Normal (Minimum privileges to use the system)
* NETMBX O Cresate network device
e TMPMBX O Createtemporary mailbox

m  Group (Potential to interfere with members of the same group)
e GROUPO Affect other processes in same group

* GRPPRV [0 Gain accessthrough the system protection field of the
group's objects

s Devour (Potential to consume noncritical systemwide resources)

e ACNT O Disable accounting

e ALLSPOOL O Allocate spooled device

* BUGCHK O Make bugcheck log entries

* EXQUOTA O Exceed disk quota

* GRPNAM O Modify group logical name table

e PRMCEB [0 Create/delete permanent common event clusters

* PRMGBL O Create permanent global sections

e PRMMBX O Create permanent mailbox

e SHMEM 0O Create/delete data structures in shared memory
m  System (Potential to interfere with system operation)

e ALTPRI O Set base priority higher than allotment

* AUDIT O Generate audit records

e OPERO Perform operator functions

e PSWAPM O Change process swap mode

e SECURITY O Perform security functions

e SYSLCK O Lock systemwide resources

e WORLD O Affect other processes in the world
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m  Objects (Potential to compromise an object's security)

DIAGNOSE [0 Diagnose devices

IMPORT O Mount anonlabeled tape volume

MOUNT O Execute mount volume QIO

READALL [0 Possessread accessto al system objects
SYSGBL [0 Create systemwide global sections
VOLPRO O Override volume protection

m  All (Potential to control the system)
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BYPASS O Disregard protection

CMEXEC [0 Change mode to executive

CMKRNL [0 Change mode to kernel

DETACH O Create detached processes

DOWNGRADE [0 Writeto alower secrecy object or lower an object's
classification

LOG |10 O Performlogical 1/0

PFNMAP [0 Map to specific physical pages

PHY _10 --- Perform physical 1/0

SETPRV O Enable any privilege

SHARE O Access devices allocated to other users

SYSNAM [0 Modify system logical name table

SYSPRV [0 Access objects through the system protection field

UPGRADE [0 Writeto a higher integrity object or raise an object's
integrity level
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Possible Privilege Problems

The following are examples of common problems users could cause given
assigned inappropriate privileges:

A user with the SETPRV privilege can enable any privilege.

A user with the EXQUOTA privilege has the potential of consuming an
entire disk.

A user with other Devour privileges has the potential of consuming all of the
nonpaged pool.

A user with ALTPRI could raise his or her priority and block all other users.
A user with WORLD privilege could stop all other processes.
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Restricting User Activities

Overview

Y ou can set up user accounts with only the amount of system access and privileges
that the individual user needs. In addition, you can restrict usersto the use of
certain software.
Topics
In this section the following topics are discussed:
m  Tailoring user accounts
m  Setting access and security fields
m  Setting login flags
m  Creating captive accounts
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Tailoring User Accounts

There are many qualifiers available for use in creating and modifying UAF records
with the Authorize utility. These qualifiers provide specific control in defining the
user account and processes.

UAF record fields fall into four basic categories:
m ldentification and environment

m  Access and security

s Quotas and resource limits

m  Privileges
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Example: UAF Field Categories

The following example shows a sample listing of a UAF record and indicates the
location of these field categories.

uaR> SHOWUSERL
O Wernane: USERL

Account : P11
([WBR1])

al: BON

Default: D SKSUSER [ USER1]

L@ avwb SYSSMANAGER GRP11LGE N

O Login Hags: D swelcome O snewnai |

Primary days: Mn Tue Véd Thu Fri

Secondary days: Sat Qun

Primary  000000000011111111112222 Secondary

Cay Hours 012345678901234567890123 Cay Hours

Network: — -------- HHHHHHHHHE- - - - - -

Batch:  -------- HHHHHHHHHE- - - - - -

Local : HHHH FUl | access #HHHHH

Daup:  -------- FHEHHHHR - - - - - -

Remote:  -------- PR - - - - -
Expiration: (none) PZM N MM
Padl i fetine: 90 00: 00 Pwdchange:
Last Login: (none) (interactive),

i nteractive)

O Mixj obs: OFIIm 20 Bytlm
Maxacct | obs: 0 Srfillm 0 Poytlm
Maxdet ach: 0B Om 6 JTguot a:
Prclm 2D0Am 6 VEdef:
Prio: 4 ASTIm 10 V¥&quo:
Quepri o: 4 TEHmM 10 Vextent:
cPU (none) Engl m 10 Rgfl quo:

O Authorized Privil eges:
GOP TMPMBX NETMBX
Defaul t Privil eges:

TMPMBX NETMBX

Example Notes: UAF Field Categories
Notes for the UAF field Categories example include:

O Ildentification and environment

0 Access and security
0 Quotas and resource limits
O Privileges
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Onner : Adm n user
uc [11, 2]
Tabl es: DOLTABLES

000000000011111111112222
012345678901234567890123
No access
No access
i Ful | access #HHHHHTE
No access
No access
6 Login Fails: O
(pr e- expi red)
(none) (non-

4096
0
1024
1024
2048
4096
10000
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Access and Security Fields

Use access and security fields to:

m  Limit the use of the account by time/day or access mode

= Limit certain capabilities once logged in to the system

m  Authenticate user requests for access to files and other resources

Access Times and Modes

Y ou can limit an account's access to the system in three ways:
s Timeof day

m  Day of week

s Access mode

Restricting Access by Time of Day

The following commands allow USERL to gain access to the system in any
manner from 8 A.M. through 5 P.M. except during lunch on primary days, but
prevent any access on secondary days:

UAF> MODI FY USER1/ ACCESS=( PRI MARY, 8-11, 13-16)
UAF> MODI FY USER1/ NOACCESS=SECONDARY

Restricting Access by Day of Week

The following command sets the primary days to be Monday through Friday for
the user USER1. (The other days of the week automatically become secondary

days for this user.)
UAF> MODI FY USER1/ PRI MEDAYS=( MON, TUE, VIEED, THU, FRI )

Restricting Access by Access Mode

Y ou can combine values to further specify the account's ability to gain access to
the system. For example, the following commands allow USER1 to use alocal
terminal during the day and a dialup terminal during evenings and weekends:

UAF> MODI FY USER1/ LOCAL=( PRI MARY, 8-17, SECONDARY, 8-17)
UAF> MODI FY USER1/ DI ALUP=( PRI MARY, 18-7, SECONDARY, O0-23)
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Login Access Modes

The following table describes the various types of access modes.

This access mode...

Permits this type of access:

INTERACTIVE Any kind of interactive login

LOCAL Directly connected terminals

DIALUP Modem connections using telephone services (or network
services emulating telephone services)

REMOTE Virtual terminal connection across DECnet system

BATCH Batch jobs (noninteractive access method)

NETWORK DECnet noninteractive network access, for example: file

transfers, electronic mail to/from other nodes, and so forth

AUTHORIZE Qualifiers for Access Fields
The following table summarizes the AUTHORIZE qualifiers used to redtrict
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access.

Use this qualifier...

To specify:

/ACCESS[=(range],...])]

Hours of access for all modes of access.

/IBATCH[=(range],...])]

Hours of access permitted for batch jobs.

IDIALUP[=(range[,..])]*

Hours of access permitted for dialup jobs.

/[INTERACTIVE[=(range],...])]

Hours of access permitted for interactive logins.

ILOCAL[=(range][,...])]"

Hours of access permitted for interactive logins initiated on local
terminals.

/PRIMEDAYS=([NO]dayl....])

Primary and secondary days of the week for logins. Specify
primary days as MON, TUE, WED, THU, FRI, SAT, and SUN.
Specify secondary days as NOMON, NOTUE, NOWED, and so
on.

INETWORK][=(range],...])]

Hours of access permitted for network batch jobs.

/REMOTE[=(range],..])]*

Hours of access permitted for interactive logins initiated by
network remote terminals.

! These are interactive logins, so use the /INTERACTIVE qualifier to specify all three interactive access

methods.
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Security Fields

Use security fields to authenticate user requests for access to files and other

resources.

The following table lists the qualifiers used to set these fields and control the rights

database.

Use this qualifier...

To perform this function:

/ADD_IDENTIFIER

Add identifiers for the user name and account name to the
rights database.

/[EXPIRATION=time

Specify expiration date and time of the account.

/GENERATE_
PASSWORD[=keyword]

Invoke the password generator to generate user passwords.
Details of the possible keywords are discussed in the
OpenVMS Guide to System Security

/MODIFY_IDENTIFIERS

Specify whether the identifier associated with a user record is
to be modified in the rights database.

/PASSWORD=(pwd1[,pwd2])

Specify the primary and optional secondary passwords.

/PWDEXPIRED

Specify whether a password is valid only for the first login.

/PWDLIFETIME=time

Specify the length of time a password is valid, entered as a
delta-time value.

/PWDMINIMUM=value

Specify the minimum number of characters allowed for a
password.

/REMOVE_IDENTIFIER

Specify whether the user name and account name identifiers
should be removed from the rights database when the UAF
record is removed from SYSUAF.DAT (works only for the
REMOVE command).
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Login Flags

Use login flags to restrict certain activities of the user's job.

Login Flag Parameters
The following table lists the login flag parameters that are related to security; it is
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not a complete list of the login flag parameters.

To do this... Use this /FLAG
parameter:*

Audit all security-relevant actions. AUDIT

Restrict an account to autologins only. AUTOLOGIN

Prevent user from changing any defaults at login. CAPTIVE

Prevent user from changing default CLI or CLI table. DEFCLI

Disable Ctrl/Y interrupt until SET CONTROL_Y is executed. DISCTLY

Disable forced user-expired password changes at login. DISFORCE_PWD_CHANGE

Prevent Mail delivery to this user. DISMAIL

Suppress New Mail... announcement. DISNEWMAIL

Disable automatic screening of new passwords against a DISPWDDIC

system dictionary.

Disable automatic checking of new passwords against a list of DISPWDHIS

the user's passwords from the last year.

Disable automated reconnections.

DISRECONNECT

Disable time of last login and other security reports. DISREPORT
Disable this account completely (if your default account has the  DISUSER
DISUSER flag set, you must add the /FLAG=NODISUSER

qualifier when creating a new account).

Suppress Welcome to... login message. DISWELCOME
Require user to use generated passwords. GENPWD
Prevent user from changing password. LOCKPWD

Mark password as expired. PWD_EXPIRED
Mark second password as expired. PWD2_EXPIRED
Ensure that all commands are executed in the system and user RESTRICTED

login command procedures, and any procedures invoked by
these two procedures.

! Any flag can be prefixed with NO to turn off the flag's intended
purpose, for example: /NOLOCKPWD.
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Creating and Using Captive Accounts

Captive Accounts

Some users may only need access to certain limited software, or they may perform
work that is limited to a particular function. They do not require full accessto the
OpenV MS system. Y ou can give such a user a captive account. This user's
LOGIN.COM accesses the appropriate software, and exiting from the software
causes the user to be logged out.

Characteristics of Captive Accounts

A captive account:

m  Preventsthe user from changing any defaults at login, for example; /CLI,
/IDISK, ICOMMAND, or /LGICMD.

m  Preventsthe user from escaping the captive login command procedure and
gaining access to the DCL command level.

m  Edablishes an environment where Ctrl/Y interrupts are initially turned off.
Command procedures can still turn on Ctrl/Y interrupts with the DCL
command SET CONTROL=Y.
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Steps for Setting Up a Captive Account

Rev. 0.11

To set up acaptive account:

Step Task

1 Create a file in the SYSSMANAGER directory, such as
SYSSMANAGER:CAPTIVE.COM, to customize the user environment and prevent
a user from changing it. The captive command procedure must contain a loop to
prevent it from exiting.

2 Run the Authorize utility and:

Set the captive user's LGICMD to contain the name of the captive command
procedure or a logical name translating to the captive command procedure
name.

Set the FLAGS field of the UAF record to specify the CAPTIVE flag. By default,
an account is not captive (NOCAPTIVE).

Assign a unique UIC group to ensure that the captive account users can
access only world-accessible files and files owned by the captive account.
Either require no password (/NOPASSWORD) or lock the password
(/FLAGS=LOCKPWD) so that only the security administrator can change it

Set the subprocess limit PRCLM to 0, thus preventing the user from spawning
out of the account. Be sure to verify that the system parameter PQL_MPRCLM
(the minimum subprocess limit) is set to 0.
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Example: Setting Up a Captive Account

In the following example, the SY SBSMANAGER:CAPTIVE.COM command

procedure calls an application program for the SPECULATE user.

$ SET DEFAULT SYS$SYSTEM
$ RUN AUTHORI ZE

UAF> MODI FY SPECULATE/ FLAGS=( CAPTI VE, LOCKPWD) / PRCLM

_UAF> / LA CVD=SYS$NANACGER: CAPTI VE. COM
UAF> EXIT

Ensure that the file has the correct protection. Grant group or world access to the

file.

Example: Login to a Captive Account

User nane: SPECULATE
Passwor d:

Wl cone to SPECULATE

O Specul ate> USE | NVESTMENT DATA
Spec: Consider it done.
Specul at e> COMPUTE FOR NEXT 10 YEARS
SPEC. Pl ease specify comodity.
Specul at e> GOLD
Spec: $933, 999, 456, 657. 32
Specul at e>

(User continues to interact with the SPECULATE program)

O Sheculate> BYE
SPECULATE | ogged out at 04-DEC-1999 16:00: 15. 16

Example Notes: Login to a Captive Account

Notes on the Login to a Captive Account include:

[0 Oncethe user has successfully entered the account password, the special login
command procedure immediately executes a data management program.

[0 The user can enter commands to this program until the termination command
BYE isentered. At that point, the login procedure instructs the operating

system to log out the process.
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Example: Captive Command Procedure

This command procedure was used in the captive account example.
$! CAPTI VE. COM

$!

$
$
$
$
$
$

$

ON ERROR THEN LOGOUT

SET NOCONTROL=Y

ON CONTROL_Y THEN LOGOUT

VRI TE SYS$SQUTPUT "Wl come to SPECULATE"
DEFI NE/ USER SYS$I NPUT SYS$COMVAND

RUN SYS$SYSTEM SPECULATE

LOGOUT

RESTRICTED and CAPTIVE AUTHORIZE Flags

There is a difference between the AUTHORIZE flags CAPTIVE and
RESTRICTED.

IFLAGS=CAPTIVE

Prevents users from changing any defaults at login.

Prevents users from escaping from the captive login command procedure to
the DCL level.

Disables the use of the INQUIRE command.
Disables the use of Ctrl/Y .
Prevents the use of SPAWN.

*  Unlessthe SPAWN command carries the /TRUSTED quadlifier it is
ineffective within a captive account.

»  SPAWN isalso disabled from MAIL and the DEC Text Processing
Utility (DECTPU) (as a built-in procedure).

/[FLAGS=RESTRICTED
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Prevents users from changing any defaults at login.

Allows the user access to the DCL command level following the execution of
the system and process login command procedures.

Does not disable the use of the INQUIRE command in the system and
process login command procedures.
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Object Security Profile

Overview

Topics

With the exception of files, objects inherit security elements from system-supplied
template profiles. The security administrator can modify these templates.

Files have a more complicated inheritance mechanism, one that allows for greater
control over the security elements of new objects.

The security elements of any object make up its security profile. The object
security profile contains:

s Owner of the object
n Protection code

m  Accesscontrol lists (ACLS)

In this section the following topics are discussed:
m  Ownership and protection of objects
s Accesscontrol lists

»  Manipulating an object's security profile
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Ownership and Protection of Objects

Ownership Element

The first element of an object's security profile isthe UIC of the owner. In most
cases, the process that creates the object is its owner. The ownership element
alows:

The owner process to modify the security profile

The system to identify ownership to use in making access decisions

Who Can Change Ownership?

The owner of any object that is not afile can reassign ownership to another user
with the SET SECURITY/OWNER command.

A new file obtains its owner from a number of sources. If any of the following
conditions are true, then you can assign an identifier as the owner of afile:

The identifier matches your process UIC.
Y ou hold the identifier with the Resource attribute.

Y ou hold GRPPRYV privilege and the identifier's group number matches your
UIC group.

Y ou hold SY SPRV privilege.

Source of a File's Owner Identifier

A filereceives its owner identifier from the first applicable source that you are
allowed to assign:
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The explicit assignment of an owner at creation with the/OWNER_UIC
qualifier to the CREATE or COPY command

The previous version
The parent directory
The process UIC
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Protection

The second element of an object's security profile is the object's protection code.
Protection codes are assigned to objects automatically by the system. Protection
codes:

m  Determine the type of access allowed to a user
»  Based on the relationship between the user's UIC and the owner UIC

*  Except for files, the code a protected object gets comes from the
template profile for the class

m  Arerelied on if the object isto be accessed by:
e Only the owner
*  All usersonthe system
* A specific UIC-based group of users
An ACL or aprivilege can till allow a user to access an object.
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Access Control Lists

Why Access Control Lists Are Needed

Occasionally a user in one group may need regular access to a certain file
belonging to another group. Y ou could give the SY SPRV privilege to the user
desiring access, or you could change the protection on the file to allow World
users more access. However, these solutions are too broad for typical systems.
Most managers are understandably reluctant to give the powerful SY SPRV
privilege to users, and the file owner may not want to allow accessto all users.

While OpenVMS system protection using UICs is usually sufficient for most files
on your system, the OpenV MS operating system provides an additional layer of
protection that you can use to grant access to files for specific users rather than
groups of users.

To grant access to specific groups of users outside a single UIC group but not to
all users on the system, create an access control list (ACL).

Access Control Lists

Thethird (optional) element of an object's security profile is the object's access
control list. An access control list isafile containing entries that define the access
rights that a user or group of users has to a particular protected object, such as a
file, directory, or device. ACLs can be created by:

m  Default when an object is created
m  The security administrator
m  Userswho have control access to the objects

Determining if an Object Has an ACL

Because ACL s can be placed on files by default or by the system administrator, the
user may not be aware that thereisan ACL on afile. One way to determine
whether there isan ACL on afile isto enter the following command:

$ DI RECTORY/ SECURI TY

Displaying an ACL

Use the DCL SHOW SECURITY command to display ACLs. For more extensive
ACL work, thereisan ACL editor available.
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How Access Is Determined

When a user tries to access a protected object, the OpenVMS system compares the
security profile for the user process with the security profile of the object.

When the system evaluates a user's right to access an object, it follows this

sequence:
Step Function
1 Evaluate the ACL.
2 Evaluate the protection code.
3 Look for special privileges.
4 Consider access overrides.

Figure: Object Access
The following flowchart shows the steps used in checking object access:

Access Granted Yes

Via ACL

ACL Check

A

Yes
UIC Check Correct Access Access Granted S
Type tor UIC
A
o Yes
Privilege Access Granted y
Check Via Privilege

Access Denied

ZKO-055-000057-23-DG
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Step 1: ACL Check
If an object hasan ACL :

m  Thesystem scansit, looking for an Identifier ACE that matches any of the
user'sright identifiers.

s If amatching ACE isfound that grants access:
* Accessisgiven.
*  Further checking stops.

s If amatching ACE isfound that denies access:

m  Scanning stops.

m  The system evaluates the protection code.

m If no matching ACE is found:

m  The system evaluates the protection code.

Step 2: Protection Code Check
If an ACL has denied access:
m  The system examines the system and owner fields of the protection code.
m  Theuser can still acquire access by:
*  Being a member of the system or owner categories.
e Possessing privileges.
If access was not granted by an ACL.:
m  And if the object's owner's UIC is not zero:

*  Accessisgranted or denied based on the relationship between the UIC
and the object's protection code.

m  Andif an object has an owner UIC of zero:
»  The protection code is not checked.

*  Usershaveall but control access to the object, provided the ACL has no
|dentifier ACEs.

o If Identifier ACEs are present, access has to be granted through the ACL
or through privilege.
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Step 3: Privilege Check
If access was not granted by the ACL or the protection code:

m  Userswith certain system privileges may be entitled to access, regardless of
the protection offered by the ACLs or the protection code.

m  Thebypass privilege (BY PASS), group privilege (GRPPRV), read all
privilege (READALL), or system privilege (SY SPRV) amplifies the holder's
access to objects.

Step 4: Access Overrides

For some object classes, access may be granted based on alternate privileges. For
example:

m  The queue object allows full accessto al queues for users with operator
privilege (OPER).

m  Thelogical name table object allows access to the system table for users with
system name privileges (SY SNAM).
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Manipulating an Object's Security Profile

SET SECURITY Command

The system manager can:

m  Assign new values for the owner, protection code, or ACL of a protected
object

m  Copy asecurity profile from one object to another

Perform these functions using the DCL SET SECURITY command.
Before changing an object’s security it isimportant to know:

m  Object's current security

m  Object'sclass

Displaying an Object's Security Profile

To display the security profile for any protected object, use the DCL SHOW
SECURITY command.

Format:
SHOW SECURITY object-name

Example: Displaying an Object's Security Profile

The following example shows how to display an object’s security profile:
0 $ SHOVSEAR TY PROECT PLAN TXT

VRK D SK$: [ SARAH PROJIECT_PLAN TXT; 2 obj ect of class HLE

O Owner: [ SARAH
O Protection: (System RMD Omner: RMD Goup: RE Verld)
O Access ontrol List: <enpty>

Example Notes: Displaying an Object's Security Profile

Rev. 0.11

Notes on the Displaying an Object’s Security Profile include:
0 The SHOW SECURITY command displays an object's security profile.
[0 User Sarah ownsthefile.

0 Thefile's protection code gives read, write, execute, and delete access to
system users and the owner. The code also grants read and execute access to
group users and no access to world users.

0 Thereisno ACL on thefile.
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Object Classes

Groups of objects that behave in a particular way and have a common set of
security attributes are grouped in classes. The OpenVMS operating system
supports 11 classes of protected objects.

File is the default object class for the SET SECURITY command.

Class Name

Description

Capability

Resource to which the system controls access (a vector
processor, for example).

Common event flag cluster

Set of 32 event flags that enable cooperating processes to post
event notifications to each other.

Device Class of peripherals connected to a processor, which are
capable of receiving, storing, or transmitting data.
File Files-11 On-Disk Structure Level 2 (ODS-2) files and directories.

Group global section

Shareable memory section potentially available to all processes
in the same group.

Logical name table

Shareable table of logical names and their equivalent names for
the system or a particular group.

Queue

Set of jobs to be processed in a batch, terminal, server, or print
job queue.

Resource domain

Namespace controlling access to OpenVMS distributed lock
management resources.

Security class

Data structure containing the elements and management
routines for all members of the security class.

System global section

Shareable memory section potentially available to all processes
in the system.

Volume

Mass storage medium, such as a disk or tape, that is in ODS-2
format. Volumes contain files and may be mounted on devices.
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Example: Changing the Security Profile of a Nonfile Object

When you modify the profile of an object, you need to specify the class of the
object. Otherwise the SET SECURITY command assumes the object is afile.

In the following example, the command sequence changes the profile of an object
and uses the /CLASS qualifier to identify the object LNM$GROUP as a logical
name table.

$ SET SEOR TY / ALASS=LOT CAL_NAME TABLE
0 _$ / OMER=MARKETI NG / PROTECTI ON5(S RD, QRMD, GR WR)-
0 _$ / ACL=( (I DENTI Al ER=SARAH ACCESS=CCNTRQL) , -
0 _$ (1 DENTI Fl BR=BONN E, AOCESS=READAVR TE) ) LNVBGROLP

0 $ SHOVSEAR TY LNMGAROP / AASS=LA3 CAL_NAME TABLE
LNMBGROP obj ect of class LA3 CAL_NAME TABLE

Owner: [ MARKETT N3
Protection: (System RNMD Owmer: RND Goup: R Wrld: R
Access ontrol List:

(1 DENTI FI BRA[ USER SARAH , ACCESS=CONTRL)

(1 DENTI FI BRe[ USER BONN B , ACCESS=READHR TB)

Example Notes: Changing the Security Profile of a Nonfile Object
Notes on the Changing the Security Profile of a Nonfile Object include:

(0 Owner of the logical name table was set to Marketing.

0 Protection code was changed to allow read, write, create, and delete
access for system users and the owner, but limit group and world users to read
access.

00 AnACL iscreated to allow control access for user Sarah and to allow read and
write access for user Bonnie.

0 The SHOW SECURITY command displays the results of the changes.

Required Access for Changing an Object's Security Profile

To modify a security profile, you need control access to the object. An ACL grants
control access explicitly; whereas a protection code grants it implicitly to anyone
who belongs to the owner or system category.
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Example: Modifying an Object's Security Profile
The following example shows how to modify an object’s security profile:
O $ SET SEQLR TY/ PROTECTI ONS(G RMED)  PROJECT PLAN TXT

0 $ SHOVSEAR TY PRAJECT_PLAN TXT

VCRK D SK$: [ SARAH PROJECT_PLAN TXT; 2 obj ect of class HLE

Qwner: [ WB, SARAH
Protection: (System RMD, Owner: RMD Goup: RMD Verld)

Access (ontrol List: <enpty>

Example Notes: Modifying an Object's Security Profile
Notes on the Modifying an Object’s Security Profile include:

0 User Sarah ownsthe file PROJECT _PLAN.TXT. Asowner, she can
change the file protection code. Originally, it gave only read and execute
access to usersin the group category. Using the SET SECURITY command,
Sarah changes the protection code to allow read, write, execute, and delete

access to group users.

0 The SHOW SECURITY command verifies the new protection code for the
file.
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Using Passwords to Maintain System Security

Overview
The OpenVMS operating system provides several ways to use passwordsto help
maintain system security.
Topics
In this section the following topics are discussed:
m  Defining user passwords
m  Filtering passwords
m  Defining a system password
m  Examples of password usage
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Defining User Passwords

Password Options

Each user istypically assigned a user name and a password in the user
authorization file, SY SUAF.DAT. The user must enter both before using the
system.

The OpenVMS operating system protects passwords from disclosure through
encryption. Algorithms transform passwords from plain text strings into cipher
text, which is stored in the UAF file. A password check is done on the encrypted
password, not the plain text.

The system manager can select any or all three options with user passwords:
m  Require apassword.

»  Require asecondary password.

m  Require a system-defined password.

Requiring User Passwords
Use the Authorize utility to set:
m  Expiration date on UAF records
m  Minimum password length
s Expiration date for password
m  Passwordsthat must be changed when user logsin for the first time

Example: Setting User Passwords

Use the Authorize utility to modify any user password.
UAF> MODI FY USER1 / PASSWORD=FI RST
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Requiring a Secondary Password

Use the Authorize utility to define a secondary password for an account.
UAF> MODI FY USERL1 / PASSWORD=("", SECOND)

This command does not affect the current value of the primary password if you
correctly specify anull first password string.

Requiring a Generated Password

Rev. 0.11

Use the [FLAG=GENPWD qualifier within the AUTHORIZE utility to force users
to use the password generation facility to set their primary or secondary passwords
(or both).

UAF> MODI FY/ FLAG=GENPWD

If this flag has been set in the UAF record, the SET PASSWORD command
displays alist of generated passwords for the user.
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Filtering Passwords

Filtered passwords are user-selected passwords that have been screened for
acceptability. Filtering is not done on system generated passwords or passwords
set in AUTHORIZE.

Dictionary Search

New passwords are automatically checked against a system password dictionary to
make sure the word is not present in the dictionary.

m  Thesystem password dictionary is kept in SY SSLIBRARY .

m /FLAGS=DISPWDDIC isthe AUTHORIZE flag placed on user accountsto
disable the dictionary search.

History Search

The system keeps a list of the previous passwords used by each user and compares
the new password with the list.

m  SYS$SYSTEM:VMS$PASSWORD_HISTORY.DATA contains the
password history list.

m /FLAGS=DISPWDHIS isthe AUTHORIZE flag placed on user accountsto
disable the history search.

m  Thesystem logical name SY SBPASSWORD_HISTORY _LIMIT establishes
the number of passwords on a history list. By default, it is 100.
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Defining System Passwords

System Password

For terminals in remote or sensitive locations, the system manager can require a
system password. This password is kept as a special UAF record.

Defining a System Password

The system manager seldom executes the SET TERMINAL command
interactively. Instead, commands would be placed in either SY CONFIG.COM
(preferred) or inthe general SYSTARTUP_VMS.COM startup procedures,
depending on the preference of the system manager.

Steps for Defining a System Password

To define a system password:

Step Action Command
1 Enter the old password in response tothe $ SET PASSWORD/ SYSTEM
first prompt. Enter the new password in a d password:
response to the next two prompts. New password:
Passwords are not echoed while being Verification:
entered (This command requires SECURITY and
CMKRNL privileges.)
2 Set the specified terminal to require the $ SET TERM NAL -

system password. To log in to this
terminal, a user must press the Return
key and enter the system password (no
prompt is given). If successful, the user
continues the normal login procedure
when the Username: prompt appears.

_$ / SYSPASSWORD / PERVANENT -
_$ TXA2

(This command requires LOG_lO
privilege.)

Changing System Passwords

Use AUTHORIZE to initially set and change the system password:
UAF> MODI FY / SYSTEM PASSWORD=passwor d

Change existing system passwords by using the DCL command:
$ SET PASSWORD/ SYSTEM
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Examples of Password Usage

Example: Normal Password Login

The system does not echo the password.
User nane: USER1
Passwor d:

Note that you can define the password to be null. If the password has been defined
to be null, the user receives no password prompt.

Example: Secondary Password Login

Typically, one person knows the primary password and another person knows the
secondary password. This ensures that both must be present for login to occur.
User nane: USER1

Passwor d:
Passwor d:

Example: System Password Login

There is no prompt for the system password. The user must pressthe BREAK key
to begin the login process. Until the user has successfully entered the system
password, no Username: prompt appears.

[ Syst enpasswor d]
User nane: USER1
Passwor d:
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Summary

Concepts

General System Security

Rev. 0.11

Protect the physical security of computer equipment by securing the location
of the computer.

Store media in a safe manner.

Keep SYSUAF.DAT, RIGHTSLIST.DAT, NETPROXY.DAT, and
NET$PROXY.DAT (VAX systems) up to date.

Use AUTHORIZE flags and hourly restrictions.

Insist on nontrivial passwords.

Do not publicize dialup numbers.

Do not permit WORLD accessto SY SUAF.DAT or RIGHTSLIST.DAT.
Encourage use of file protection codes and ACLSs.

Restrict user privileges.

Create accounting reportsto check system usage.

Label disks and tapesin a systematic manner.

Manage an OpenVMS Cluster system as a single management domain.
Privileged users on one VAX node can affect the other nodes.

There is no node-specific file protection by default.

A network can provide greater security isolation between nodes than an
OpenV MS Cluster environment.

A single system implies that user names, UICs, and access rights are unique
throughout the cluster.

Multiple user authorization files are not recommended.
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User Security Profile

Users with the same UIC group can share files, volumes, and devices.

Users with the same UIC group can communicate interactively with each
other.

Users with the same UIC can affect or control each other.
Rights identifiers represent an individual user or group of users.

Rights identifiers identify users with possibly differing UIC group numbers
as agroup.

Rights identifiers include environmental, general, UIC, system node, and
facility identifiers.

The system manager can grant users privileges to alow precise access and
control of operating system resources and facilities.

Default privileges are assigned at login.
Authorized privileges must be enabled by the user.

Privilege categories include NONE, NORMAL, GROUP, DEVOUR,
SYSTEM, OBJECTS, and ALL.

Restricting User Activities

UAF record fields allow the system manager to tailor user accounts by setting
values for certain fields and flags.

Access flags control the time of day, day of the week, and mode of access for
auser.

Security fields define access to files and other system objects.

The system manager can set login flags to restrict user activities.
Captive accounts limit user access to system software.

Restricted accounts prevent users from changing defaults set at login.
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Object Security Profile

The first element of an object's security profile is ownership.
The second element of an object's security profile is protection.
The third element of an object's security profileisACLSs.

ACLs can be created by default, the system manager, or the user.

ACLsare useful for allowing greater access to users outside a specific group
UIC.

Access is determined in the order of: ACL, protections, privilege, and access
override.

Before changing an object’s security profile, it is important to know the
current security and the object's class.

To change a security profile, the user must have control access.
File is the default object class for the SET SECURITY command.

Using Passwords to Maintain System Security

Rev. 0.11

System managers can require a password for minimum user security.
System managers can require a secondary password for more user security.

System managers can require a system password for remote system user
security.

Filtering performs a dictionary check.
Filtering performs a history check of the last 100 passwords used.

System managers can assign a system password to terminals in sensitive
locations. No prompt is displayed for the system password.

Users and managers should be aware of password requirements for accounts
and terminals.
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Commands

User Security Profile
SHOW PROCESS/ALL
Displays types of identifiers.
MODIFY/PRIVILEGES
AUTHORIZE command used to assign authorized privileges.
MODIFY/DEFPRIVILEGES
AUTHORIZE command used to assign default privileges.

Restricting User Activities
MODIFY/PRIMEDAYS
AUTHORIZE command used to set primary days for a user.
MODIFY/ACCESS
AUTHORIZE command used to control user access to the system.
MODIFY/FLAGS
AUTHORIZE command used to modify a user's login flags.
MODIFY/FLAGS=CAPTIVE/LGICM D=file-spec
AUTHORIZE command used to make a captive user account using the specified
login command procedure.
MODIFY/FLAGS=RESTRICTED
AUTHORIZE command used to make arestricted user account.

Object Security Profile
SHOW SECURITY
Displays object's security profile.
SET SECURITY
Sets afile's security profile.
Requires access.
SET SECURITY/CLASS
Sets a nonfile object's security profile.
Requires access.
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Using Passwords to Maintain System Security

Rev. 0.11

MODIFY/PASSWORD

AUTHORIZE command to add a secondary password to a UAF record. Does not
affect the current value of the primary password if you correctly specify a null first
password string.

MODIFY/FLAGS=GENPWD

AUTHORIZE command to require generated passwords for user accounts.
MODIFY/FLAGS=DISPWDDIC

AUTHORIZE command to disable password dictionary searching.
MODIFY/FLAGS=DISPWDHIS

AUTHORIZE command to disable password history checking.
MODIFY/SYSTEM_PASSWORD

AUTHORIZE command to change the system password.

SET PASSWORD/SY STEM

DCL command to change the system password.

SET TERMINAL/SY SPASSWORD/PERMANENT

DCL command to set the specified terminal to require the system password.



OpenVMS System and Network Node Management Il

8-54 Rev. 0.11



Learning Check
Module 9

Rev. 0.11 9-1



OpenVMS System and Network Node Management Il

Questions
Write the letter of the best answer in the space next to each of the following
guestions.
1. OnaVAX system, physical memory isdivided into units called:
a  Blocks
b. Frames
c. Pages
d. Tables

2. Where does a process get its working set parameters?
a MODPARAMS.DAT
b. SYLOGIN.COM
c. SYSTARTUP.COM
d. SYSUAF.DAT
3. What parameter determines the initial size of a process working set
a  WSDEFAULT
b. WSEXTENT
c. WSINIT
d WSQUOTA
4. Trueor false: Aninstruction must be in memory before a process can execute
it.
O True
O Fase

5.  Trueor fase: The goal of swapping isto keep the maximum number of
processes in memory.

O True
O Fase
6. How many active circuits can an end node have?
a One
b. Two
c. 24
d. Nolimit
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10.

11.

12.

A connection to aserviceiscalled a
a  Connection

b. Service

C. Session

d. Transport

What mode do you use to communicate directly with a server?
a  Direct

b. Loca

c. Seve

d. Service

What LATCP command is used to modify LAT information?
a CHANGE

b. MODIFY
c. RESET
d SET

To create a service alias on individual nodes from the DCL prompt, use
a AUTHORIZE

b. LATCP
c. NCP
d. SYSGEN

Suppose you create a user directory $1$DIA200:[NEILSEN] and forget to
specify that user NEILSEN should own it. What command would you use to
correct the ownership of the directory?

a  SET FILE/OWNER=NEILSEN $1$DIA200:[NEILSEN]
b. SET FILE/OWNER=NEILSEN $1$DIA200:[000000]NEILSEN.DIR

c. SETFILE/BY_OWNER=NEILSEN
$1$D1A200:[000000]NEILSEN.DIR

d. SET FILE/BY_OWNER=NEILSEN $1$DIA200:NEILSEN

What command procedure automates the procedure for registering or
amending a license?

a SYSSUPDATE:VMSINSTAL.COM
b. SYS$SUPDATE:VMSLICENSE.COM
C. SYS$SYSTEM:AUTHORIZE.COM
d. SYSSUPDATE:AUTOGEN.COM
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13.

14.

15.

16.

17.

When do you usually need to install a product's license key?

a
b.
C.
d.

After you ingtall the product software
Before you ingtall the product software
Before you read the product documentation
After users begin to use the product

If you wanted to know the amount of free space and total space on a disk
volume, which command would you use?

a
b.
C.
d.

SHOW VOLUME
SHOW QUOTA
SHOW DEVICE/FULL
SHOW ALL

A user complains that an application does not work, and the error message is
"RMS-E-FLK, file currently locked by another user” (in other words, the file
is open and cannot be opened by two processes at once). What command
would help you find out what other process has the file locked?

a  SHOW DEVICE /FULL device-name

b. DIRECTORY /FULL file-spec

c. SHOW DEVICE /FILES device-name

d. DIRECTORY /OPEN file-spec

Which of the following NCP commands manipulates the volatile database?
a PURGE

b. DEFINE

c. LIST

d. CLEAR

What logical name designates a systemwide login command procedure?
a SYS$LOGIN

b. SYS$LOGIN_PROCEDURE

c. SYS$SYLOGIN

d. SYS$SSYSTEM
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18.

19.

20.

21.

Using the Authorize utility, which flag would you set to restrict an account to
a specific login command procedure?

a CAPTIVE
b. DEFCLI

c. DISCTLY
d. LOCKPWD

Suppose you perform the following actions:

. Boot the cluster nodes BARNUM and RNGLNG, which are connected
to the ClI bus.

. Install anew disk drive, named $1$DUA33:, on the HSC unit.
. Initialize $1$DUA33..

. Enter the MOUNT/CLUSTER command on BARNUM to mount
$1$DUA3S3..

*  Boot the node BAILEY, which is also connected to the CI bus.
*  Boot the node HORSE, which is a satellite.
Which nodes have $1$DUA33: mounted after this sequence of actions?
a BARNUM
b. BARNUM, RNGLNG
c. BARNUM, RNGLNG, BAILEY
d. BARNUM, RNGLNG, BAILEY, HORSE

Which of the following commands creates a new entry in the permanent
network database?

a  SET NODE ROGER ADDRESS 2.4

b. SET NODE 2.4 NAME ROGER

c. DEFINE NODE 2.4 NAME ROGER

d. DEFINE ADDRESS 2.4 NAME ROGER

Which of the following should be used to upgrade or update system layered
product software?

a  SYSSUPDATE
b. VMSINSTAL
c. SYSGEN
d. INSTALL
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22.

23.

24,

25.

26.

Which of the following commands displays (on one screen) several of the
most important classes of information a system manager can monitor?

a
b.
C.
d.

MONITOR PROCESSES /TOPCPU
MONITOR STATES

MONITOR SYSTEM

MONITOR ALL_CLASSES

What DCL command most quickly shows you which nodes are currently
members of the cluster?

a  SHOW CLUSTER

b. SHOW MEMBERS

c. MONITOR NODES

d. MONITOR CLUSTER

What DCL command most easily shows you what program a processis
running?

a SHOW IMAGE

b. SHOW USERS

C.

d.

MONITOR PROCESSES
SHOW PROCESS/CONTINUOUS

A disk device is connected to cluster node DD, which has allocation class 44.
The device has unit number 33 and device type DU. Which of the following
is avalid name for the device?

a $DD$DUA44

b. $44$DDA33

c. $33$DUA44

d.  $44$DUA33

What file do you edit to make parameter changes permanently known to
AUTOGEN?

a  SYSSMANAGER:VMSIMAGES.DAT

b
C.
d

SYS$SUPDATE:AUTOGEN.DAT
SY S$SY STEM:SETPARAMS.DAT
SY S$SY STEM:MODPARAMS.DAT
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27.

28.

29.

30.

31

32.

Which DCL command is used to create a queue?
a  INITIALIZE/QUEUE

b. CREATE/QUEUE

c. START/QUEUE

d. ASSIGN/QUEUE

In which file are terminal speeds, queues, and other system management
related operations usually specified?

a  SYLOGIN.COM

b. SYSTARTUP_VMS.COM

c. STARTUP.COM

d. SYLOGICALS.COM

Which procedure should mount site-specific volumes?
a  SYSTARTUP_VMS.COM

b. STARTUP.COM

c. SYLOGICALS.COM

d. SYCONFIG.COM

Which procedure should define standard logical names such as
SY S$SYLOGIN, SY SSANNOUNCE, and SY SSWELCOME?

a.  SYLOGICALS.COM

b. SYCONFIG.COM

c. SYSTARTUP_VMS.COM

d. STARTUP.COM

Before an active queue can be deleted, it must first be

a Initialized
b. Stopped
c. Spooled
d. Started

What file controls user privileges and quotas?
a.  NETPROXY.DAT

b. QUOTA.SYS

c. SYLOGIN.COM

d. SYSUAF.DAT
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33.

35.

36.

37.

38.

What do you use to adjust values for system parameters?

a AUTHORIZE

b. DISKQUOTA

c. SYSGEN

d. VMSINSTAL

Which utility do you useto install a layered product?

a  INSTALL

b. LAYERED

c. SYSSINSTALL

d. VMSINSTAL

Trueor false: You must permit WORLD accessto SY SUAF.DAT so users
canlogin.

O True

O Fase

What can you use to grant file access to specific groups of users?
a  Accesscontrol list

b. Fileaccessprivileges

c. Protection codes

d. User identification code

What DCL command is used to change a password?

a CHANGE PASSWORD

b. MODIFY PASSWORD

c. SET PASSWORD

d. None of the above

What AUTHORIZE flag can be used to require a user to choose a password
created by the system?

a CAPTIVE

b. GENPWD

c. LOCKPWD

d SYSPWD
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39. Where does a process get its UIC?

40.

41.

What DCL command do you use to display the identifiers for your current

a LOGIN.COM

b. NETPROXY.DAT

c. SYLOGIN.COM

d. SYSUAF.DAT

process?

a  SHOW CURRENT

b. SHOW IDENTIFIERS

c. SHOW PROCESS/ALL

d. SHOW RIGHTS/PROCESS
What do you use to assign privileges to users?
a AUTHORIZE

b. AUTOGEN

c. MODPARAMS

d. SETPRIV



OpenVMS System and Network Node Management Il

9-10 Rev. 0.11



Learning Check Answers
Module 10

Rev. 0.11 10-1



OpenVMS System and Network Node Management Il

10-2

OnaVAX system, physical memory is divided into units called

a  Blocks
b. Frames
c. Pages

d. Tables

Where does a process get its working set parameters?

a MODPARAMS.DAT

b. SYLOGIN.COM

c. SYSTARTUP.COM

d. SYSUAF.DAT

What parameter determines the initial size of a process working set?
a  WSDEFAULT

b. WSEXTENT

c. WSINIT

d WSQUOTA

True or false: An instruction must be in memory before a process can execute
it.

O True

O Fase

True or false: The goal of swapping is to keep the maximum number of
processes in memory.

O True

O Fase

How many active circuits can an end node have?
a_One

b. Two

c. 24

d. Nolimit

A connection to aserviceiscaled a
a  Connection

b. Service
C. Session
d. Transport
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8.  What mode do you use to communicate directly with a server?

a  Direct
b. Loca
c. Seve
d. Service
9.  What LATCP command is used to modify LAT information?
a CHANGE
b. MODIFY
c. RESET
d._ SET
10. To create aservice alias on individual nodes from the DCL prompt, use
a AUTHORIZE
b. LATCP
c. NCP
d. SYSGEN

11. Supposeyou create a user directory $1$DIA200:[NEILSEN] and forget to
specify that user NEILSEN should own it. What command would you use to
correct the ownership of the directory?

a

b.

SET FILE /OWNER=NEILSEN $1$DIA200:[NEILSEN]
SET FILE /OWNER=NEILSEN $1$DIA200:[000000]NEILSEN.DIR

C.

d.

SET FILE /BY_OWNER=NEILSEN
$1$D1A200:[000000]NEILSEN.DIR

SET FILE /BY_OWNER=NEILSEN $1$DIA200:NEILSEN

12. What command procedure automates the procedure for registering or
amending a license?

a

SYS$UPDATE:VMSINSTAL.COM
SY SSUPDATE:VMSLICENSE.COM

b
C.
d

Rev. 0.11

SY S$SY STEM:AUTHORIZE.COM
SY S$SUPDATE:AUTOGEN.COM
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13.

14.

15.

16.

17.

When do you usually need to install a product's license key

a.  After you install the product software

b. Before you install the product software

c. Before you read the product documentation
d. After users begin to use the product

If you wanted to know the amount of free space and total space on a disk
volume, which command would you use?

a SHOW VOLUME

b. SHOW QUOTA

C. SHOW DEVICE/FULL
d SHOW ALL

A user complains that an application does not work, and the error message is
"RMS-E-FLK, file currently locked by another user” (in other words, the file
is open and cannot be opened by two processes at once). What command
would help you find out what other process has the file locked?

a  SHOW DEVICE /FULL device-name

b. DIRECTORY /FULL file-spec

c. SHOW DEVICE /FILES device-name

d. DIRECTORY /OPEN file-spec

Which of the following NCP commands manipulates the volatile database?
a PURGE

b. DEFINE

c. LIST

d.  CLEAR

What logical name designates a systemwide login command procedure?
a SYS$LOGIN

b. SYS$LOGIN_PROCEDURE

C. SYS$SYLOGIN

d. SYS$SSYSTEM
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18.

19.

20.

21.

Using the Authorize utility, which flag would you set to restrict an account to
a specific login command procedure?

a__ CAPTIVE
b. DEFCLI

c. DISCTLY
d. LOCKPWD

Suppose you perform the following actions:

. Boot the cluster nodes BARNUM and RNGLNG, which are connected
to the ClI bus.

. Install anew disk drive, named $1$DUA33:, on the HSC unit.
. Initialize $1$DUA33..

. Enter the MOUNT/CLUSTER command on BARNUM to mount
$1$DUA3S3..

*  Boot the node BAILEY, which is also connected to the CI bus.

*  Boot the node HORSE, which is a satellite.

Which nodes have $1$DUA33: mounted after this sequence of actions?
a BARNUM

b. BARNUM, RNGLNG

c. BARNUM, RNGLNG, BAILEY

d. BARNUM, RNGLNG, BAILEY, HORSE

Which of the following commands creates a new entry in the permanent
network database?

a  SET NODE ROGER ADDRESS 2.4

b. SET NODE 2.4 NAME ROGER

c. DEFINE NODE 2.4 NAME ROGER

d. DEFINE ADDRESS 2.4 NAME ROGER

Which of the following should be used to upgrade or update system layered
product software?

a  SYSSUPDATE
b. VMSINSTAL
c. SYSGEN
d. INSTALL
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22.

23.

24,

25.

26.

Which of the following commands displays (on one screen) several of the
most important classes of information a system manager can monitor?

MONITOR PROCESSES /TOPCPU

a

b. MONITOR STATES

c. MONITOR SYSTEM

d. MONITORALL_CLASSES

What DCL command most quickly shows you which nodes are currently
members of the cluster?

a  SHOW CLUSTER

b. SHOW MEMBERS

c. MONITOR NODES

d. MONITOR CLUSTER

What DCL command most easily shows you what program a processis
running?

a SHOW IMAGE

b. SHOW USERS

C.

d.

MONITOR PROCESSES
SHOW PROCESS/CONTINUOUS

A disk device is connected to cluster node DD, which has allocation class 44.
The device has unit number 33 and device type DU. Which of the following
isavalid name for the device?

a $DD$DUA44

b. $44$DDA33

c. $333DUA44

d.  $443DUA33

What file do you edit to make parameter changes permanently known to
AUTOGEN?

a  SYSSMANAGER:VMSIMAGES.DAT

b
C.
d

SYS$SUPDATE:AUTOGEN.DAT
SY S$SY STEM:SETPARAMS.DAT
SY S$SY STEM:MODPARAMS.DAT
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27.

28.

29.

30.

31

32.

Which DCL command is used to create a queue?
a._ INITIALIZE/QUEUE

b. CREATE/QUEUE

c. START/QUEUE

d. ASSIGN/QUEUE

In which file are terminal speeds, queues, and other system management
related operations usually specified?

a  SYLOGIN.COM

b. SYSTARTUP VMS.COM

c. STARTUP.COM

d. SYLOGICALS.COM

Which procedure should mount site-specific volumes?
a_ SYSTARTUP VMS.COM

b. STARTUP.COM

c. SYLOGICALS.COM

d. SYCONFIG.COM

Which procedure should define standard logical names such as
SY S$SYLOGIN, SY SSBANNOUNCE, and SY SSWELCOME?

a_ SYLOGICALS.COM

b. SYCONFIG.COM

c. SYSTARTUP_VMS.COM

d. STARTUP.COM

Before an active queue can be deleted, it must first be

a Initialized
b. Stopped
c. Spooled
d. Started

What file controls user privileges and quotas?
a.  NETPROXY.DAT

b. QUOTA.SYS

c. SYLOGIN.COM

d. SYSUAF.DAT
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33.

35.

36.

37.

38.

What do you use to adjust values for system parameters?

a AUTHORIZE

b. DISKQUOTA

c. SYSGEN

d. VMSINSTAL

Which utility do you useto install a layered product?
a.  INSTALL

b. LAYERED

c. SYSSINSTALL

d. VMSINSTAL

Trueor false: You must permit WORLD accessto SY SUAF.DAT so users
canlogin.

O True

O Fase

What can you use to grant file access to specific groups of users?

a_ Accesscontrol list

b. Fileaccessprivileges

c. Protection codes

d. User identification code

What DCL command is used to change a password?
a  CHANGE PASSWORD

b. MODIFY PASSWORD

c. SET PASSWORD

d. None of the above

What AUTHORIZE flag can be used to require a user to choose a password
created by the system?

a CAPTIVE

b. GENPWD

c. LOCKPWD

d SYSPWD
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39. Where does a process get its UIC?

40.

41.

What DCL command do you use to display the identifiers for your current

a LOGIN.COM

b. NETPROXY.DAT

c. SYLOGIN.COM

d. SYSUAF.DAT

process?

a  SHOW CURRENT

b. SHOW IDENTIFIERS

c. SHOW PROCESS/ALL

d. SHOW RIGHTS/PROCESS
What do you use to assign privileges to users?
a_ AUTHORIZE

b. AUTOGEN

c. MODPARAMS

d. SETPRIV
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Glossary

access control list

A list that defines the kinds of access to be granted or denied to users of an object.
Access control lists can be created for objects such asfiles, devices, and
mailboxes. Each ACL consists of one or more entries known as access control
entries (ACEs).

activity license
Defines the allowed number of concurrent uses of a product.

adjacent nodes
Nodes that have a line connecting them.

alias
A service name that equates to one of several cluster nodes.

area
Subgrouping of nodes in a network.

availability license
Makes a product available to all the users of a system.

baseline
Datathat represent the performance of the system when it is functioning normally,
under a normal work load.

boot node, boot server

A node that downline loads the operating system software to satellite nodes.
bridge

A device for connecting two segments of a LAN.

captive account

A user account that permits only limited access to software.
circuit

The logical channel between adjacent nodes.

circuit cost

A positive integer associated with using a circuit.

device code

Device type specifier.

device control library
A text library that contains modules that direct printers to perform certain
functions.
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device name
Unique identifier for each device.

dictionary search
User-selected passwords are checked to make sure they do not appear in the
system password dictionary.

disk quotas
Disk restriction management based on UICs.

dump file
Saves a partial copy of physical memory when the system fails.

encryption
A process of encoding information so that its content is no longer immediately
obvious to anyone who obtains a copy of it.

execution queue
A queue that accepts batch or print jobs for processing.

filtered passwords
User-selected passwords that have been screened for acceptability.

free page list
A list of pages that are available to processes for allocation.

full name
A hierarchically structured DECnet node name that can be stored in a DECdns
naming service.

gateway
A module, or set of modules, that transforms the conventions of one network into
the conventions of another.

generated passwords

The OpenVMS operating system provides an automatic password generator that
creates randomly generated passwords. This avoids any obvious pattern when
assigning passwords.

generic queue
A queue that holds jobs until they can be transferred to an execution queue for
processing.

global page
Page that is shared among multiple processes.

global page table
The page table containing the master page table entries for global sections.

global section
A data structure or shareable image section potentially available to all processesin
the system.
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hard fault
Page fault that requires disk 1/0 to obtain the virtual page.

hardware controller number
Device controller specifier.

history search
The system maintains a list of the last 100 passwords used by each user. When a
user selects anew password it is checked against the user's history list.

hop
The logical distance to an adjacent node.

LAN
Local area network.

LAT network
Local areatransport. A collection of nodes connected by Ethernet for the purpose
of sharing resources.

license database

A collection of interrelated data stored on a disk and accessed through the LMF
software. Each record in the database correspondsto alicense.

line

A physical channel between nodes.

local mode

Terminal server operating mode in which an interactive user communicates with a
server.

modified page list
List of pages that have been modified since being read from disk.

network
An organized system of two or more computersthat are linked together either
locally or remotely to communicate and share information.

node
A computer system that communicates with other devices in a network.

object class
A set of protected objects with common elements. For example, all files belong to
thefile class; all devices belong to the device class.

object security profile
A set of security elements that define access requirements. The elements include
an owner (UIC), aUIC-based protection code, and possibly, an ACL.
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page
OnaVAX system, a contiguous 512-byte portion of memory.

On an AXP system, a page size will be one of four values: 8 kilobytes (8192
bytes), 16 KB, 32 KB, or 64 KB.

page fault
Event that occurs when a process refersto a page that is not in its working set.

page file
System file to which modified pages are written.

pagelet
On an AXP system, a 512-byte quantity.

paging

The action of bringing pages into the working set of a process.

parameter file

This disk file contains the starting values for the system parameters. Thisfileis
used during the bootstrap process to initialize the active system parameter values
in memory.

path
A possible route from the source node to the destination node.

path cost
The sum of the circuit costs along a path between two nodes.

path length

The total number of hops along a path between two nodes.

path splitting

The ability of DECnet software to divide the load over multiple paths, if multiple
paths exist between a pair of nodes.

personal use license
Makes a product available to a set of named users of a system.

port
Connection between adevice and aterminal server.

private volume
A volume (disk or tape) owned by a single user or group of users.

product authorization key (PAK)
Contains essential licensing information that you must register in the license
database to use the product.

protected object
An object containing shareable information to which the system controls access.
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protocol
A series of communications rules implemented with hardware and software.

public volume
A volume (disk or tape) to which all users on the system have access.

quantum
Time slice used in scheduling CPU usage.

guota files

One file per disk that contains quota entries and is managed by the SY SMAN
utility.

recording file

A file produced by the Monitor utility, containing MONITOR datain binary form.

remote print queue
A print queue associated with a printer connected to aterminal server.

repeater
Network component used to refresh and regenerate signals.

rights database
The collection of datathe system maintains and uses to define and associate
identifiers with the holders of the identifiers.

rights list
The list associated with each process that includes all the identifiers the process
holds.

routing node
A network node that forwards information intended for other nodes.

satellite node
A node that does not have alocal system disk, and must load the operating system
software from a boot server.

secondary password

A user password that may be required at login time immediately after the primary
password has been correctly entered. Primary and secondary passwords can be
known by separate users to ensure that more than one user is present & the login.

security profile
A set of elements that describe either an object's access requirements or a subject's
access rights.

server
An entity that is responsible for processing requests.

service
A name associated with an application on a port or a node.
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service mode
Terminal server operating mode in which an interactive user communicates with a
service.

session
A connection to aservice.

soft fault
Page fault that can be satisfied without performing disk 1/0.

spooled device

A device that directsthe output of an application to an intermediate file until the
application program finishes.

summary file

A file produced by the Monitor utility, containing a summary of selected datain
text form.

swap file
Manages physical memory use.

swapping
The operation of writing a process working set out to a disk file known as the swap
file

symbiont
A process that transfers data between a disk and an input or output device.

system integrated products (SIPs)
Layered software productsthat are included as part of the OpenVMS kit, which
require no further installation beyond registering a PAK.

system parameters
The values that control such things as the sizes of the OpenVMS data structuresin
memory, the number of installed image files, and the sizes of the system files.

system password
A password required by aterminal before login can be initiated.

system password dictionary
A collection of unacceptable words for filtering user-selected passwords.

system startup files
A series of command procedures that are invoked when the system is started up.

terminal server
Component on alocal area network that connects devices such as terminals,
printers, modems, and computersto the network.

unit number
Indicates position of the device on the controller.
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virtual memory management system
Operating system that allows the execution of programs or images that may not be
completely in physical memory.

volume label
An alphanumeric name encoded on avolume.

volume set
Two or more disk volumes bound with the MOUNT/BIND command.

WAN
Wide area network.

working set
The set of physical pages currently being used by a process.
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